Registration procedure for testing certificates:
There is mandatory requirement to authorize all persons who will participate on the parallel run. The access to testing environment is protected through “testing certificate”. There are following options to obtain them:
a) SW certificates 

- will be used for testing environment (referred as SANDBOX) after the finish of parallel run. SANDBOX environment will be accessible from March 2010.

- SW certificate can be generated to storage on PC (later you can export one to storage on server); SW certificate is considered to be a security issue, but It is for testing environment purpose only.

- SW certificates are issued free of charge.

- An issue is based on digital order that is now available through Registration module (PRODIS) forms; This way can be used by already registered market participants of CS OTE – The generation process is mandatory to sign  with valid UID of issued certificate. A form allows the request in format PKCS#10. There is obligation to sign the form with valid UID connected to respecting RUT (market participant). As soon as a certificate is issued, there is possibility of downloading one at the page. Note: This option is only during the parallel or testing run (until 23rd of December 2009).

- The procedure How to generate a certificate is enclosed to this document.
- We warn all market participants. Keep your certificate safe, otherwise there could be a security breach = a leak of historical production data from the SANDBOX. 
- A generation of a SW certificate corresponds to current procedure for automatic renewal (ad an enclosure of this document).
b) HW certificates
- There is an option to use ones after the finish of parallel run for SANDBOX environment.
- are issued base on signed digital purchase order (the same process as issue procedure for USB tokens for IS OTE access). The procedure and the template of an order is enclosed to this document. 

-  an option to use both OTECATEST  and 1.CA (certification authorities).
Note: This option will be allowed during testing or parallel run only. 

Both types of certificates will be issued only for existing UID, that’s why there is no need to go through form. “C” (enclosure to contract with OTE).If there was an situation that you will need to create a certificate for a user that has not his/her access to CS OTE already granted, you will have to follow the standard procedure for a registration (form “C”).

For a testing purpose was created a certification authority OTECATEST by Logica, that issues certificates that can be used for testing and SANDBOX environment. Those certificates can be also used for parallel run until 31st of December 2009, afterwards they will be moved to SANDBOX environment. Certificates will be valid two years since issued

Current certificates (issued by OTECA) will be valid until they expire despite the Upgrade of CS OTE. 
In the 2nd phase of Parallel run (this means from the 12th of November 2009) all market participants will evaluate the system and train their staff will be higher pressure for issuing certificates. We ask you for cooperation on certificate requests with enough time in advance. 
The procedure 

Steps below show the flow of the procedure:

	Step
	Responsible
	Content

	1
	OTE
	Issue information to Subject of Settlement about all planned changes along with summons regarding certificates order

	A1 
	Subject of Settlement
	Preparation and sending of an order.

	A2 
	Logica
	Issue certificates for testing environment with OTECATEST to certified token iKey 2032 or iKey 4000

	A3
	Logica
	Sends the certificates to a participant.

	A4
	Logica
	Sends public parts of certificates issued to OTE

	B1 
	Subject of settlement
	Generates the request for a certificate (interface will be provided by Logica)

	B2
	Logica
	Signs SW certificates by certification authority for testing environment

	B3
	Subject of settlement
	Import of the certificate

	B4 
	Logica
	Sends the public part of the key to OTE. 

	2
	OTE
	Registers user to LDAP and secondary PRODIS module, loads certificates to the system.

	A5
	Subject of settlement
	Checks the certificate registration delivery, sends back a confirmation about certificate registration delivery.

	A6
	Logica
	Hand over PIN to Subject of Settlement

	A7
	Subject of settlement
	Verifies a channel to secondary system and sends back a confirmation.

	A8
	Logica
	Invoicing of security items that are not free of charge.


Legend to numbering of steps:

Standalone number – the step is common for all alternatives

Letter and number – the step is valid only for given alternative, numbering starts from number 1, where is alternative for the first time from the common flow
Alternatives:      A – HW certificate
                     
   B – SW certificate
System requirements:

Service Pack 3 is required to access CS OTE from Windows XP. Internet Explorer 7 is possible to use.

How to import OTECATEST Authority into Windows certification store
The certificate file can be downloaded here: 

http://www.ote-cr.cz/the-participants/registration-procedure/files-instalacni-postupy-logicacmg/oteca_test.zip 
1. Click right mouse button on certificate file. 

2. Choose “Install” from context menu.

OR

1. Open certificate. (Double click on certificate file.)

2. Click on “Install Certificate…” button. (Show on figure below) 
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Click on button “Next >”

[image: image2.png]Welcome to the Certificate Import
Wizard





It’s possible to keep Automatic select option. (The system will automatically recognize that it’s certification authority )
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Click on button “Finish”
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Click on button “Yes”
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Click on button “OK”. Certificate was installed successfully.
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CAUTION: Registration of imported certificates is bind to user’s profile of user that is logged in at the moment.

Attachment 1 – Instructions to generate SW test certificate OTECA

1. Request a certificate

Log in to Registration module (PRODIS application). (Pre-requirements for successful log in is that yours actual certificate is still valid.)
Main Menu Registration – The request for software certificate used for testing
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Figure 1 – How to access certificate generation from Registration module (PRODIS app.)
How to fill up an request form?
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Figure 2 - The request for software certificate form

The certificate – please click on Select button then choose your certificate without a “sgn” suffix. Follow up graphic navigation in Select Certificate section. It starts with Figure 3.
(E.g.: “000000252”. Note: The test certificate will be issued for same the UID.)
E-mail – email address presented in certificate. When certificates are used for sending secured emails from MS Outlook the email address of certificate must be identical to the email address of the sender.
Contact e-mail – to this email address will be send a notice that certification is ready to external participant.
HW type – please keep “Software device” option
Select Certificate
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Figure 3 – Select appropriate certificate according to UID

In the following dialog window is necessary to confirm that user requires generate a certificate.
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Figure 4 – Confirmation of generation request

Please sign yours application. Choose appropriate certification from the list on your computer.

The certificate must contain “sgn”.
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Figure 5 – Select sign certificate

In the following dialog window user must confirm using primary key of its sing certificate. (In case the user is not logged in to the token, the user will enter a PIN)
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Figure 6 – Confirmation of using primary key
On “Create” button click will following window appear.
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Figure 7 – Confirmation dialog - access certificate

· The same dialog will repeat for sing certificate

Now the issue process of certificate has lunched. The user will be informed via email about the certification issue progress.


2. How to import test certificate

Once external user obtain successful issue email from CA it’s possible to download this certificate. The email will contain information about processing the request and information about accessibility of the certificate.
The user must be logged in to Registration module (PRODIS application) through its certification.

Menu Registration - Import to the software store.
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Figure 8 – How to access Import the test certification

On the following dialog window is information about issued certification. Please click on “Import”.
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 Figure 9 – Import the test certification
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 Figure 10 – Confirmation of the imported certification
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Figure 11 – Message that says certificate was successfully imported
The same approach will be repeated for sing certificate.

Note: Certifications generated in above described approach are stored in local computer storage. So they are not stored to the token.

Attachment 2 – The approach of ordering HW test certificate

The form for ordering HW test certificate is attached bellow on this page.

How to fill up the order:

· „Customer“ – identification data of yours company

· „Creation of a certificate pair for testing (authentication cert. + signature cert.)  on a USB token“ – number of required USB tokens

·  „Package preparation“ – the package is shipped by Czech Post. Charge for this service is 80,- Kč. In case you wish withdraw the token in Logia residence it’s free of charge.

· „Name and Surname“ – each user has separate line 

· „Email Address“ – it’s registration email in IS OTE

· „ID RMP“ – identification number assigned to company upon registration in IS OTE

· „UID“ – user identification number assigned to user upon registration in IS OTE

· „Place of destination“ – shipping address, including contact person name
Once you fill up and stamp your the order please send it to email address novakovaj@logica.com or fax it to phone number: + 42 (0) 284 020 112 – J.Nováková

Afterwards the “test certifications” will be generated and recorded to the USB token. The package will be shipped via registered mail to the place of destination. In this package will be included following instruction of using the HW certificate. 

Logica will send the public part of the key to OTE for registration.  On the next day it will be possible to test the connection.
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� If you have the certificate of 1.CA, it is sufficient to send us the public key of your certifikate and we will register this certificate to the test environment. Please, contact our registration department to help you with it.





_1317555791.doc
 Order Number:
     

 Issued On: 
     







Trade Name
LogicaCMG s.r.o


Office, Street, Building No    
Na Okraji 335/42


Postal Code               Location
162 00   PRAGUE 6


Company ID No.:       VAT ID No.:      
Company ID:  624 12 388 VAT ID No:  CZ624 12 388

Company is registered with:
Company is registered with:


Registration Court, Entry No., Section     
Prague Municipal Court, Entry No. 34304, Section C


Contact Person:                     Tel.:      
Bank: ING Bank N.V. organizační složka,                        E-mail:
                                                                                               account No. 1330466203 / 3500



Swift address: INGBCZPP 



CZ33 3500 0000 0013 3046 6203

		Description

		Quantity *)

		Price per Item

		Total *)



		Creation of a certificate pair for testing (authentication cert. + signature cert.)  on a USB token

		x

		6.250,00

		x xx x x x,00



		Package preparation (by TNT Express)

		1

		

		



		Order total in CZK (without VAT)  **)

		x

		x

		x xx x x x,00





Deadline for performance of work: ***)      

*)      Calculate the total for the whole row and enter the result.


**)    Calculate the total by adding the above amounts and enter the result. 


***)  The requested deadline for the performance of the work will be specified in more detail in the agreement between the Provider and the Customer. 


The conditions for the execution of this order are governed by the document “Security Items for Access to IS OTE” as published at www.ote-cr.cz.


      Delivery of new USB tokens   *) (Complete the ID RMP a UID, if known).


		Name and Surname

		Email Address 

		ID RMP

		UID



		

		

		

		



		

		

		

		



		

		

		

		









Company


Address of Destination


Postal Code        Location

Representative of the Customer:
     

Tel.:      
Fax.:      

Email:
     





The Customer is to delegate a contact person who will  be
Received by: ______________
On: ____________ responsible for all communications related to this order.   




Record No.: ____________________________


Representative of the Customer: 
     

Tel: 
     
Fax:
     
Confirmed by: _______________   On: ____________


Email: 
     



Completed by: _____________
On: ____________



Expedited by: ______________
  On: ____________
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