	
	

	CS OTE web services interface

V1.9
Released 20.04.2012
	2

	
	



D1.4 CS OTE external interface
Část D1.4.3 CS OTE web services interface 

Specification for CS OTE upgrade 
Project number:
420/ECF0867

Document no.:  
D1.4.2

Doc. version.:

1.9
Release date:

20.04.2012
Table of content
51
Introduction


51.1
Web services


51.1.1
Authentication


51.1.2
WS protocol


101.2
S/MIME


132
Principles of communication scenarios via SOAP channel


132.1
Synchronous communication scenarios


132.2
Asynchronous communication scenarios


153
Apendix A Examples of services calling


153.1
Exemple of a request (eventually data sending)


173.2
Example of a response


204
Appendix B Services - Electricity


204.1
Example of WSDL service CDSService


224.2
Services for Participant – OTE communication


224.2.1
CDSService


234.2.2
MarketService


244.2.3
ReportService


244.2.4
CommonService


274.2.5
CommonMarketService


284.3
Services for communication OTE -> Participant


284.3.1
CDSCallbackService


294.3.2
MarketCallbackService


294.3.3
ReportCallbackService


314.3.4
CommonCallbackService


314.4
Services for ETSO standard support


324.4.1
CapacityService


324.4.2
ScheduleService


334.4.3
ScheduleCallbackService


334.4.4
StatusRequestService


344.5
Services for EDI standard support


344.5.1
EDIService


354.5.2
CDSEdigasCallbackService


375
Apendix C Services - Gas


375.1
Services for communication Particapant ->OTE


375.1.1
CDSGasService


385.1.2
CDSEdigasService


395.1.3
CommonGasService


415.2
Services for communication OTE->Participatn (call-back services)


415.2.1
CDSGasCallbackService


425.2.2
CDSEdigasCallbackService


436
Appendix D Example of signed document




History of changes

	Datum
	Předmět
	Revize

	19.10.2009
	Amendments and clarification of the synchronous / asynchronous processing 
	1.3.

	19.10.2009
	Addition of call-back service for simplified communication via EDI (electricity) (see chapter 4.5.2)
	1.3.

	23.10.2009
	Addition of call-back service for ETSO messages transferred from OTE to the participant’s system (chapter 4.4.3)
	1.4

	20.11.2009
	Addition of commonGasService web service
	1.5

	2.12.2009
	Ammendments to the gas services:

cdsEdigasService – newly NOMRES is possible on input
cdsEdigasCallbackservice – newly APERAK is possible on output
	1.6.

	4.12.2009
	StatusRequestService extending – as a output 2 documents can be transfereed together (i.g..ConfirmationReport and AnomalyReport)
	1.7.

	20.4.2012
	New service - commonMarketService
	1.9

	
	
	


1 Introduction 

For automated data exchange beetween external subjects and CS OTE, it is used: 

1. SOAP protocol v 1.1 communication , SOAP-Document type. 
Transfer is realized at the HTTPS connection level, which ensure communication encryption. This make the confidentiality requirement satisfied. This mode serves for XML structured data exchange only. 

2. SOAP v 1.1 cummunication, siplified mode.
Similar to the previous point, data are embedded to one element. This mode serves for EDI format message sending. 
3. SMTP communication with S/MIME message application. 
For S/MIME, it is used only text MIME message, secured with el. signature and encryption. It can be used for XML and other documents formats, e.g. EDI.

1.1 Web services
Web services called via HTTPS protocol, are primary interface of CS OTE. According to the scenarios, we can distinguish 2 types:

1) client - server - initialized always on the part of external participant. Client system must support web compliant with this specification.

2) server-server - initilized also from OTE system. There must be web services compliant with this specification on the side of external participant.

1.1.1 Authentication
CS OTE use authentization through client certificate X.509, which is possible to use by transfer over HTTP protocol with SSL expansion. The solution was choosen according to the requirement for sensitive data transfer. From the security point of view, it is a better solution than direct authentisation, using (system) username and password. For private key security, there are better methods than for the password. 

So, in the B2B sphere, client certificate is used for unique identification, to whom corresponds system user in CS OTE. The identification is made just during connection establishment with the other part, before data transfer within web service call. Consequetly any authentisation on the SOAP level header is redundant.     

1.1.2 WS protocol
All communication enveloppe will be based on the SOAP v 1.1 standard, version supported  by CS OTE communication server platform. The protocol defines two parts - header and separate message content. The two parts vary in type of calling used.

1.1.2.1 SOAP-Document

This mode is used for XML structured data.
1.1.2.1.1  WS header
For further quality improvement in SOAP protocol transfer, few expansions are defined for SOAP:Header. It includes various additional parameters, security, eventually authentisation. If it is useful (there´s always increase in complexity), by means of standard implementation it is possible to get same result, that will be necessary to solve through communication system application logic.

Respecting application platform, WS-Security standard is used.  

1. WS – Security

defined by OASIS syndicate (http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss). It consists of following parts: 
· UsernameToken– used for authentisation, not implemented in CS OTE, authentisation at SSL level is used
· Timestamp – introducing time validity and request time creation in the course of call and SOAP response.

· Signature – owing to XML el. signature adoption (XML Signature), it ensures transfered data integrity. It applies for additional integrity check, already at the level of standard WS implementation.  

· Encryption - not implemented in CS OTE, assured with SSL
SOAP:Header expansion - propopsal of use sumarisation 
Possibility of use of WS-* standard and their parts is indicated in following table: 
	Standard
	Part
	CS OTE application

	WS – Security 1.1
	Timestamp
	Applied

	WS – Security 1.1
	Signature
	Only for integrity check at the standard implementation SOAP protocol level 


Certicate, which is used for el. signature must be defined as BinarySecurityToken outside the element, containing el. signature (Signature). In the SecurityTokenReference segment, it must be reffered in the manner defined in the standard as Direct References. Other mode is by CS OTE not supported. 
Through el. signature, the integrity is assured in these parts:
1) Timestamp (namespace http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd)

2) Body (namespace http://schemas.xmlsoap.org/soap/envelope/)

A practical exemple of headers expanding the SOAP protocol is indicated in the Apendix A.
1.1.2.1.2 Message body
For XML document transfer, SOAP Document type is used, which is generally designed for exchange of more complex XML format data structures. Separate data transfered in the request or in the response must be procured with el. stamp of XML Signature format without (SOAP) transfer enveloppe.

Consequently data can be stored without transfer headers, dependent od the protocol. At data receiving, in CS OTE there is a check of message author against currently authentized user.  
1. XML signature
W3C  recommendation http://www.w3.org/TR/xmldsig-core/  Enveloped Signature Transformation http://www.w3.org/2000/09/xmldsig#enveloped-signature is applied. I.e. the whole XML document is procured with el. stamp, appropriate namespace defined http://www.w3.org/2000/09/xmldsig# is inserted before doument closing root element (e.g. CDSDATA, MASTERDATA and so on). Public certificate of X.509 format must be attached into the structure, which is specified in stated namespace (KeyInfo/X509Data/X509Certificate). For signing, it is necessary to use a key, with RSA algorithm and SHA-1 or SHA-2 (SHA256, SHA384 nebo SHA512) hash function. It is assumed, that it is possible to sign all XML documents, except CDSREQ, ISOTEREQ, SFVOTREQ, COMMONREQ, COMMONMARKETREQ, CDSGASREQ, CDSEDIGASREQ a RESPONSE. 
An exemple of structure of signed document is indicated in APPENDIX C.
2. XML data structure
XML data structrure is specified in a separete document XML formats, published on OTE public webpages. WSDL documents of services in question will include these schemas. I.e. respective services or operations are defined regarding the character of communicated data.  
Thus SOAP request contains appropriate XML structure including el. signature. As a response, there will be always returned the RESPONSE structure, which will inform about a result of request processing. In some cases, the response will contain separate data structure. 

SOAP documet is so embedded with another element, as it is defined for Document/literal wrapped. 

In case of request rejection, for the reason of error at protocol level, SOAP:Fault is returned it the response.
WSDL documents can be specified during the implementation for each individual service. WSDL of actually designed services is handled in Appendix B.

1.1.2.2 SOAP – simplified mode
For device support, that generate data in EDI format and send them to CS OTE system, the service interface is simplified. 

1.1.2.2.1  WS header
This part is not used in the case of EDI message sending. 
1.1.2.2.2 Message body
SOAP call has only 1 DATA parameter (element), which has to contain el. signed message in PKCS#7 format with base64 coding. 
In the case of regular receival of data string and its undertaking by receiver, standard return message about execution of function module including return code - RETURN_CODE field will be send back within one connection. Return code will be only a confirmation of data receiving and their syntax correctness (data was received, internal message was created), eventually an error of function module execution - error in signature verification, or error in data syntax. All the states will be implemented in return value as follows: 
· 0 – data received correctly, internal record created

· 1 – error in signature verification

· 2 – error in transformation

· 3 – error in internal record creation

In the opposite case the request is rejected and standard SOAP:Fault error message is sent back.   

Exemple of a request:

<?xml version="1.0" encoding="UTF-8" ?> 

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" >

  <SOAP-ENV:Body>

    <ns1:Z_CDS_DATA_TRANSFER xmlns:ns1="urn:sap-com:document:sap:rfc:functions" >

      <ns1:DATA xsi:type="xsd:string">MIAGCSqGSIb3DQEHAqCAMIACAQExCzAJBgUrDgMCGgUAMIAGCSqGSIb3DQEHAaCAJIAEggIpPD94

bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0iaXNvLTg4NTktMiI/PjxSRVNQT05TRSB4bWxucz0i

aHR0cDovL2Nkcy5vdGUtY3IuY3oiIHhtbG5zOnhzaT0iaHR0cDovL3d3dy53My5vcmcvMjAwMS9Y

TUxTY2hlbWEtaW5zdGFuY2UiIHhzaTpzY2hlbWFMb2NhdGlvbj0iaHR0cDovL2Nkcy5vdGUtY3Iu

Y3ogLi9SRVNQT05TRS54c2QiIGlkPSI4MTAwMDAwMDM5NzQzMyIgbWVzc2FnZS1jb2RlPSI5NzIi

IGRhdGUtdGltZT0iMjAwOS0wNi0xNFQyMTozMzoxNyIgZHRkLXZlcnNpb249IjEiIGR0ZC1yZWxl

YXNlPSIxIj48U2VuZGVySWRlbnRpZmljYXRpb24gaWQ9IjI3WE9URS1DWkVDSFJFUEIiIGNvZGlu

Zy1zY2hlbWU9IjE0Ii8+PFJlY2VpdmVySWRlbnRpZmljYXRpb24gaWQ9Ijg1OTE4MjQwMTA3MDki

IGNvZGluZy1zY2hlbWU9IjE0Ii8+PFJlZmVyZW5jZS8+PFJlYXNvbiBjb2RlPSIzNDIyIiB0eXBl

PSJBMDMiPiBCeWxhIHByb3ZlZGVuYSBhZ3JlZ2FjZSAyNCBob2RpbnkgVkRUIHBybyBvYmNob2Ru

7SBkZW4gMTQuMDYuMjAwOS48L1JlYXNvbj48L1JFU1BPTlNFPgAAAAAAAKCCA2kwggNlMIICTaAD

AgECAgokjBJ+AAUAABJrMA0GCSqGSIb3DQEBBQUAMEIxCzAJBgNVBAYTAkNaMQ8wDQYDVQQKEwZM

b2dpY2ExEjAQBgNVBAsTCVBLSSBHcm91cDEOMAwGA1UEAxMFT1RFQ0EwHhcNMDgwODE4MTMxNTAw

WhcNMTAwODE4MTMyNTAwWjBgMRwwGgYJKoZIhvcNAQkBFg1jZHNAb3RlZGV2LmN6MQswCQYDVQQG

EwJDWjEMMAoGA1UEChMDT1RFMRMwEQYDVQQLEwpQS0kgU2VydmVyMRAwDgYDVQQDEwdDRFMgRGV2

MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDlNKn6kornVKntg/12q4dlcCg/XETa6ezwIqyf

Iw6UHt8878C2DvcqOAcNIRF7l591vcLJ14t1wiy0P087PGd4VbRbpq8NjZCGGXhZlN9i7uXTRWs1

h2/llSWFZ+WpRG5w3wtQCi4DdCgxM+WINKWo/TlEIwDPrQk8Jf8r0vLceQIDAQABo4HCMIG/MA4G

A1UdDwEB/wQEAwIE8DATBgNVHSUEDDAKBggrBgEFBQcDBDAdBgNVHQ4EFgQUf7iMNrGec9iFS42P

DERQyqJvodIweQYDVR0jBHIwcIAU9PFX94g6H15Uduw768RPh+XYj9GhRqREMEIxCzAJBgNVBAYT

AkNaMQ8wDQYDVQQKEwZMb2dpY2ExEjAQBgNVBAsTCVBLSSBHcm91cDEOMAwGA1UEAxMFT1RFQ0GC

EHmDQl4+i3+jTXsUxM7X7XwwDQYJKoZIhvcNAQEFBQADggEBAGC11RY8JNxobemuO0wkhJZiJnjg

GGWm39fjQbiyQnW5DdXpzbHVqOQ1f0qcmbU0C7SiAFgHf+D2Ob7rcODMBm+9jO6z2MSyXhID8h8j

h8icRwZH6tPYHNZSdQY+EfI6CssFAGgE7bi9fQGQy9j8gPTz2W+7PcW64ZBkpoHGZHEcnjkyR0G3

kui3SiSSxJ9mhgDtYoGx1pzhWnDNMefB89iF4gDRTLdRSeRZcY8e0r0naRU+cWiwg5sl4M/Qvo/P

nbwAUcAQViMyasJVqhDl31LCHz0mlToO5vEmCKt7+z058cD2r11tWOBwJyyL4HsVm86Yze+2hGge

V4eCYzPydwMxggFVMIIBUQIBATBQMEIxCzAJBgNVBAYTAkNaMQ8wDQYDVQQKEwZMb2dpY2ExEjAQ

BgNVBAsTCVBLSSBHcm91cDEOMAwGA1UEAxMFT1RFQ0ECCiSMEn4ABQAAEmswCQYFKw4DAhoFAKBd

MBgGCSqGSIb3DQEJAzELBgkqhkiG9w0BBwEwHAYJKoZIhvcNAQkFMQ8XDTA5MDYxNDE5MzYxNlow

IwYJKoZIhvcNAQkEMRYEFIKXKbZ9J3otwY320sSBNPTES5OrMA0GCSqGSIb3DQEBAQUABIGAuWm1

f+I59S7LtoCJG2//O3lV2F1dvRa+WY2jyuHjofUWI7sPSKBzwrfHRlepUozci3SonifjqCcxnwdT

Q+1rdhfCtnWurGvcCS9hAK1LtHNPdXpC4Mgwf7gO1cKXN/BHcagR2wy80+kw8vXvy9aqtDjzUD/h

1mZtYjeGDkrQG9IAAAAAAAA=</ns1:DATA> 

    </ns1:Z_CDS_DATA_TRANSFER>

  </SOAP-ENV:Body>

</SOAP-ENV:Envelope>

Exemple of a response:
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:edi=”http://www.ote-cr.cz/schema/service/edi” xmlns:globals=”http://www.ote-cr.cz/schema/service/globals”>

   <soapenv:Header/>

   <soapenv:Body>

      <edi:SendDataRequest>

      <globals:RETURN_CODE>2</globals:RETURN_CODE>

      </edi:SendDataRequest>

   </soapenv:Body>

</soapenv:Envelope>

1.2 S/MIME

As back-up communication channel, it is possible to use SMTP protocol for CS OTE communication. Data have to be enclosed as an e-mail message attachment, which is sealed up according to S/MIME  (http://www.ietf.org/rfc/rfc2633.txt resp. http://www.ietf.org/rfc/rfc3851.txt), which defines MIME expansion with use of el. signature and encryption according to PKCS#7 RSA standard. 
Procedure for creating S/MIME message for CS OTE:

1) Data message (XML, EDI) has to be embeded into the MIME message in the form of attachment (Content-Disposition: attachment;). 

2) Over all MIME message content it is applied el. signature according to PKCS#7 standard – „signed data“ format and Base64 encoded. Hash function SHA1 with RSA encryption is used. This content is indicated by corresponding header.
3) Thus created message is encrypted by receiver´s public key. For symmetric message encryption, it is used 3DES block cipher in CBC mode for the reason of e-mail clients compatibility. Encrypted message have to be again encoded with Base64 procedure. Afterward it is supplied with appropriate S/MIME header and with other MIME message standard atributes.

Exemples of message:

1) MIME message with data attachment
From: <cds@otedev.cz>

Subject: VVT message

To: <CDSADMIN@OTEDEV.CZ>

Date: 13.05.2009 21:32:28 +0100

MIME-Version: 1.0

Content-Type: multipart/mixed;


boundary="----=_NextPart_000_13.05.2009_21:32:28_CDS"

Importance: Normal

X-Priority: 3 (Normal)

X-Mailer: SAP Web Application Server 6.20

This is a multi-part message in MIME format.

------=_NextPart_000_13.05.2009_21:32:28_CDS

Content-Disposition: inline

Content-Type: text/plain;


charset=us-ascii;

Content-Transfer-Encoding: quoted-printable

Content-Description: VVT message

------=_NextPart_000_13.05.2009_21:32:28_CDS

Content-Type: application/octet-stream;


name="0081000000395197.edn"

Content-Transfer-Encoding: base64

Content-Disposition: attachment;


filename="0081000000395197.edn"



------=_NextPart_000_13.05.2009_21:32:28_CDS--

2) signed S/MIME message header
Content-Type: application/x-pkcs7-mime; name=smime.p7m; smime-type=signed-data

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7m"

Content-Description: S/MIME Cryptographic Signed Data

3) encrypted S/MIME message header
Content-Type: application/pkcs7-mime; name="smime.p7m"; smime-type=enveloped-data

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7m"

Content-Description: S/MIME Encrypted Message

To: cdsadmin@otedev.cz

From: cds@otedev.cz
2 Principles of communication scenarios via SOAP channel

2.1 Synchronous communication scenarios

The response / output message is provided in this scenarios directly as a output of the SOAP services call.

Via synchronous method the following groups of scenarios are solved:

· Scenarios of „Elektricity“ area provided via „MarketService“ service, with exception of any requests for data (i.e. allways when using the ISOTEDATA.xsd structure you will get the synchronous response)

· Scenarios of „Elektricity“ privided via services for ETSO messages CapacityService, ScheduleService, StatusRequestService.
· Scenarios of „Gas“ area for nominations via CDSEdigasService and Nomination.xsd structure 

Note:

For requests for data (i.e. when using structrures ISOTEREQ, SFVOTREPORT_REQ) via MarketService and ReportService, the services provide in synchronous mode the RESPONSE structure on SOAP-call output  saying that the reques is qued for processing in the OTE system. The own requested data is then provided via asynchronous mode on the user‘s call-back service (see bellow). 
2.2 Asynchronous communication scenarios
The response / output message is provided in this scenarios via one of the following methods according to the participant‘s preferences:

· The response is handed over to the call-back service implemented on the participant’s system according to the OTE standards described in this document (server-server mode)

· The response is prepared in CS OTE for take over via client – server mode. There are three services:

· CommonService for electricity messages without short-term market structures
· CommonMarketService for short-term market structures (ISOTEDATA, ISOTEMASTERDATA

· CommonGasService for gas messages
· The response is handed over via SMTP channel.

Via asynchronous method the following groups of scenarios are solved:

· All scenarios solved via CDSService service. The CS OTE response is provided on the CDSCallBackService or one of the above mentioned ways (client-server mode, SMTP)

· Scenarios solving the request for data via MarketService service, i.e. when using this service for ISOTEREQ.xsd structure transfer. The CS OTE response is provided on the MarketCallBackService or one of the above mentioned ways (client-server mode, SMTP)

· All scenarios solved via ReportService service. The CS OTE response is provided on the ReportCallBackService or one of the above mentioned ways (client-server mode, SMTP)

· Scenarios solved via CDSEdigasService with exception of nominations (Nomination.xsd). The CS OTE response is provided on the CDSEdigasCallbackService or one of the above mentioned ways (client-server mode, SMTP)
· All scenarios solved via CDSGasservice. The CS OTE response is provided on the CDSGasCallbackService or one of the above mentioned ways (client-server mode, SMTP)

Call-back services on the participant’s system are used also for provisioning of the data, that emerge from the CS OTE initiatives (notifications, automated data hand-over etc.)

3 Apendix A Examples of services calling
In this apendix, there is demonstrated an expansion of SOAP protocol of proposed headers within WS-Security. It concerns Timestamp and Signature header. Demonstration is made on the exemple of MarketServie call. 

The exemples do not contain any signature at the separate message level, see 1.1.2.1.2, which will be required after message receiving. There are question marks instead of values in the message body. 

3.1 Exemple of a request (eventually data sending)
<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:data="http://www.ote-cr.cz/schema/market/data" xmlns:mar="http://www.ote-cr.cz/schema/service/market" xmlns:mas="http://www.ote-cr.cz/schema/market/masterdata" xmlns:req="http://www.ote-cr.cz/schema/request" xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

   <soapenv:Header>



<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">




<wsu:Timestamp wsu:Id="Timestamp-452" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">





<wsu:Created>2009-06-22T20:46:17.531Z





</wsu:Created>





<wsu:Expires>2009-06-22T20:54:37.531Z





</wsu:Expires>




</wsu:Timestamp>




<wsse:BinarySecurityToken EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509PKIPathv1" wsu:Id="CertId-5DF48771CB059AEAB51245703577515460" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

</wsse:BinarySecurityToken><ds:Signature Id="Signature-450" xmlns:ds="http://www.w3.org/2000/09/xmldsig#">





<ds:SignedInfo>






<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>






<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>






<ds:Reference URI="#id-451">







<ds:Transforms>








<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>







</ds:Transforms>







<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>







<ds:DigestValue>FyIMPlk7Mmv0j4jtc66uF/FPWo4=







</ds:DigestValue>






</ds:Reference>





</ds:SignedInfo>





<ds:SignatureValue>

LbmEqtnn+cA3oiwYu/iniHIE8RMMFagUPY9ghdp/PJ4oJ/jEjczgIHXJ5cdzvFWxFMbg9ni3a3sS

7yQcQU8+3vxLO6uQ38LCkwBvz94lMuzEpbPWxcAjQaeb7F4Xz469tocz/0Sn/NxME1TCKbyRWPWi

nA0pOYeZkgZ19XVTcjU=





</ds:SignatureValue>





<ds:KeyInfo Id="KeyId-5DF48771CB059AEAB51245703577515461">






<wsse:SecurityTokenReference wsu:Id="STRId-5DF48771CB059AEAB51245703577515462" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">







<wsse:Reference URI="#CertId-5DF48771CB059AEAB51245703577515460" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509PKIPathv1"/>






</wsse:SecurityTokenReference>





</ds:KeyInfo>




</ds:Signature>



</wsse:Security>


</soapenv:Header>

   <soapenv:Body wsu:Id="id-451" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">

      <mar:sendRequest>

         <req:ISOTEREQ date-time="?" dtd-release="1" dtd-version="1" id="?" language="?" message-code="?">

            <req:SenderIdentification coding-scheme="?" id="?"/>

            <req:ReceiverIdentification coding-scheme="?" id="?"/>

            <!--Optional:-->

            <req:Document market="?" periodic="?" task-id="?"/>

            <!--1 or more repetitions:-->

            <req:Location anlart="?" claim-id="?" claim-method="?" date-time-from="?" date-time-to="?" grid-id="?" id="?" inv-doc-id="?" inv-sender="?" inv-type="?" spebene="?" status="?" tdd-class="?" temp-area="?" typm="?" typsrc="?" version="?"/>

         </req:ISOTEREQ>

      </mar:sendRequest>

   </soapenv:Body>

</soapenv:Envelope>
3.2 Example of a response 

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"><SOAP-ENV:Header>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" SOAP-ENV:mustUnderstand="1">



<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0#Base64Binary" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:Id="CertId-1D82AB9733B359236712457035776561">

</wsse:BinarySecurityToken>




<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#" Id="Signature-2">





<ds:SignedInfo>






<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>






<ds:Reference URI="#Timestamp-1">







<ds:Transforms>








<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>







</ds:Transforms>






<ds:DigestMethodAlgorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>







<ds:DigestValue>ENgglSvBD0Bvt+mq6Z6am3gVXAE=







</ds:DigestValue>






</ds:Reference>






<ds:Reference URI="#id-3">







<ds:Transforms>








<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>







</ds:Transforms>







<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>







<ds:DigestValue>ux5eS962V/GmVZLZ6OznN8GmuaU=







</ds:DigestValue>






</ds:Reference>





</ds:SignedInfo>





<ds:SignatureValue>

VYCWB7MwPmUfQir4bcQQtdfa+JiHV4J7G+h14/wVTgBLQeB6MVVMVmcMG1sdY3CQo/q77hnEdVXN

M5FgyXUvS7rGEEHyyTmg4WqA6R0lYqsGHbG9hfMGlg3jM0PFvedN35GkNgyVEfCSeV2TyDIOmOsY

q5CNO5zh4aU+Rl/KfbI=





</ds:SignatureValue>





<ds:KeyInfo Id="KeyId-1D82AB9733B359236712457035776562">

<wsse:SecurityTokenReference xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="STRId-1D82AB9733B359236712457035776563">






<wsse:Reference URI="#CertId-1D82AB9733B359236712457035776561" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>






</wsse:SecurityTokenReference>





</ds:KeyInfo>




</ds:Signature>




<wsu:Timestamp xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="Timestamp-1">





<wsu:Created>2009-06-22T20:46:17Z





</wsu:Created>





<wsu:Expires>2009-06-22T20:51:17Z





</wsu:Expires>




</wsu:Timestamp>



</wsse:Security>


</SOAP-ENV:Header>


<SOAP-ENV:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" wsu:Id="id-3">


<mar:sendResponse xmlns:mar=”http://www.ote-cr.cz/schema/service/market” xmlns:data=”http://www.ote-cr.cz/schema/market/data” xmlns:glo=http://www.ote-cr.cz/schema/service/globals xmlns:res="http://www.ote-cr.cz/schema/response">




<glo:ResponseType>0</glo:ResponseType>

         <res:RESPONSE id="?" message-code="?" date-time="?" dtd-version="1" dtd-release="1">

            <res:SenderIdentification id="?" coding-scheme="?"/>

            <res:ReceiverIdentification id="?" coding-scheme="?"/>

            <!--Optional:-->

            <res:Reference id="?"/>

            <!--1 or more repetitions:-->

            <res:Reason code="?" type="?" trade-id="?" version="?" OPM-id="?">?</res:Reason>

         </res:RESPONSE>

         <!--You have a CHOICE of the next 2 items at this level-->

         <!--Optional:-->

         <data:ISOTEDATA id="?" message-code="?" date-time="?" dtd-version="1" dtd-release="1" answer-required="?" interval="?" err-reaction="?">

            <data:SenderIdentification id="?" coding-scheme="?"/>

            <data:ReceiverIdentification id="?" coding-scheme="?"/>

            <!--Optional:-->

            <data:DataProvider id="?" coding-scheme="?"/>

            <!--Optional:-->

            <data:Reference id="?"/>

            <!--1 or more repetitions:-->

            <data:Trade id="?" id-definition="?" trade-day="?" trade-day-to="?" version="?" trade-state="?" trade-type="?" trade-order="?" error-code="?" replacement="?" acceptance="?" market="?" trade-flag="?" trade-stage="?" short-description="?" anulation-proposer="?" anulation-type="?" sett-curr="?" source-sys="?" version-a="?" market-area="?">

               <!--Zero or more repetitions:-->

               <data:TimeData datetime="?" datetime-type="?" timeattribute="?"/>

               <!--Zero or more repetitions:-->

               <data:ProfileData profile-role="?">

                  <!--1 or more repetitions:-->

                  <data:Data period="?" value="?" unit="?" splitting="?" perflag-cancel="?" perflag-aggregation="?" timeattribute="?" anulation-proposer="?" period-stage="?">

                     <!--Zero or more repetitions:-->

                     <data:ProcReason code="?"/>

                  </data:Data>

               </data:ProfileData>

               <!--Optional:-->

               <data:Comment>?</data:Comment>

               <!--0 to 4 repetitions:-->

               <data:Party id="?" role="?"/>

               <!--Zero or more repetitions:-->

               <data:ProcReason code="?"/>

            </data:Trade>





<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">





...





</ds:Signature>

         </data:ISOTEDATA>

      </mar:sendResponse>


</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
4 Appendix B Services - Electricity
Int this appendix, there are devised WDSL of services related to SOAP v 1.1. protocol cummunication, SOAP-Document type.
Service design results from existing structures defined it the document XML formats, published on the OTE public webpages.
For illustration, we will see an exemple of WSDL service CDSService. Other services will be of a similar structure (shemas for other structures are not included in the document, respecting higher lucidity). The service defines one send operation representing sending of a message with given code to the communication server. Afterward RESPONSE structure + (additional structure depending on message type) are returned.
4.1 Example of WSDL service CDSService

<wsdl:definitions targetNamespace="http://www.ote-cr.cz/schema/service/cds">


<wsdl:types>



<xsd:schema attributeFormDefault="unqualified" elementFormDefault="qualified" targetNamespace="http://www.ote-cr.cz/schema/service/cds">




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/claim"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/data"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/idis"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/tdd"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/masterdata"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/cds/temperature"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/request"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/invoice"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/response"/>




<xsd:import namespace="http://www.ote-cr.cz/schema/service/globals"/>




<xsd:element name="SendRequest">





<xsd:complexType>






<xsd:choice>







<xsd:element minOccurs="0" ref="request:CDSREQ"/>







<xsd:element minOccurs="0" ref="claim:CDSCLAIM"/>







<xsd:element minOccurs="0" ref="data:CDSDATA"/>







<xsd:element minOccurs="0" ref="idis:CDSIDIS"/>







<xsd:element minOccurs="0" ref="masterdata:MASTERDATA"/>







<xsd:element minOccurs="0" ref="tdd:TDD"/>







<xsd:element minOccurs="0" ref="temperature:TEMPERATURE"/>






</xsd:choice>





</xsd:complexType>




</xsd:element>




<xsd:element name="SendResponse">





<xsd:complexType>






<xsd:sequence>







<xsd:element ref="globals:RETURN_CODE"/>







<xsd:element ref="response:RESPONSE"/>







<xsd:choice>








<xsd:element minOccurs="0" ref="invoice:CDSINVOICE"/>








<xsd:element minOccurs="0" ref="claim:CDSCLAIM"/>








<xsd:element minOccurs="0" ref="idis:CDSIDIS"/>








<xsd:element minOccurs="0" 

ref="masterdata:MASTERDATA"/>








<xsd:element minOccurs="0" ref="tdd:TDD"/>








<xsd:element minOccurs="0" ref="temperature:TEMPERATURE"/>







</xsd:choice>






</xsd:sequence>





</xsd:complexType>




</xsd:element>



</xsd:schema>


</wsdl:types>


<wsdl:message name="SendResponse">



<wsdl:part element="tns:SendResponse" name="SendResponse">

    
</wsdl:part>


</wsdl:message>


<wsdl:message name="SendRequest">



<wsdl:part element="tns:sendRequest" name="SendRequest">


   </wsdl:part>


</wsdl:message>


<wsdl:portType name="Cds">



<wsdl:operation name="Send">




<wsdl:input message="tns:SendRequest" name="SendRequest">



   </wsdl:input>




<wsdl:output message="tns:SendResponse" name="SendResponse">



   </wsdl:output>



</wsdl:operation>


</wsdl:portType>


<wsdl:binding name="CdsSoap11" type="tns:Cds">



<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>



<wsdl:operation name="Send">




<soap:operation soapAction=""/>




<wsdl:input name="SendRequest">





<soap:body use="literal"/>




</wsdl:input>




<wsdl:output name="SendResponse">





<soap:body use="literal"/>




</wsdl:output>



</wsdl:operation>


</wsdl:binding>


<wsdl:service name="CDSService">



<wsdl:port binding="tns:CdsSoap11" name="CdsSoap11">




<soap:address location="http://localhost:8080/KSX/cdsService/"/>



</wsdl:port>


</wsdl:service>

</wsdl:definitions>
Full service definitions are attached and after implementation, they will be available at the communication server.

4.2 Services for Participant – OTE communication
Following services are designed for the purpose of synchronous communication

4.2.1 CDSService

The service includes XML structures from http://www.ote-cr.cz/schema/cds/... namespace, containing following structures:
· CDSREQ.xsd

· CDSCLAIM.xsd

· CDSDATA.xsd

· CDSIDIS.xsd

· TDD.xsd

· MASTERDATA.xsd

· TEMPERATURE.xsd

· CDSINVOICE.xsd

· RESPONSE.xsd

Operation send is defined on the service with following structure: 
Input:

<xsd:element name="sendRequest">


<xsd:complexType>



<xsd:choice>




<xsd:element ref="request:CDSREQ" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="claim:CDSCLAIM" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="invoice:CDSINVOICE" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="data:CDSDATA" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="idis:CDSIDIS" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="masterdata:MASTERDATA" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="tdd:TDD" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="temperature:TEMPERATURE" minOccurs="0" maxOccurs="1"/>



</xsd:choice>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="sendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.2.2 MarketService

The service includes XML structures from http://www.ote-cr.cz/schema/market/... namespace, containing following structures:

· ISOTEREQ.xsd

· ISOTEDATA.xsd 

· ISOTEMASTERDATA.xsd

· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="sendRequest">


<xsd:complexType>



<xsd:choice>




<xsd:element ref="request:ISOTEREQ" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="otedata:ISOTEDATA" minOccurs="0" maxOccurs="1"/>



</xsd:choice>


</xsd:complexType>

</xsd:element

Output:

<xsd:element name="sendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="response:RESPONSE" minOccurs="0" maxOccurs="1"/>




<xsd:choice>





<xsd:element ref="otedata:ISOTEDATA" minOccurs="0" maxOccurs="1"/>





<xsd:element ref="otemasterdata:ISOTEMASTERDATA" minOccurs="0" maxOccurs="1"/>




</xsd:choice>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.2.3 ReportService

The service includes XML structures from http://www.ote-cr.cz/schema/report/... namespace, containing following structures:

· SFVOTREQ.xsd

· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="sendRequest">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="request:SFVOTREQ" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="sendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="response:RESPONSE" minOccurs="0" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.2.4 CommonService

The service includes XML structures from http://www.ote-cr.cz/schema/common/... The service contains operations with message-code 921 and 991. It contains following structures:

· COMMONREQ.xsd

· CDSCLAIM.xsd

· CDSINVOICE.xsd

· CDSDATA.xsd

· CDSIDIS.xsd

· MASTERDATA.xsd

· TDD.xsd

· TEMPERATURE.xsd

· SFVOTBILLING.xsd

· SFVOTCLAIM.xsd
· SFVOTCLAIMSUM.xsd
· SFVOTBILLINGEMO.xsd
· SFVOTBILLINGSUM.xsd
· SFVOTDTEXPIMP.xsd
· SFVOTCONFDATA.xsd
· SFVOTTDD.xsd
· SFVOTEXCHRATE.xsd
· SFVOTTDDSUM.xsd
· SFVOTTDDNETT.xsd
· SFVOTLIMITS.xsd
· RESPONSE.xsd
· acknowledgement-v5r0.xsd
· confirmation-v3r1.xsd
· anomaly-v3r1.xsd
· capacity-document-v4r0.xsd
Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="sendRequest">


<xsd:complexType>



<xsd:choice>




<xsd:element ref="request:COMMONREQ" minOccurs="1" maxOccurs="1"/>



</xsd:choice>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="SendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="response:RESPONSE" minOccurs="0" maxOccurs="1"/>




<xsd:choice>






<xsd:element ref="claim:CDSCLAIM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="invoice:CDSINVOICE" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="data:CDSDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="idis:CDSIDIS" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="masterdata:MASTERDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="tdd:TDD" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="tddnett:SFVOTTDDNETT" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="limits:SFVOTLIMITS" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="tddsum:SFVOTTDDSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="temperature:TEMPERATURE" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="otedata:ISOTEDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="otemasterdata:ISOTEMASTERDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="billing:SFVOTBILLING" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reportclaim:SFVOTCLAIM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="claimsum:SFVOTCLAIMSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reportconf:SFVOTCONFDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="expimp:SFVOTDTEXPIMP" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="emobilling:SFVOTBILLINGEMO" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="billingsum:SFVOTBILLINGSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reporttdd:SFVOTTDD" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="exchrate:SFVOTEXCHRATE" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="ack:AcknowledgementDocument" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="confirm:ConfirmationReport" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="anomaly:AnomalyReport" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="capacity:CapacityDocument" minOccurs="1" maxOccurs="1"/>



</xsd:choice>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.2.5 CommonMarketService
The service includes XML structures from http://www.ote-cr.cz/schema/common/market/... The service contains operations with message-code 923 and 994. It contains following structures:

· COMMONMARKETREQ.xsd

· ISOTEDATA.xsd

· ISOTEMASTERDATA.xsd

· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="sendRequest">


<xsd:complexType>



<xsd:choice>




<xsd:element ref="request:COMMONMARKETREQ" minOccurs="1" maxOccurs="1"/>



</xsd:choice>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="SendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="response:RESPONSE" minOccurs="0" maxOccurs="1"/>




<xsd:choice>





<xsd:element ref="otedata:ISOTEDATA" minOccurs="0" maxOccurs="1"/>





<xsd:element ref="otemasterdata:ISOTEMASTERDATA" minOccurs="0" maxOccurs="1"/>




</xsd:choice>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.3 Services for communication OTE -> Participant
Three following callbeck services are designed for the support of asynchronous communication. They have to be implemented in a target system, which the communication server will communicate with. They represent counterparts to presented functions. Each service has a dual Send operation. Returning structure contains one single RETURN_CODE element indicating operation call score.  
4.3.1 CDSCallbackService

The service includes asynchronous receiving of XML structures from http://www.ote-cr.cz/schema/cds/... namespace, containing following structures:

· CDSCLAIM.xsd

· CDSDATA.xsd

· CDSIDIS.xsd

· TDD.xsd

· MASTERDATA.xsd

· TEMPERATURE.xsd

· CDSINVOICE.xsd

· RESPONSE.xsd

Operation receive is defined on the service with following structure: 

Input:

<xsd:element name="receiveRequest">


<xsd:complexType>



<xsd:choice>




<xsd:element ref="response:RESPONSE" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="invoice:CDSINVOICE" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="claim:CDSCLAIM" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="data:CDSDATA" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="idis:CDSIDIS" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="masterdata:MASTERDATA" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="tdd:TDD" minOccurs="0" maxOccurs="1"/>




<xsd:element ref="temperature:TEMPERATURE" minOccurs="0" maxOccurs="1"/>



</xsd:choice>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="receiveResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.3.2 MarketCallbackService

The service includes asynchronous receiving of XML structures from http://www.ote-cr.cz/schema/market/... namespace, containing following structures:

· ISOTEDATA.xsd 

· ISOTEMASTERDATA.xsd

· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="receiveRequest">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="response:RESPONSE" minOccurs="1" maxOccurs="1"/>




<xsd:choice>





<xsd:element ref="otedata:ISOTEDATA" minOccurs="0" maxOccurs="1"/>





<xsd:element ref="otemasterdata:ISOTEMASTERDATA" minOccurs="0" maxOccurs="1"/>




</xsd:choice>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="receiveResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.3.3 ReportCallbackService

The service includes asynchronous receiving of XML structures from http://www.ote-cr.cz/schema/report/... namespace, containing following structures:

· SFVOTBILLING.xsd

· SFVOTCLAIM.xsd
· SFVOTCLAIMSUM.xsd
· SFVOTBILLINGEMO.xsd
· SFVOTBILLINGSUM.xsd
· SFVOTDTEXPIMP.xsd
· SFVOTCONFDATA.xsd
· SFVOTTDD.xsd
· SFVOTEXCHRATE.xsd
· SFVOTTDDSUM.xsd
· SFVOTTDDNETT.xsd
· SFVOTLIMITS.xsd
· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="SendRequest">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="response:RESPONSE" minOccurs="1" maxOccurs="1"/>




<xsd:choice>






<xsd:element ref="billing:SFVOTBILLING" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reportclaim:SFVOTCLAIM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="claimsum:SFVOTCLAIMSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reportconf:SFVOTCONFDATA" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="expimp:SFVOTDTEXPIMP" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="emobilling:SFVOTBILLINGEMO" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="billingsum:SFVOTBILLINGSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="reporttdd:SFVOTTDD" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="tddnett:SFVOTTDDNETT" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="tddsum:SFVOTTDDSUM" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="exchrate:SFVOTEXCHRATE" minOccurs="1" maxOccurs="1"/>






<xsd:element ref="limits:SFVOTLIMITS" minOccurs="1" maxOccurs="1"/>



</xsd:choice>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="receiveResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.3.4 CommonCallbackService

The service includes asynchronous receiving of XML structures from http://www.ote-cr.cz/schema/common/...  namespace. The service is designed for realisation of message with the message-code 995. It contains following structures:

· RESPONSE.xsd

Operation Send is defined on the service with following structure: 

Input:

<xsd:element name="receiveRequest">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="response:RESPONSE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output:

<xsd:element name="receiveResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

4.4 Services for ETSO standard support

For ETSO standard support, these services are designed, respecting ETSO message type.

4.4.1 CapacityService

The service serve for sending CapacityDocument message. “MCC for DM” is implemented. It contains SendCapacityDocument operation, with following parameters structure:

Input:

<xsd:element name="SendCapacityDocumentRequest">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="capacity:CapacityDocument" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

Output:

<xsd:element name="SendCapacityDocumentResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="ack:AcknowledgementDocument" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

where CapacityDocument and AcknowledgementDocument structures being of ETSO standart structures
4.4.2 ScheduleService

The service serve for sending ScheduleMessage message. “RD load“ is implemented. It contains SendScheduleMessage operation, with following parameters structure:

Input:

<xsd:element name="SendScheduleMessageRequest">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="schedule:ScheduleMessage" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

Output:

<xsd:element name="SendScheduleMessageResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="ack:AcknowledgementDocument" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

where ScheduleMessage and AcknowledgementDocument structures being of ETSO standart structures
4.4.3 ScheduleCallbackService

This is a call-back service for asynchronous transfer of data initiated from CS OTE system it is registered in namespace http://www.ote-cr.cz/schema/service/callback/etso/schedule-v1 
It defines operation Send in the following structure
Input:
<xsd:element name="SendRequest">


<xsd:complexType>



<xsd:sequence>





<xsd:element ref="confirm:ConfirmationReport" minOccurs="1" maxOccurs="1"/>





<xsd:element ref="anomaly:AnomalyReport" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output:
<xsd:element name="SendResponse">


<xsd:complexType>



<xsd:sequence>




<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Where ConfirmationReport and AnomalyReport are standard ETSO structures taken over to the CSOTE defined namespace.
4.4.4 StatusRequestService

The service serve for sending StatusRequest message. “Request for MCC” and “Request for RD“ is implemented. It contains GetStatus operation, with following parameters structure:

Input:

<xsd:element name="GetStatusReq">


<xsd:complexType>



<xsd:sequence>





<xsd:element ref="esr:StatusRequest" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

Output

<xsd:element name="GetStatusResponse">


<xsd:complexType>



<xsd:sequence>





<xsd:element ref="ack:AcknowledgementDocument" minOccurs="1" maxOccurs="1"/>





<xsd:element ref="confirm:ConfirmationReport" minOccurs="1" maxOccurs="1"/>





<xsd:element ref="anomaly:AnomalyReport" minOccurs="1" maxOccurs="1"/>





<xsd:element ref="capacity:CapacityDocument" minOccurs="1" maxOccurs="1"/>



</xsd:sequence>


</xsd:complexType>

</xsd:element>

where StatusRequest, AnomalyReport, ConfirmationReport, CapacityDocument and AcknowledgementDocument structures being of ETSO standart structures
4.5 Services for EDI standard support 
Following service is designed for support of EDI format  data sending:

4.5.1 EDIService

The service serve for sending base64 encoded data, representing sned EDI message (see chapter 1.2.2.2 SOAP - simplified mode). The service contains SendData operation, with following parameters structure:

Input:

<xsd:element name="SendDataRequest">

<xsd:complexType>


<xsd:sequence>



<xsd:element name="DATA" type="xsd:string"></xsd:element>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

Output:

<xsd:element name="SendDataResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" axOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

where DATA structures is a base64 chain encoding the message and RETURN_CODE is a type representing the return code
4.5.2 CDSEdigasCallbackService

The service covers asynchronous transfer of XML structures in EDIGAS format. Ith is registered in the namespace http://www.ote-cr.cz/schema/callback/cdsgas/edigas a and includes following structures: 

· Aperak.xsd

· NominationResponse.xsd

· ImbalanceNotice.xsd

· Allocation.xsd
· GasdatDocument.xsd
On this reguest one Send opearation is defined.

Input:

<xsd:element name="SendRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="aper:Aperak" minOccurs="1" maxOccurs="1" />



<xsd:element ref="not:ImbalanceNotice" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="nomres:NominationResponse" minOccurs="1" maxOccurs="1"/>







<xsd:element ref="alloc:Allocation" minOccurs="1" maxOccurs="1" />



<xsd:element ref="gas:GasdatDocument" minOccurs="1"
maxOccurs="1" />


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:
<xsd:element name="SendResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

5 Apendix C Services - Gas

In this chapter the WSDL for the services for communication via SOAP v1.1./SOAP document for Gas area.
Complete services definition is attached to this document and after implementation it will be available on OTE communication server.
5.1 Services for communication Particapant ->OTE
5.1.1 CDSGasService

The service implements functionality of the data transmission eventually the request for data. It is registered in the namespace http://www.ote-cr.cz/schema/cdsgas and involves the following structures: 

· CDSGASMASTERDATA.xsd

· CDSGASPOF.xsd

· CDSGASCLAIM.xsd

· CDSGASREQ.xsd

· GASRESPONSE.xsd

On this service one Send operation with the following structure is defined:

Input:

<xsd:element name="SendRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="gasmasterdata:CDSGASMASTERDATA" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gaspof:CDSGASPOF" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gasclaim:CDSGASCLAIM" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gasrequest:CDSGASREQ" minOccurs="1" maxOccurs="1"/>


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

The service enables the asynchronous sending of the request / data to the OTE 

5.1.2 CDSEdigasService

The service implements functionality of the data transmission eventually the  request for data in EDIGAS format. It is registered in the namespace http://www.ote-cr.cz/schema/cdsgas/edigas and involves the following structures: 

· Allocation.xsd

· GasdatDocument.xsd

· Aperak.xsd

· Nomination.xsd

·  + speciální strukturu CDSEDIGASREQ.xsd pro dotazy

On this service the SendAsync operation with the following structure is defined:

Input:

<xsd:element name="SendAsyncRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="alloc:Allocation" minOccurs="1" maxOccurs="1" />



<xsd:element ref="gas:GasdatDocument" minOccurs="1"
maxOccurs="1" />



<xsd:element ref="req:CDSEDIGASREQ" minOccurs="1" maxOccurs="1" />


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendAsyncResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1" />


</xsd:sequence>

</xsd:complexType>
</xsd:element>
The operation enables the asynchronous sending of the request / data. As a response the return_code is handed over in synchronous mode and the additional data in asynchronous model on the call-back service or via other described asynchronous methods. 

For the synchronous messages the SendSync operation is defined with the following strtucture:

Input:

<xsd:element name="SendSyncRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="nom:Nomination" minOccurs="1"
maxOccurs="1" />


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendSyncResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1" />



<xsd:element ref="aper:Aperak" minOccurs="0" maxOccurs="1" />


</xsd:sequence>

</xsd:complexType>
</xsd:element>
The operation enables the synchronous sending of the data to OTE. As a response the return_code is handed over and when there’s no error (RETURN_CODE != 0) the Aperak message is tranfered also.
5.1.3 CommonGasService

This service includes the XML structures from namespace http://www.ote-cr.cz/schema/cdsgas/common/ The service includes msg codes GX1 and GX2 and following structures:

· COMMONGASREQ.xsd

· RESPONSE.xsd

· Aperak.xsd

· NominationResponse.xsd

· GASRESPONSE.xsd

· CDSGASMASTERDATA.xsd

· CDSGASPOF.xsd

· CDSGASCLAIM.xsd

· ImbalanceNotice.xsd

· Allocation.xsd

· GasdatDocument.xsd
· SHPCDS.xsd
One operation Send is defined with the following structure:

Input:

<xsd:element name="SendRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="request:COMMONGASREQ" minOccurs="1" maxOccurs="1"/>


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendResp">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gasresponse:GASRESPONSE" minOccurs="0" maxOccurs="1"/>



<xsd:choice minOccurs="0" maxOccurs="1">




<xsd:element ref="gasmasterdata:CDSGASMASTERDATA" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="gaspof:CDSGASPOF" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="gasclaim:CDSGASCLAIM" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="alloc:Allocation" minOccurs="1" maxOccurs="1" />




<xsd:element ref="nom:Nomination" minOccurs="1"
maxOccurs="1" />




<xsd:element ref="gas:GasdatDocument" minOccurs="1"
maxOccurs="1" />









<xsd:element ref="not:ImbalanceNotice" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="nomres:NominationResponse" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="aper:Aperak" minOccurs="1" maxOccurs="1" />




<xsd:element ref="shpcds:SHPCDS" minOccurs="1" maxOccurs="1" />



</xsd:choice>


</xsd:sequence>

</xsd:complexType>
</xsd:element>
5.2 Services for communication OTE->Participatn (call-back services) 
For the support of the asynchronous communications the following call-back services are defined. These services must be implemented on the particiapant’s system. Every of the following services has the Send operations. The response structure includes only RETURN_CODE element indicating whether the service call was succesfull or not.

5.2.1 CDSGasCallbackService

This service covers the asynchronous transfer of XML messages in OTE standard.

The service is registered in the namespace http://www.ote-cr.cz/schema/callback/cdsgas a and includes the following structures: 

· GASRESPONSE.xsd

· CDSGASMASTERDATA.xsd

· CDSGASPOF.xsd

· CDSGASCLAIM.xsd

On this service one operation Send with the following structure is defined:

Input:

<xsd:element name="SendRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="gasmasterdata:CDSGASMASTERDATA" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gaspof:CDSGASPOF" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gasclaim:CDSGASCLAIM" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="gasresponse:GASRESPONSE" minOccurs="1" maxOccurs="1"/>


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

5.2.2 CDSEdigasCallbackService

This service covers the asynchronous transfer of XML structures in EDIGAS format. It is registered in the name space http://www.ote-cr.cz/schema/callback/cdsgas/edigas and includes the following structures: 

· Aperak.xsd

· NominationResponse.xsd

· ImbalanceNotice.xsd

· Allocation.xsd

· GasdatDocument.xsd

On this service one operation Send with the following structure is defined:

Input:

<xsd:element name="SendRequest">

<xsd:complexType>


<xsd:choice>



<xsd:element ref="aper:Aperak" minOccurs="1" maxOccurs="1" />



<xsd:element ref="not:ImbalanceNotice" minOccurs="1" maxOccurs="1"/>



<xsd:element ref="nomres:NominationResponse" minOccurs="1" maxOccurs="1"/>







<xsd:element ref="alloc:Allocation" minOccurs="1" maxOccurs="1" />



<xsd:element ref="gas:GasdatDocument" minOccurs="1"
maxOccurs="1" />


</xsd:choice>

</xsd:complexType>
</xsd:element>
Output:

<xsd:element name="SendResponse">

<xsd:complexType>


<xsd:sequence>



<xsd:element ref="globals:RETURN_CODE" minOccurs="1" maxOccurs="1"/>


</xsd:sequence>

</xsd:complexType>
</xsd:element>

6 Appendix D Example of signed document 
The annex demonstrates a practical exemple of signed XML document, as it is specified in the chapter Message body. ISOTEDATA element contains as the last subelement {http://www.w3.org/2000/09/xmldsig#}Signature, representing digital signature of ISOTEDATA message.
<data:ISOTEDATA id="?" message-code="?" date-time="?" dtd-version="1" dtd-release="1" answer-required="?" interval="?" err-reaction="?">

            <data:SenderIdentification id="?" coding-scheme="?"/>

            <data:ReceiverIdentification id="?" coding-scheme="?"/>

            <!--Optional:-->

            <data:DataProvider id="?" coding-scheme="?"/>

            <!--Optional:-->

            <data:Reference id="?"/>

            <!--1 or more repetitions:-->

            <data:Trade id="?" id-definition="?" trade-day="?" trade-day-to="?" version="?" trade-state="?" trade-type="?" trade-order="?" error-code="?" replacement="?" acceptance="?" market="?" trade-flag="?" trade-stage="?" short-description="?" anulation-proposer="?" anulation-type="?" sett-curr="?" source-sys="?" version-a="?" market-area="?">

               <!--Zero or more repetitions:-->

               <data:TimeData datetime="?" datetime-type="?" timeattribute="?"/>

               <!--Zero or more repetitions:-->

               <data:ProfileData profile-role="?">

                  <!--1 or more repetitions:-->

                  <data:Data period="?" value="?" unit="?" splitting="?" perflag-cancel="?" perflag-aggregation="?" timeattribute="?" anulation-proposer="?" period-stage="?">

                     <!--Zero or more repetitions:-->

                     <data:ProcReason code="?"/>

                  </data:Data>

               </data:ProfileData>

               <!--Optional:-->

               <data:Comment>?</data:Comment>

               <!--0 to 4 repetitions:-->

               <data:Party id="?" role="?"/>

               <!--Zero or more repetitions:-->

               <data:ProcReason code="?"/>

            </data:Trade>





<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">






<ds:SignedInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">







<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>







<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>







<ds:Reference URI="" xmlns:ds="http://www.w3.org/2000/09/xmldsig#">








<ds:Transforms xmlns:ds="http://www.w3.org/2000/09/xmldsig#">









<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>








</ds:Transforms>








<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/>








<ds:DigestValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">hSyyBsLmZbORDXG/qFObVMDlO0U=








</ds:DigestValue>







</ds:Reference>






</ds:SignedInfo>






<ds:SignatureValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

g82dQcKq/aM5CFoerU0Ee5Qf4ImvF8UO9cb+nAiq3Gic9nhgxG1/Y6y5QTiqPUkN8KHiu6VBo5M8

WmFxVKv7qev8Ru4meIe+66AqQ7jpsWfwYku2G2TnyagwZNubUuyK34o5siTg+I7ERmpENZx6to/y

8Yr+blhf4hUCdwo4b20=






</ds:SignatureValue>






<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#">







<ds:X509Data xmlns:ds="http://www.w3.org/2000/09/xmldsig#">








<ds:X509Certificate xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

MIIDRTCCAi2gAwIBAgIKKL+fAQAFAAASTDANBgkqhkiG9w0BAQUFADBCMQswCQYDVQQGEwJDWjEP

MA0GA1UEChMGTG9naWNhMRIwEAYDVQQLEwlQS0kgR3JvdXAxDjAMBgNVBAMTBU9URUNBMB4XDTA4

MDYzMDE1NDcwMFoXDSAwMDYzMDE1NTcwMFowQDELMAkGA1UEBhMCQ1oxDDAKBgNVBAoTA09URTEQ

MA4GA1UECxMHUGVyc29uczERMA8GA1UEAxMIZWludm9pY2UwgZ8wDQYJKoZIhvcNAQEBBQADgY0A

MIGJAoGBAM1ltRACfYCAYEay3wEs1tqgr6QMuPm2yOz7pfrLrrfSBH77jSZ82UUePHE8QfPSP9QJ

MH1hZKy2yN1IbR3mQo7PwBsBwbPiBU4ynVSMSp5YCNYwuVcUdEejS4bdTV7VQ+a6Kw1DlkqP8d17

OO8J08kT/ys8a2WhDwr4pRi9itLtAgMBAAGjgcIwgb8wDgYDVR0PAQH/BAQDAgTwMBMGA1UdJQQM

MAoGCCsGAQUFBwMCMB0GA1UdDgQWBBRhP/9LuhLsaEmlBXdmB34BY8ZpdDB5BgNVHSMEcjBwgBT0

8Vf3iDofXlR27DvrxE+H5diP0aFGpEQwQjELMAkGA1UEBhMCQ1oxDzANBgNVBAoTBkxvZ2ljYTES

MBAGA1UECxMJUEtJIEdyb3VwMQ4wDAYDVQQDEwVPVEVDQYIQeYNCXj6Lf6NNexTEztftfDANBgkq

hkiG9w0BAQUFAAOCAQEAkikZTqWOBrVh5/Rv1+1Cad55CH+9zbBrI4v7BdWKHW3KBUV+Z7jDFTEH

CQLiWjAjJ8bpfmb2r3UH9pG/ojzJDNXfAc8/eX62iDrDO6IdKCknca7c6ZCkCEK716KHJQPi1eCD

Cw8mQA1BN0/mv1BOE75mYmqIs/1oIPpMelqgLXk2mbOvRKeEQWDdFL1LG0dJCjC/OIhbguN2n4RD

Y6XTAzsSJBvRu3PKfA+8JG+0SKx0sAaOZjYtUv4fZ1gcgLkDwXuJUmQ1cxbMs4X32BHXGtPfh8C7

DB8LCXwlqlFFoj4JJdBGWxYOjIpiawXD/6VFodo3V+Wj6uXGCdMYNrTsNw==








</ds:X509Certificate>







</ds:X509Data>







<ds:KeyValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">








<ds:RSAKeyValue xmlns:ds="http://www.w3.org/2000/09/xmldsig#">









<ds:Modulus xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

zWW1EAJ9gIBgRrLfASzW2qCvpAy4+bbI7Pul+suut9IEfvuNJnzZRR48cTxB89I/1AkwfWFkrLbI

3UhtHeZCjs/AGwHBs+IFTjKdVIxKnlgI1jC5VxR0R6NLht1NXtVD5rorDUOWSo/x3Xs47wnTyRP/

KzxrZaEPCvilGL2K0u0=









</ds:Modulus>









<ds:Exponent xmlns:ds="http://www.w3.org/2000/09/xmldsig#">AQAB









</ds:Exponent>








</ds:RSAKeyValue>







</ds:KeyValue>






</ds:KeyInfo>





</ds:Signature>

</data:ISOTEDATA>
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