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Pouzité zkratky

Vyznam

Centrum datovych sluzeb

celosetovy systém kodovani a identifikace zboZzi, sluZzelbganizaci
mezinarodni formét pro elektronickou vyinu dat (Electronic Data Interchange)
Grafické uZivatelské rozhrani (graphical user iiates)

Hardware

identifikator (vSeobeat)

Infrastruktura operéatora trhu s elgkbu

Microsoft

odkerné / gedaci misto

spolenost Operator trhu s elékiou CR, a.s.

Certifika¢ni autorita vyuzivana pro vydavani certifikds OTE
provozovatel distribéni soustavy

provozovatel penosové soustavy

registrovany opravmy zékaznik

registrovany dastnik trhu

Software

uZivatelské rozhrani (user interface)
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1 Uvod a shrnuti

Tento dokument popisuje &pob nastaveni aplikace MS Outlook 2007 pro zajist
zabezpe&ené elektronické posty.

1.1 Registrace certifikatu prijemce pod FisluSnym kontaktem
v aplikaci MS Outlook 2007.

V této kapitole je pdtba vytvdit v aplikaci MS Outlook 2007 kontaktiijemce Sifrované
zpravy a kontakt odesilatele. U takto wyitwoych kontakt je poteba importovat certifikaty,
jejichz e-mail adresa se shoduje s e-mail adretislupného kontaktu.

V naSem pipad je poteba vytvdit kontakty a importovat certifikat CDS a vaS osbbn
certifikat pro komunikaci s CDS.

a) Vytvoreni kontaktu CDS (vlastniho kontaktu) NQvy - Kontakt" aplikace MS
Outlook 2007 dle nasledujiciho postupu

(> Inbox - Microsoft Outlook

File  Edit View Go Tools  Acdions Help

3 New v| B 2y X | ClReply @i Replyto A
3 Mail Message Crl=HM _‘
] ‘;‘],J Post in This Falder Ctrl+5hift+5 s
i Folder.. Ctrl=Shift<E
| |y Search Folder... Ctrl=5hift=F
Mavigation Pane Shortcut.., i
:ﬁ Appointment Ctrl=5hift=A ‘
j Meeting Reguest Ctri=5hift=Q
=] Contact Ctrl=Shift=C
& Distribution List Ctrl=Shift=L
& Task Ctrl=Shift=K
3‘5'{1 Task Request Ctrl=5hift=U
55 Journal Entry Ctrl=5hift=1
= | Mote Ctrl=Shift=M
@ Internet Fax Ctrl=5hift+X
-3 Choose Form...
E%  ChooseInfoPath Form.. Ctri=Shift=T
Cutlook Data File...
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b) V kontaktu musi byt uvedena spravna e-mail adre®sia se musi shodovat s e-

mail adresou obsazenou v certifikatu, ktery budeasteds importovat.

(O = 9 L DS - Contact - =%
—/ Contact Insert Format Text Developer L7l

’._! I save & New ~ a=| _E\ZI_ 8 Activities ;S"_ _ =| &) assign Task = "? = 5} Private
ﬂ % Send = &l lJ #-] Certificates —1J % \{"} q!i Web Page 2 J ‘—-"; @

[LLl Address Book
Saye &l General| Details _ E-mail Meeting Call Busingss Picture Categarize Follow
Close #% Delete | | = Al Fields v J2Map o & = Up~ B Check Names

Actians Show Communicate Options Proofing

Full Hame.., |CDS

Company: [

Spelling

cDs

Jab tithe: |

File as: |(DS

Internet

(L E-mail.., 7 | |csote@csote.ote—cr.cz

Display as:

Motes

Web page address: |

| » 0

IM address: |

Phone numbers

Busingss... - | |
Home.., - | |
Business Fax., | = | [
Mobile... - | [

Addresses

Business.., =T |

[ This is the mailing
address

c) Import certifikatu pislusného kontaktu v zaloZce Certifikaty, kde avditlaitko

Import a vyhledanim souboru s certifikatentigusného kontaktu provedeme

import.
i
¥ )T CDS - Cantact -82X
|
Contact Insert Format Text Developer L@
Y save & New - =] |82l (83 Adivities |85 1a= ¢ 53 Assign Task ra= (=8 ] 15Y Private ABC
i i_l Ih B __ﬁj 83 Pl B \t\) E| = N %Q ) C
ié_il] Send * - [ﬂ Certifi(atesI L h g_d Web Page 5 : (Ll Address Book
Save & General Details "= E-mail Meeting Call Business Picture Categorize Follow Spelling
Close X Delete E= All Fields - D Map ard = - Up+ By Check Names <
Actions Shaw Communicate Options Praafing
Dutlook will use one of these certificates to send encrypted mail to this contact,
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,
Certificates (Digital [Ds)
CDS Test{Default)

Impart... |
Export.. |
Remave |

Poznamka:
a) Pokud neprovedete registraci certifikatéijpmce k pisluSnému kontaktu v ramci
aplikace MS Outlook 2007, nebude mozné odeslatttopiilemci Sifrovanou zpravu.
Jinak je zobrazeno nasledujici upozarh
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Encryption Problems x|

Microsoft Office Outlook had problems encrypting this message because
' the Following recipients had missing o invalid certificates, or conflicking
L

or unsupported encryption capabilities:

Sneiderova, Ivana

Continue will encrypt and send the message but the listed recipients
may nak be able bo read ik,

Send Unencrypred Conkinue | Zancel I

b) Polozka e-mail adresa v kontaktijpmce se musi shodovat s e-mail adresou
uvedenou v certifikatufjemce.
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2 Nastaveni vlastniho privatniho klée pro el. podepisovani zprav
a certifikatu pro odesilané Sifrované zpravy.

a) Spuste aplikaci MS Outlook 2007

b) V roletovém menu zvolteNastroje — poloZzku Centrum zabezpéeni — a
zélozkuZabezpdeni e-mailu Zvolte tla&itko Nastaveni

Trusted Publishers

Encrypted e-mail

Add-ing
Qﬁ [T Encrypt contents and attachments for outgoing messages

Privacy Options [ add digital signature to outgaing messages

| E-mail Sacurity - W send clear text signed message when sending signed messages

(| Bequest S/MIME receipt for all 5/MIME signed messages
Cefault Setting: |I‘.-Iy 5/MIME Settings {ivana.sneiderova@logica.com) j Settings... |

Digital IDs (Certificates)

Attachment Handling
Automatic Download

IMacra Security
= | Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions,

Programmatic Access
Publish to GAL.., | Import/Export... | Get a Digital ID... I

Read as Plain Text

[N Read all standard mail in plain text

[F Readall digitally signed mall in plain text
Script in Folders

[ Allow script in shared folders
I Allawy script in Public Folders

oK I Cancel

c) Provefte nastaveni podle nasledujiciho obrazku

2010 OTE, a.s.
Revize dne: Nazev dokumentt Verze dokumentu:
3.8.2010 Nastaveni zabezp&né ECF1854

komunikace s CDS pomoci MS
Outlook 2007



OTEW

Change Security Settings il

Security Setting Preferences

Security Settings Mame:
[cos =]

Cryptography Formak: IS,I'MIME j

v Default Security Setting For this cryptographic message format
¥ Default Security Setting For all crvptographic messages

Security Labels. .. | Tt Delete | Fassword,.. |

Certificates and Algorithms

Signing Certificate: |4IIIIZIEI Choose, . |

Hash Algorithm: ISH.C'.I j

Encryption Certificate: |4IIIIIIIII

Encryption Algorithm: |3|:.|55 j

¥ Send these certificates with signed messages

Ik | Cancel

Pouzity podpisovy a Sifrovaci certifikat bude zévisa uzivateli. Jméno nastaveni
profilu zabezp&eni miZze byt volen takeé libovotn

Poznamka:
Sifrovaci certifikat zde slouzi pouze pro Sifrovgkdpie* zpravy, ktera je uloZzena do slozky
odesilanych zprav.
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3 Test funkénosti Sifrovani a el. podpisu v aplikaci MS Outlook
2007

Spuste aplikaci MS Outlook a poSlete sami &oppravu. Ped odeslanim zpravy zvolte
v nastrojoveé lidt polozku ,Volitelné*,

I:.!\ = [ 5 test - Message (HTML - =X
| Message Insert Options Format Text Developer L7
B n -[aaECE R (2R 8?1 @ W ) o |4 "?‘ 'ﬂ‘i'[ﬁ.j fv
£ N = i P 5
Paste B I Ul|l%E A £ £= || Address Check Attach Attach Business Calendar Signature | Follow Gl Spefling
4 | Ull=-a !l Book Mames File  Item Card~ » Up~ 4 |J| -
Clipboard = Basic Text Mames Include @ ' || Procfing
o | I"Sneidero\.-'a Ivana
| subject: [test
|
test al

Zobrazi se nasledujici okno

21

Message settings Security
Importance: - @ Change security settings for this message,
Sensikiviky: INDrmaI - I

Vating and Tracking options

Security Settings... |

[ Use vating butkans: I j
" Request a delivery receipt for this message

[ Request a read receipt for this message

Delivery options

@ " Have replies sent to: I Select Mames, .. |

™ Do not defiver before: IN:::ne j IIZI:IIIIII j
I Expires after: |r'-.lu:|ne j IEI:IIIEI j
dttachment Farmat: IDeFauIt j

Encoding: IF'.LItD-SE|EEt j

Contacts. .. ||
Cakteqories vl [Nl:nne ]

Close

Zvolte poloZkuNastaveni zabezpéeni, kde zatrhite poZadavek na Sifrovani a podepsani
odesilané zpravy

2010 OTE, a.s.
Revize dne: Nazev dokumentt Verze dokumentu:
3.8.2010 Nastaveni zabezp&né ECF1854

komunikace s CDS pomoci MS
Outlook 2007



OTEW .

Security Properties ﬂ

v Encrypt message contents and attachments
v add digital signature ko this message
¥ Send this message as clear text signed

[~ Request S/MIME receipk for this message

Security Setkings

Security setking:
I:iﬁ.utu:-matic::- j Change Setkings. .. |

—Security Label

Paolicy Module: I«::I'-.I:::ne:b j Configure, .. |
w,

(Classification: I J

Brivacy Mark:

(0] 4 I Cancel

a zavete okno s volbami ttdtkemOK . Potom zpravu odeSlete.

Pokud je vSe v padku, zprava bude odeslana a nasiestrdrzena, po otégni zpravy budete
vidét gitelny text zpravy jako obvykle, jen v zahlavi zpyauvidite modry zadmeek aéervenou
pecet.

I,-"-;!'\ i e - _l = test - Message (HTML) -8X
W ial =
—/] | Message Developer i)
; " L3 Move ta Falder~ [
N il- | E} x Ll NSO e % o Safe Lists = o v (% || 48
¥ o L::} Create Rule = oA
Reply Reply Forward | Delete - Black - Mot fun Categorize Fallow Mark as Find
o All :J Other Actions ~ Sender i Up= Unread i
Respond Actions Junk E-mail F] Options F
From: Sneiderava, Ivana Sent: ££9.9.2010 16:45
To: Sneiderova, Ivana (vana.sneiderova@logica. com}
7]
Subject: test
Signed By: wvana.sneiderova@logica.com 5 |Q|
a
test {W

Pokud kliknete na modrém zadke, néla by se objevit nasledujici zprava:
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11

Message Security Properkties El
E Subject: tesk

Messages may contain encryprion and digikal signature lavers, Each digital
signature layver may contain mulkiple signatures,

Security Layers
Select & layer below to view its description,
w" Subject: test

w" Encryption Layer

w“ Digital Signature Layer

------ Signer: ivana,sneiderova@logica, com

Description:

2k Signed by ivana, sneiderova@logica, com using RSASSHAL at 164442
0.9,.2010,

Click anty af the Fallowing buttons ta view mare infarmation about or make
changes to the selected layer:

Edit Trust... Wigww Details. .. Trusk Certificate Authority, .. |

™ “Warn me about errors in digitally signed e-mail,

Pokud kliknete na&ervené péeti, méla by se objevit nasledujici zpravaigspusnymi adaji o
autorovi zpravy, ktery ji elektronicky podepsal:

Digital Signature: Yalid x|

Subject:  kesk
Frarm: Sneiderova, Ivana
Signed By ivana,sneiderova@logica, com

R The digital signature on this message is Yalid and Trusted,
For more information abouk the certificate used to digitally sign
the message, click Details.

Details. .

|

[ warn me about errors in digitally signed e-mail before message opens.

Close
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