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Automatic request for certificate renewal
This document and its content are confidential. It is forbidden to reproduce the document or its

parts, to show it to third parties or to use it for any other purposes than it was provided for

without prior written agreement by OTE, a.s.
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 Introduction
1.1 Purpose
Purpose of this document is detail description of all processes for external users, necessary for automatic certificate renewal request.
New functionality – request for certificate renewal – all registered users are allowed to process renewal certificate request before its expiration and media will never leave them. This request model can’t be also applied in case, when the certificate already expired.

All these information are published in help of CS OTE.

From date 1.1.2010 CS OTE supported only iKey 2032/4000/5000 USB token as storage media.

1.2 Abbreviation
	Abbreviation
	  Description

	CA
	Certificate authority

	OTECA
	Name of CGI certificate authority

	IS OTE
	Market Operator Information system

	IE
	Internet Explorer

	CS - OTE
	Central system of Market operator

	URL
	Uniform Resource Locator

	USB
	Universal Serial Bus

	OS
	Operation System

	SW
	Software

	HW 
	Hardware

	
	


1.3 Configuration assumptions
Process of renewal certificate request was verified on the following PC configurations:
· Windows XP SP3 Proffesional + MS IE8.0/ FireFox 26 +  MS Office 2007 + SafeNet 8.3 + USB iKey 2032/4000(5000)
· Windows 7 (32bit)+ MS IE11.0/FireFox26.x(32bit)+  MS Office 2007 +SafeNet 8.3 + USB 2032/iKey4000(5000)

· Windows 7 (32bit)+ MS IE11.0/FireFox26.x(32bit) +  MS Office 2010(x86) +SafeNet 8.3 + USB 2032/iKey4000(5000)

· Windows 7 (64bit)+ MS IE11.0(32bit)/FireFox26.x(32bit)+  MS Office 2007 +SafeNet 8.3(32bit) + USB 2032/iKey4000(5000)

· Windows 7 (64bit)+ MS IE11.0(32bit)/FireFox26.x(32bit) +  MS Office 2010(x64) +SafeNet 8.3(32bit) + USB 2032/iKey4000(5000)

· Windows 8.1 (32bit)  + MS IE11.0(32bit)/FireFox26.x(32bit) +  MS Office 2013(x86) +SafeNet 8.3(32bit) + USB 2032/iKey4000(5000) – supported only standard Windows GUI, METRO not supported 

· Windows 8.1 (64bit)  + MS IE11.0(32bit)/FireFox26.x(32bit) +  MS Office 2013(x64) +SafeNet 8.3(32bit) + USB 2032/iKey4000(5000) – supported only standard Windows GUI, METRO not supported
Above mentioned OS should be updated from site:
http://windowsupdate.microsoft.com
1.4 Internet Explorer setting

Setting of the Internet Explorer is in standard level. In some cases the Internet Explorer requires to allow ActiveX component – picture 1 and setting https://portal.ote-cr.cz into „Trusted sites„

1.4.1 Set up Trusted sites 

Internet browser settings should be standard but some functions may require adding the site https://portal.ote-cr.cz/otemarket into „Trusted sites“ (Tools/Options, see pictures below).
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1.4.2 Check setting ActiveX component

Allow download of ActiveX components in internet browser on your workstation has to be set up for the properly CS OTE functionality. Please used the following instructions:
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1.4.3 Compatibility view setting in IE

Browser IEv11 should be configured the following recommendation. Go to browser menu Tools – Compatibility View settings
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Remove implicit checkbox „Display intranet sites in Compatibility view“, as presented below.
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Close the dialog.

1.4.4 Secure setting configuration

Check the secure setting configuratein, menu Interne Option – Advanced, screencopy below.
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Let the TLS setting and remove checkboxes from SSL and confirm change by press OK button.
2 Procedure for certificate renewal
Automatic renewal is possible to do only by IE browser using. It’s recommended to verify enough free space on USB iKey, before starting certificate renewal process. Please see chapter 2.5 Delete expired certificates, how to deleted not-used/expired  certificates.
2.1 Request form
Login into CS OTE application using valid certificate
Menu Registration – Certificate management – OTECA certificate renewal
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Confirm dialogs below
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Confirm Allow button
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In case, when existing certificate is expired, the process of automatic certificate renewal can’t be used for token as well.
2.2 Complete and submit request form
The following process will generate as authentication certificate (for access into CS OTE system, without  suffix -sqn) as sign certificate (for electronic signature in CS OTE system, with suffix -sgn).

Form „Certificate renewal request“ looks like:
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Description each field is below:

The certificate – authentization certificate (not with suffix “-sgn”) has to be selected by user from appropriate storage place

Email – email address in certificate. When the certificate is used for sending secure emails, then email has to be same as email account in MS Outlook.

HW Type – user has to select the one, which uses for his certificate storage „USB eToken“

Button “Create request” will be active, if user approves OTE Business Terms checkbox.

Before start certificate request generation, please verify, that appropriate HW type (USB eToken 2032/5000) is connected to the PC due the request is stored on this HW. Also verify, if USB eToken has enough free storage place.
If more than one same type of key storage is connected to PC (USB token) system will ask to choose the right one for the renewal request location 
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Following dialog appears after press “Create request” button. User will have to wait several minutes during generation request.
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The same process will be for signature certificate.
If the both private keys of certificates are successfully stored on USB token, button “Send request” is active to send data to CS OTE server. 
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Press button “Send request”.
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Press button “Yes”
The request for certificate renewal has to be signed by valid user certificate – (suffix “-sgn”). User chooses this certificate from workstation key storage select dialog and confirm Yes button.
In the following dialog it is necessary to confirm usage of private key storage by button „Yes“.

[image: image18.png]Security Alert. =]

This Web ste needs o create 2 digtalsignature using your prvate key.

WARNING: Alowing an Lnirusted Web ste to use your private key s a securty ik.
The Web ste could use your pivate key to compromise potected data or assume.
youridentty.

Do you want this Web ste to create the signature now?

I Do not showthis dlog bax again,

1 you select this check bax, any Web pages wifin this ste wil be able to create
digtal signatures wthout prompting you again. However.you will be prompted
again when you vist another Web ste.





[image: image19.png]Intemet Explorer

@) ActveX carrl onthis page mihtbe unsef o
inerect wihcther pats f the page. Do you wartto
alow tis terocion?





[image: image20.png]Web Access Confi i

“This Web site is attempting to perform a digital certificate operation on
A your behalf:

hitps://portal.sand.ote-cr.c2/otemarket/prodis/Certficatelmportsf2co
modity=1

You should only allow known Web sites to perform digital certficate
‘operations on your behalf.
Do you want to allow this operation?





At that moment, the signed request for certificate renewal is sent to the server for verification

of request validity, or electronic signature, respectively. Certificates are generated. This process may takes several minutes.
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After successful generation appears "Import" button to upload the certificate.
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The following dialogue will be displayed upon clicking the “Import” button:
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which has to be confirmed by clicking the “Yes” button so that the renewed access certificate

issued by OTECA CA is correctly imported to the respective storage.

The same has to be done once more for the signature certificate. Confirm by “Yes” again.

As soon as the client's certificate is successfully registered by the automat, the message about successful renewal is displayed to the user.
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Renewal certificates are automatically registered into CS OTE system.

2.3 Import renewal certificate
If the import for some reason fails, a message appears
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The certificate Import can be made in the “Import renewal certificate” form.
It’s necessary for successful certificate import, that same HW (USB token) as was during request generation, has to be connected to the station. Only in this case can be certificates matched.
If there was some problem during the requirement for certificate renewal (import wasn’t possible), user will login to the specified website for importing the certificate pair into chosen storage HW by the following:

Registration – Certification management – Substitute import of OTECA certificate
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The form for renewal certificate import looks like:
[image: image41.jpg]OTE



[image: image27.png]» Home BB @ Help

@ The certificate import -]

It s prepared certificate for import with common name (uid) 000000349 and with e-mai address kvetosiav.pazourek@ogica.com. The certificate & vaid from Tue Aug 17 16
16:52:22 CEST 2012.

:22 CEST 2010 to Fri Aug 17

Choose "Import” to load this certficate into appropriate keystore.




When user presses button „Import“ the below attached dialog appears, where user should confirm ActiveX component inicialization.
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Enter PIN and confirm button „Yes“.
The same process will be for signature certificate and also press „Yes“ button.
As soon as the client's certificate is successfully registered by the automat, the message about successful renewal is displayed to the user.
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If the import for some reason fails, a message appears
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2.4 Delete expired certificates

Warning: User has to be careful, when he deletes expired certificates from his HW storage due the potential risk of valid certificate removal. 

Run application SafeNet Token Utilities v8.0 from menu (or v.7.2) - In Windows menu (Start) – „SafeNet - SafeNet Authentication Client Tool“
[image: image32.png]Microsoft Office
Microsot Siveright
Mol Fiefox
Sefeiet
)} Sefeet Authenticaion Clent
&) SefeNet Authenicaion Cle Tools

S sfeNet Authentication lient

Devices and Printers
Defautt Programs
Help and Support

Run





Run application SafeNet in basic view – click on an icon „Advanced View.
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In accordance the expired certificates (attributes Validity from, Validity to) user has to find these, which could be deleted.
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Check the validity of the certificates from the list one by one.

From the previous step, use the selected certificate for delete process

Delete from context menu (right-mouse button)
[image: image35.png]Certficate Data

5 Safelet Authenticaton Cent Tooks
5% Tokene Seril rumber

o & 0506122 Issued to

& [F) User certificates  Issuedby.

[55] 000000112590 Vald fom

5l ooo00o112
5] Key20

Export Certficate

5] Key20 Set as Default
1 Settngs
& Gontse Private Key Data
Keysze
Container name
Moduus

Key spedification

Delete Certficate

026
000000112

otecadeviest

02/09/2011

02/08/2013

it Authentication, Secure Emai

1024bits
le-2161926f-5092-4d53-a963-6afTdad3529e

c4c484ba 56 60 be 7d €5 6b 9169.20 39 ca 00 56 7 0F 123 1

AT_KEYEXCHANGE




Delete by icon
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Deletion must be confirmed:
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Login required (if not done yet):
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Deletion is confirmed by following dialog:
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