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Automatic request for certificate renewal
This document and its content are confidential. It is forbidden to reproduce the document or its

parts, to show it to third parties or to use it for any other purposes than it was provided for

without prior written agreement by OTE, a.s.
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 Management summary
New functionality – request for certificate renewal – all registered users are allowed to process renewal certificate request before its expiration and media will never leave them. This request model can’t be also applied in case, when the certificate already expired.

All these information are published in help of CS OTE.
From date 1.1.2010 CS OTE supported only iKey 2032 and 4000 USB token as storage media.

1 Introduction
1.1 Purpose
Purpose of this document is detail description of all processes for external users, necessary for automatic certificate renewal request.
1.2 Abbreviation
	Abbreviation
	  Description

	CA
	Certificate authority

	OTECA
	Name of Logica certificate authority

	IS OTE
	Market Operator Information system

	IE
	Internet Explorer

	CS - OTE
	Central system of Market operator

	URL
	Uniform Resource Locator

	USB
	Universal Serial Bus

	OS
	Operation System

	SW
	Software

	HW 
	Hardware

	
	


1.3 Configuration assumptions
Process of renewal certificate request was verified on the following PC configurations:
· Windows XP SP3 Proffesional + MS IE7.0 + MS Office 2003 + MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

· Windows XP SP3 Proffesional + MS IE8.0 +  MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

· Windows Vista(32bit) SP2 + MS IE8.0 + MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

· Windows 7(32bit) + MS IE8.0 + MS Office 2003 or MS Office 2007 or MS Office 2010 + SafeNet 8.0 + USB iKey 2032 or 4000

· Windows 7(64bit) + MS IE8.0 + MS Office 2003 or MS Office 2007 or MS Office 2010(x64) + SafeNet 8.0 + USB iKey 2032 or 4000
Above mentioned OS should be updated from site:
http://windowsupdate.microsoft.com
1.3.1 Setting of the Internet browser
Setting of the Internet Explorer is in standard level, only some functions required modification of Trusted site in Tools – Internet options:
1. ActiveX
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2.To Add https://portal.ote-cr.cz to Trusted sites
[image: image3.png]]

Viosit

3 Kopirovat

Microsoft Word | Nastrore bz

Korespondence  Revize  Zobrazeni

= kopirouat fomit

Schranka

Stranka: 5216 Slovai 1

Vijvojai  Prnt2PDF Format

1 AaB 1.1 AaE 1.1.1] naBbcel | aaBocer| 22222 11111
TNadis 1 || Nadpis 2 || TNadpis3 || TNadpis4 | 1 Nadpis5 || T Nadpis 6 || 1 Nadpis7

styly

Security Settings - Trusted Sites Zone

.

01 o Ceitna @

24 Nahracit
s Wbrat -
Goray

Intemet Options (2] = T

General | Security [privacy | Content | Connections | Programs | Advanced
Select a zone to view or change secuity settngs.

@ G )

Intemet  Localintranet| Trusted sites  Restricted

Sites
Trusted sites
This zone contains websites that you Ses
frustnot to damage your computer or
your fies, I
Youhavel Trusted sites B
Security level for
You can add and remove websites from this zone. Allwebites in
Cus this zone wil se the zone's secuity settings.
T

-T{|  Add this websie to the zone:

[ Enable Pr





2 Procedure for certificate renewal
Automatic renewal is possible to do only by IE browser using.

2.1 Request form
Login into CS OTE application using valid certificate,
Menu Registration – Certificate management – Certificate renewal request
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In case, when existing certificate is expired, the process of automatic certificate renewal can’t be used for token as well.
2.2 Complete and submit request form
Form „Certificate renewal request“ looks like:
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Description each field is below:

The certificate – authentization certificate (not -sgn) has to be selected by user from appropriate storage place

Email – email address in certificate. When the certificate is used for sending secure emails, then email has to be same as email account in MS Outlook.

HW Type – user has to select the one, which uses for his certificate storage „USB Token 2032“

Before start certificate request generation, please verify, that appropriate HW type (USB Token 2032) is connected to the PC due the request is stored on this HW.

Button “Create request” will be active, if user approves OTE Business Terms checkbox.

If more than one same type of key storage is connected to PC (USB token) system will ask to choose the right one for the renewal request location 
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Following dialog appears and „Yes“ button has to be pressed for authentication certificate.
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Authentication certificate generation process look like. This process may take up one minute.
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The same process will be for signature certificate.
If the both private keys of certificates are successfully stored on USB token, button “Send request” is active to send data to CS OTE server. 
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Press button “Send request”.
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Press button “Yes”
The request for certificate renewal has to be signed by valid user certificate – (sufix sgn). User chooses this certificate from workstation key storage as presented on screencopy below:

[image: image11.png][Select Certificate 2%
Selctthe certficate you wank to use.

Tsedto Tsuedby | ntende... | Frendy . | Exg
Eooo000s71-s0n OTECA  1.3.6.1... MNone 22
Eooooous71 OTECA  ClentA.. None 22
Eoowoonsss OTECA  ClentA.. 0DO0OUG... 15,
Eoowoonsss OTECAT... ClientA.. 000000G... 30
Eoowoonsss OTECA  Clenth.. Nene

<

Come | ymmcontions





Press button “OK”.
In the following dialog it is necessary to confirm usage of private key storage by button „Yes“.
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At that moment, the signed request for certificate renewal is sent to the server for verification

of request validity, or electronic signature, respectively. Certificates are generated. This process may takes several minutes.
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After successful generation appears "Import" button to upload the certificate.

[image: image14.emf]
The following dialogue will be displayed upon clicking the “Import” button:

[image: image15.emf]
which has to be confirmed by clicking the “Yes” button so that the renewed access certificate

issued by OTECA CA is correctly imported to the respective storage.

The same has to be done once more for the signature certificate. Confirm by “Yes” again.

If the pair of certificates is successfully imported, an informative message will be displayed.
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An e-mail message notifying of the successful import will also be sent to the team of the

certification authority that will subsequently process the data for financial settlement of the

service according to the applied OTE Business terms.

OTE will inform participant about assignment of the certificate to the person by e-mail.
2.3 Alternative import renewal certificate
If the import for some reason fails, a message appears:
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If there was some problem during the requirement for certificate renewal (import wasn’t possible), user will login to system OTE and start to import the certificate pair into chosen storage HW by the following steps:
Registration – Certification management – Certificate renewal import - “Import renewal certificate” form.
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The form for renewal certificate import looks like:
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It’s necessary for successful certificate import, that same HW (USB token) as was during request generation, has to be connected to the station. Only in this case can be certificates matched. 

When user presses button „Import“ the below attached dialog appears.
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Press button “Yes” for import authentication certificate on token
Entry PIN to your USB token
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Press button “Yes” for import signature certificate on token.
If the renewal certificates are correctly imported, following message will appear to the user:
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When the renewal certificate pair is correctly imported on user HW storage, CA team will be notified and invoicing process will be initiated in accordance OTE business terms.
OTE will inform participant about assignment of the certificate to the person by e-mail.
2.4 Delete expired certificates

Warning: User has to be careful, when he deletes expired certificates from his HW storage due the potential risk of valid certificate removal. 

2.4.1 Login to iKey USB Token
Run application SafeNet Token Utilities v8.0 from menu (or v.7.2)
[image: image23.png]Microsoft Office
Microsot Siveright
Mol Fiefox
Sefeiet
)} Sefeet Authenticaion Clent
&) SefeNet Authenicaion Cle Tools

S sfeNet Authentication lient

Devices and Printers
Defautt Programs
Help and Support

Run





Run application SafeNet in basic view
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2.4.2 Identify expired certificate for delete
In accordance the expired certificates (attributes Validity from, Validity to) user has to find these, which could be deleted.
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Check the validity of the certificates from the list one by one.
2.4.3 Delete expired certificate
From the previous step, use the selected certificate for delete process

Delete from context menu
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Delete by icon
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Deletion must be confirmed:
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Login required (if not done yet):
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Deletion is confirmed by following dialog:
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