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(USB token)  

AUTONUMLGL
Introduction
In order to use the CS OTE, all CS OTE users shall be equipped with the specified security items (Security Pack). A user shall be understood as a physical person, an employee of Subject of Settlement/RMP.
The supported security item shall be the USB token type iKey2032/4000 by SafeNet with a digital certificate (paired encoding and signature certificate) registered on the name of each CS OTE user and supporting the access rights assigned to the specific user.
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Access to CS OTE is not supporter with chip cards.
1.1
Initial installation
The Subject of Settlement/RMP orders security items in the form of USB Tokens iKey2032/4000 on its own behalf and at its cost from Logica. All prices of the related services are stated in chapter 2.3.

1.2
SW requirements for connection to CS OTE
Windows XP SP3 Proffesional + MS IE7.0 + MS Office 2003 + MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

Windows XP SP3 Proffesional + MS IE8.0/FireFox 3.6x +  MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

Windows Vista(32bit) SP2 + MS IE8.0 + MS Office 2007 + SafeNet 7.2 + USB iKey 2032 or 4000

Windows 7(32bit) + MS IE8.0/FireFox 3.6x + MS Office 2003 or MS Office 2007 or MS Office 2010 + SafeNet 8.0 + USB iKey 2032 or 4000

Windows 7(64bit) + MS IE8.0/FireFox 3.6x + MS Office 2003 or MS Office 2007 or MS Office 2010(x64) + SafeNet 8.0 + USB iKey 2032 or 4000

AUTONUMLGL
Services for CS OTE users
2.1
USB Token Rainbow Technologies

2.1.1
Activities and services
	Activity
	Service

	Supply of USB Token and SW, documentation
	Supply of USB Token and the respective software SW.

Typical delivery period is 2 weeks.
Additional charge for package delivery by 5 working days  (max. 5 pcs USB tokens.)

	Installation of USB Token and SW on a PC with a standard environment and testing of the connection to CS OTE 
	Installation at the CS OTE user’s.

At the time subject to prior agreement of the user and Logica.

	Renewal of a pair of existing certificates on the sent security items (USB token)
	Renewal  on the sent  USB Token for OTE users.

Delivery time is typically 2 weeks from order confirmation.

	Automatic certificate pair renewal on the chip card or USB token
	Automatic certificates renewal without sending security items to Logica.

	Safenet Autentification Client  v.8 license included 3-years support **) (CD) necessary for WIN7
	SAC license delivery included 3-year support necessary for WIN7.

Delivery time is typically 2 weeks from order confirmation


2.1.2
Technical standard
USB Tokens and their SW are also compliant with the following standards:

· SW: SafeNet CIP Utilities v7.2 or 8.0,

· iKey 2032/4000 USB Smart Token

· Cryptographic processor used in iKey 2032 is certified for ITSEC E4 High

· Support of compatibility with Microsoft Internet Explorer 7.0 8.0 or FireFox 3.6x and its SSL client authentication.
AUTONUMLGL
Procedure of ordering security items for CS OTE
When ordering CS OTE security items, the user shall follow the below procedures.

3.1 Procedure of supply of security items (excluding installation) to a registered Subject of Settlement/RMP
A Subject of Settlement/RPM orders the following security items on their behalf and at their expenses from Logica:

· Issue of PKI (paired authentication and signature certificates) certificates, including sending of the public section of OTE and saving of PKI private keys on the USB Token iKey2032/4000;
· Safenet Autentification Client  v.8 license included 3-years support - necessary for WIN7;

· Sending of security items to the specified location by post or a forwarding company.
Registration procedure:

	Order
	Executed by
	Content

	1
	Subject of Settlement/RMP
	Preparation and sending of an application for registration of a person (Form template C)

	2
	OTE
	Reception and verification, approval of application (Form template C)

	3
	OTE
	Assignment of personal ID

	4
	Subject of Settlement/RMP
	Order of a certificate – USB token, SAC license – sending to Logica

	5
	Logica
	Verification of order

	6
	Logica
	Reception of order

	7
	Logica
	Completion of supply of security items, preparation of certificates and SAC license

	8
	Logica
	Sending of security items with certificates of the Subject of Settlement/RMP

	9
	Subject of Settlement/RMP
	Verification and acceptance of supply, sending of supply acceptance confirmation

	10
	Logica
	Handover of transport PIN to Subject of Settlement/RMP

	11
	Subject of Settlement/RMP
	Customer installation

	12
	Logica
	Sending of new certificates to OTE

	13
	OTE
	Adding of a new certificate in LDAP and Prodis

	14
	OTE
	Sending of a prompt to SS/RMP to verify access to CS OTE

	15
	Subject of Settlement/RMP
	Testing of a security item with the new certificate, sending of test confirmation to Logica

	16
	Logica
	Invoicing to Subject of Settlement/RMP


3.2 Procedure of ordering and installation of additional security items to registered Subject of Settlement/RMP
A subject of Settlement/RMP orders the following security items on their behalf and at their expenses from Logica:

· Issue of PKI (paired authentication and signature certificate) certificates, including sending of the public section of OTE and saving of PKI private keys on the USB Token iKey2032/4000;
· Safenet Autentification Client  v.8 license included 3-years support - necessary for WIN7;
· Transport, installation, activation and testing on the spot;

· Demonstration, training and handover to the Subject of Settlement/RMP; duration up to 60 minutes at the place of performance.


Registration procedure:

	Order
	Executed by
	Content

	1
	Subject of Settlement/RMP
	Preparation and sending of an application for registration of a person (Form template C)

	2
	OTE
	Reception and verification, approval of application (Form template C)

	3
	OTE
	Assignment of personal ID

	4
	Subject of Settlement/RMP
	Order of additional components and installation

	5
	Logica
	Verification of order

	6
	Logica
	Reception of order

	7
	Logica
	Agreement of date and terms of execution

	8
	Logica
	Completion of supply of  CS OTE security items, preparation of certificates and SAC license

	9
	Logica
	Sending of certificates to OTE

	10
	OTE
	Registration of the person in LDAP, additional registration in Prodis

	11
	Logica
	Installation on the spot, user training, handover of supply and services, confirmation of installation at the market participant’s, information to OTE

	12
	Logica
	Invoicing to Subject of Settlement/RMP


3.3 Automatic renewal of a pair of certificates on an existing medium (USB Token)

This procedure describes the logical sequence of the steps of renewal of a certificate on an existing medium (security item). The Subject of Settlement/RMP orders renewal of a certificate on a security item on its behalf and at its own cost from Logica. The participant retains the medium. After the certificate has been renewed, the Subject of Settlement/RMP only generates a request following a specified procedure, upon which it receives the certificate to the respective storage medium. The existing pair of certificates has to be valid for the purpose of generation of a request! Otherwise the medium has to be sent to the address of Logica (see 3.4 Renewal of expired pairs of certificates on an existing medium (USB Token)) or a new medium ordered (see 3.1 Procedure of supply of security items (excluding installation) to a registered Subject of Settlement/R). Identical procedures may be followed in case automatic renewal is not possible for any reason. Automatic renewal is possible to do only by IE browser using.
Attention: This model of automatic renewal of a certificate is not supported for chip cards. 

If a certificate for GemSAFE GPK8000 chip card is required, it is necessary to request a new security item, or USB Token, respectively, see chapter 3.2
Procedure of ordering and installation of additional security items to registered Subject of Settlement/RMP. 

Registration procedure:

	Order
	Executed by
	Content

	1
	Logica
	Notification of impendent expiration of a certificate (by e-mail to the address specified in the certificate + contact address specified in the registration data of the person)

	2
	Subject of Settlement/RMP
	Generation of a request for renewal of a certificate on pages of CS OTE

	3
	Logica
	Preparation of new certificates and their saving on the storage medium accessible only for the participant

	4
	Logica
	Sending of a notification to the participant that certificates have been prepared

	5
	Subject of Settlement/RMP
	Import of a certificate to HW medium 

	6
	Logica
	Sending of new certificates to OTE

	7
	OTE
	Registration of the new certificate in Prodis master data

	8
	Subject of Settlement/RMP
	Testing of the security item with the new certificate and (optionally) deletion of old/invalid certificates from the medium/ deletion of old certificates in Prodis

	9
	Logica
	Invoicing to Subject of Settlement/RMP


3.4 Renewal of expired pairs of certificates on an existing medium (USB Token)

This procedure describes the logical sequence of the steps of renewal of a certificate on an existing medium (security item) in case validity of the original certificate has already expired. The Subject of Settlement/RMP orders renewal of a certificate on a security item on its behalf and at its own cost from Logica. The participant shall send the original medium with the certificate to Logica. A pair of certificates shall be generated on the medium and sent back to the participant.
Attention: This model of automatic renewal of a certificate is not supported for chip cards. If user has the unsupported chip card, please use steps described in chapter 3.1. Procedure of supply of security items (excluding installation) to a registered Subject of Settlement/RMP
Registration procedure:

	Order
	Executed by
	Content

	1
	Logica
	Notification of impendent expiration of a certificate (by e-mail to the address specified in the certificate + contact address specified in the registration data of the person)

	2
	Subject of Settlement/RMP
	Generation of the order and sending of the order and the HW medium to Logica

	3
	Logica
	Preparation of new certificates, saving of the new certificates on an existing security item

	4
	Logica
	Sending of security items with the certificates to the Subject of Settlement/RMP, 

	5
	Subject of Settlement/RMP
	Verification and acceptance of supply, sending of supply acceptance confirmation

	6
	Logica
	Handover of transport PIN to Subject of Settlement/RMP

	7
	Logica
	Sending of new certificates to OTE

	8
	OTE
	Addition of new certificate in LDAP and Prodis

	9
	OTE
	Sending of a prompt to SS/RMP to verify access to CS OTE

	10
	Subject of Settlement/RMP
	Testing of the security item with the new certificate and, sending of testing confirmation to Logica 

	11
	Logica
	Invoicing to Subject of Settlement/RMP


AUTONUMLGL
Prices of provided services 

Prices are stated excluding VAT and they are valid from 1-st May 2011 to 1-st May 2012 on condition the currency exchange rate of CZK to EUR does not change by more than 5 percent compared to the exchange rate valid on 1-st April 2011 (ČNB exchange rate - 24,51 CZK/1,- EUR). A change of the exchange rate shall be reflected in the price of the supplied items, i.e. the chip card, the reader, the USB Token or SAC license.

4.1
USB token iKey2032/4000 by Rainbow Technologies

	Activity
	Service

	1. Installation including intervention of a technical specialist at the premises of the Ordering Party:

· installation of SW for communication of the chip card or USB Token with the station
· connection of the chip card reader
· configuration of MS Outlook (Express), including certificate registration
· test of access to Internet pages of  CS OTE
· Short user training
	Price per day of a technician is:

CZK 15000,-
Not limited by number of installations. However, the total time including travel shall not exceed 8 hours.

	2. User training in CS OTE environment at the premises of the Ordering Party, including presence of a consultant
· preparation of documentation for specific training request
· User training in the areas of Registration, Measuring, Trading and Settlement.

· provision of documentation in Czech language
	Price per day of a consultant is:

CZK 20000,-
Maximum time 8 hours including travel.

10 users at maximum.

	3.
Preparation of 1 USB Token unit including a pair of certificates 
	The current price per unit is
CZK 6250,-
In case of a bulk order of more than 4 certificates, the price shall be CZK 5750,- per certificate

	3.1 Approval by OTE
	OTE

	3.2 Handover of personal data to OTE
	OTE 

The CS OTE user sends the necessary forms to OTE.

	 3.3 Generation of a unique SW digital certificate
	Logica 

Logica generates the certificate according to the data provided by OTE.

	3.4 Saving of SW digital certificate on chip card
	Logica 

Logica will save the certificate on the chip card and send it directly to the CS OTE user.

	4. Sending of USB Token
· USB Token and SW, documentation by post, 
	Send via Czech Post as a registered letter 

Package fee CZK 80,-
Possibility to combine supply with installation – in that case, the price of supply shall not be charged.
Delivery time is typically 2 weeks from order confirmation.
Delivery time by 5 working days  (max. 5 pcs USB tokens) from order confirmation.
Package fee CZK 80,- + Additional charge for package delivery CZK 2.400,-
Will be charged price for TNT Express services to delivery abroad in sum ca. 700,- CZK  Will be invoiced the real price on the bases of TNT express invoice.
In case of SW installation without presence and testing by OTE/Logica, the warranty of functionality of connection to the CS OTE shall not be applied.

	5. Renewal of validity of a certificate on a medium sent by the Subject of Settlement/RMP.
	CZK 4500,- / period
The certificate is valid for 2 years.

As regards CS OTE, only the USB Token will be supported as of 1 January 2008. Therefore, we recommend users of CS OTE to change to that medium from a chip card, see item 1. Replacement of an expired certificate on a chip card with a certificate on a USB Token, chapter 4.1 Chip card by GemPlus.

The certificate validity of 2 years is given by the recommended security policy for CS OTE users. 

In case of a bulk order of more than 4 certificates, the price shall be CZK 4000,- per certificate.
The medium with a new certificate valid in the next period shall be sent back to the Subject of Settlement/RMP.

	6. Automatic renewal of validity of the certificate on USB Token
	CZK 3000,- / period
The certificate is valid for 2 years.

The certificate validity of 2 years is given by the recommended security policy for CS OTE users. 

The USB Token with a new certificate valid in the upcoming period shall remain property of the user, or the Subject of Settlement/RMP, respectively. There will be no need to replace the card or the USB Token thanks to an automatic request for certificate and its subsequent import to the medium and pairing.


	7. USB Token without certificate (for the purpose of the certificate renewal process)
	According to the applied pricelist and currency exchange rates. The current price per unit is 
CZK 1750,-


4.2
Safenet Autentification Client v.8

	Activity
	Service

	1. SAC license included 3-year support sending (license with CD and manual)
	The current price per license is

CZK 590,-/per license 


AUTONUMLGL
Requirements for cooperation of user of CS OTE
5.1 Supply of security items
· Sending of an order according to the requirements of OTE;

· Sending of filled forms for the purpose of identification of security items and license according to the requirements of Logica.

5.2
SW installation by a Logica technician on the station specified for access to CS OTE
· Granting of physical access to the station;

· Provision of all the necessary access rights to the OS installed on the station; assistance of a network administrator is recommended;

· Provision of all necessary access rights to the corporate LAN, if the station accesses to the CS OTE via the corporate LAN; assistance of a network administrator is recommended;

· Provision of Internet access;

· Active cooperation during installation and access to the CS OTE;

· Confirmation of installation and verification of functionality. 

5.3
Renewal of certificate
· Sending of order and the existing certificate medium in accordance with the requirements of OTE;

· Acceptance of the medium with the new certificate. 

· Compliance with the renewal procedure in case of automatic renewal
6.
Terms of supply and pricing
Prices of services and security items of CS OTE are determined as fixed by agreement of the parties. The price is always determined as a combination of security items and the related services.

Prices are stated excl. VAT and are valid from 1-st May 2011 to 1-st May 2011 on condition the currency exchange rate of CZK to EUR does not change by more than 5 percent compared to the exchange rate valid on 1-st April 2011.

This Proposal shall be valid from 1-st May 2011 to 1-st May 2011. Prices of services and supplies may be adjusted for the period of the year 2012.

The typical delivery period of security items (chip card, chip card reader, USB Token and SAC license) is 2 weeks as of filing of a binding purchase order. In case additional charger order for delivery by 5 working days it is mentioned 5 working days from client order confirmation.
„SAC“support starts from the next day after security item was given to the transport company (post).
Automatic renewal of a certificate is executed by the following day in most cases. The user is required to import a newly issued key as soon as possible. With regard to the possible expiration of the original certificate, we propose importing the key within 2 working days as of reception thereof.
7.
Warranty terms and conditions
7.1
Supply with installation
The warranty of two (2) years shall be limited to technical properties of the security item of CS OTE and the installed SW on condition the configuration is identical with the configuration on the day of installation.

7.2
Supply without installation
The warranty of two (2) years shall be limited to the technical properties of the security item of CS OTE.

8.
Terms and conditions of support
Support shall be provided to users of security items of CS OTE selectively depending on the method of acquisition of the security items of CS OTE. We differentiate between the following two cases:

A. USB Token (with OTECA certificates) and SW – supply with installation;

B. USB Token (with OTECA certificates) and SW – supply without installation.

Certificates on chip cards is not supported due to the near end of support of card reader SW. 
If problems appear, users of security items of CS OTE will contact the OTE HelpDesk (see item 8.3). 

8.1
USB Token (for WIN7 SAC license) – supply with installation
Support shall be provided in case of problems with the USB Token and functionality of Autentification Client v.8. First of all, assistance shall be provided via telephone. In case the problem cannot be resolved via telephone, the option of remedy by a Logica specialist on the spot at the premises of the Subject of Settlement/RMP will be available. However, an immediate intervention will require filing of a claim/complaint. An unjustified service action of a Logica technician shall be charged for (in case of a defect on the side of the customer) and the actual cost shall also be charged according to article 4.
8.2
USB Token(for WIN7 SAC license) – supply without installation
No support, only warranty applied to the technical properties of the security item and functionality of Autentification Client v.8.
8.3
OTE contact
	OTE HelpDesk

	Tel:
+420 296 579 167


+420 296 579 168


+420 296 579 190


+420 296 579 188

	Fax:
+420 296 579 198


8.4
Logica contact
	E-mail:
jana.novakova@logica.com
	

	Tel:
+420 284 020 111
	

	Fax:
+420 284 020 112
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