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To set up local certificate storage

For the correct functionality of the local storage it is necessary to create a backup of the private part of
the electronic signature, i.e. a file with the *.p12 or *.pfx extension. The file can be exported from a
computer where the certificate is already installed. To create a backup of the private part of the
certificate, we recommend using the procedure below.

Please note that this manual is universal for all supported versions of the Windows operating system,

and it is possible that some of the instructional images will differ from your device. The manual was

created for the latest version of the Windows operating system, but the procedure is similar to older
versions.
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Exporting the private part of a
certificate in OS Windows

Press the keys win (0)+R, dialog

window ,,Run‘ will open. Here

please type: ,,certmgr.msc™.

Type the name of a program, folder, document or Internet
rescurce, and Windows will cpen it for you.

Open: |

File Action View Help

s T cd=z HE

_ﬁjj Certificates - Current User
| Persanal
| Trusted Root Certification Au
~| Enterprise Trust

| Intermediate Certification Au
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatior
| Trusted People

| Client Authentication Issuers
~| Other People

| Local MonRemovable Certific
~| Certificate Enrolment Reques
| Smart Card Trusted Roots

Legical Store Name

| Personal

| Trusted Root Certification Authorities
“| Enterprise Trust

| Intermediate Certification Authorities
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

“| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Other People

| Local NenRemovable Certificates

“| Certificate Enrolment Requests

| Srnart Card Trusted Roots
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Open the tab Personal — Certificates
Choose your certificate and right click on it
— All tasks — Export

certmgr - [Certificates - Current User\Personal\Certificates]
File Action View Help

e nHE 4 2 XER HBHE

Gl Certificates - Current User Issued To = Issued By Expiration Date
v || Personal 2 X
| Certificates > .
> [ Trusted Root Certification Aur % %’:"\
> M ExteioeToet | PostSignum Qualified CA 4 g
> ‘j Intermediate Certification Au = Open
» [ 1 Active Directory User Object
> [ Trusted Publishers All Tasks > Open
> | Untrusted Certificates
> | Third-Party Root Certificatior Cut Request Certificate with New Key...
> [Z] Trusted People Copy Renew Certificate with New Key...
> [ Client Authentication Issuers Delete
> | Other People Advanced Operations >
> _[ Local NonRemovable Certific Properties Export..
» [ Certificate Enrolment Reques
> || Smart Card Trusted Roots Help

Export a certificate

New window opens called:

Certificate Export Wizard

Continue by pressing Next button.

| & L% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Mext Cancel
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In the next step choose the option ,,Yes, export the private key” And click on the Next button

>

| & ¢ Certificate Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Da you want to export the private key with the certificate?
© vves, export the private key

() No, do not export the private key

MNext Cancel

Keep the default options ,,Personal Information Exchange - .pfx” and continue by pressing the Next
button.

— 1

| & ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary ¥.509 {.CER)
Base-64 encoded ¥.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Include all certificates in the certification path if possible

© Personal Information Exchange - PKCS #12 (PFX)
B include &l certificates in the certification path if possible

[T Delete the private key if the export is successful
[_JExport all extended properties

B Enzble certificate privacy

Microsoft Serialised Certificate Store (55T)

MNext Cancel
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Next choose a password for the file (choose password that will protect the private key) Confirm the

password and continue by Bressing the Next button.
F- : = »

€ ¥ Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[C) Group or usernames {recommended)

Add

Remove

B Password:

Confirm password:

Encryption:  TripleDES-SHAL w

Mext Cancel

Next choose where will your exported certificate be saved — Click on the Browse button, name the file,
and continue by pressing the Next button.

F‘-M ™

& L* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:\Users\user\Desktopmuiklic. pfd Browse...

Mext Cancel
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Now press the Finish button. After a successful export, there will be your file in previously chosen
destination.

F“_E’ L= S—— e 4

| & &% Cerificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

File Mame C:Wsersiuser'\Desktop\muiklic, pfx
Export Keys Yes

Indude all certificates in the certification path Yes

File Format Personal Information Exchange (*.pfi

Local certificate storage setup

Local storage of a web browser allows storing certificates for digital signing. The private key of your
certificate is always safely kept inside your browser behind a password. If the password is reset, the
certificate is deleted from the local certificate storage. It is recommended to keep a backup of your
exported certificate somewehre safe. It is needed to import your exported certificate containing the
private key, as we’ve went through in the steps above. (file in the *.p12 or *.pfx file type). New import is
needed after each certificate renewal.
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To import certificate and setup the local certificate storage please open the CS OTE Portal and click on
the Certificate settings button.

Login

Welcome in web portal
CS OTE

Certificate settings

Certificate registration POZE registration

After that, switch to the Certificates in local storeaie tab, click the Activate button and confirm.

< Certificate settings

Native signing PKI component Certificates in local storage

© Local storage activation will result in PKI component deactivation.

Local storage is not active

Do you want to activate it now?
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Choose a iassword to unlock iour local certificate storaie, and Eress the Save button.

< Certificate settings

Native signing PKI component Certificates in local storage

To work with certificates in the local storage password has to be set.
Would you like to set it up now?
* New password

The password must contain at least 4 characters, 6 is
recommended
* Confirm new password

Save

You will see a confirmation of the storage setup, and then please click on the Add certificate button.

Manual for OTE system

€ Certificate settings

Mative signing PKI component  Certificates in o
Change password to local storage Deactivate local storage

Certificates in local storage
© Local storage is active

Imported certificates in local storage
Prima
Y Certification autharity Serial number Valid from Valid to State

certificate

+ Add certificate

Choose your exported certificate, and type the password you have chosen for the export, and click on
Import button.

Add certificate

Drag the file here
o

Select a file

h

# kvalifikovany-zaloha.pfx
* Password for personal certificate private key
........... .| S @

The private part is not sent to the server. It is stored locally
in the browser directory. Secured as a PKCS#12 file.
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After a succesful import, you will see your certificate in the list. That means the process was succesful,

iour certificte is now in the sistern and should work.

Native signing PKI component  Certificates in local storage (EREY
Certificates in local storage chang Deactivate local storag
@ Local storage is active.
Imported certificates in local storage + Add certificate
Tim:
it I_ L DN Certification authority Serial number Valid from Vvalid to State
certificate
C=CZ, NTRCZ-47114953, 0=Ceskd posta, 5., CN=Postsignum Qualified CA
® . Valia o
Atotal of 1 entries 1 Go'to page

Now you can login using your certificate in the local certificate storage - Portal OTE (ote-cr.cz)



https://portal.ote-cr.cz/otemarket/Login.jsf

