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To set up local certificate storage 

 

For the correct functionality of the local storage it is necessary to create a backup of the private part of 

the electronic signature, i.e. a file with the *.p12 or *.pfx extension. The file can be exported from a 

computer where the certificate is already installed. To create a backup of the private part of the 

certificate, we recommend using the procedure below. 

 

 

 

 

Please note that this manual is universal for all supported versions of the Windows operating system, 

and it is possible that some of the instructional images will differ from your device. The manual was 

created for the latest version of the Windows operating system, but the procedure is similar to older 

versions. 
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Exporting the private part of a 

certificate in OS Windows 
 

Press the keys win ()+R, dialog window „Run“ will open. Here please type: „certmgr.msc“. 

 
 

Then click on OK, or press the Enter key. Window below will open. 

 

  



 

 

3 

Open the tab Personal → Certificates 

Choose your certificate and right click on it  

→ All tasks → Export  

 
 

New window opens called: 

Certificate Export Wizard 
 

Continue by pressing Next button. 
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In the next step choose the option „Yes, export the private key” And click on the Next button 

 

 

Keep the default options „Personal Information Exchange - .pfx” and continue by pressing the Next 

button. 
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Next choose a password for the file (choose password that will protect the private key) Confirm the 

password and continue by pressing the Next button. 

 
 

Next choose where will your exported certificate be saved – Click on the Browse button, name the file, 

and continue by pressing the Next button. 
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Now press the Finish button. After a successful export, there will be your file in previously chosen 

destination. 

 

 

Local certificate storage setup 
 

Local storage of a web browser allows storing certificates for digital signing. The private key of your 

certificate is always safely kept inside your browser behind a password. If the password is reset, the 

certificate is deleted from the local certificate storage. It is recommended to keep a backup of your 

exported certificate somewehre safe. It is needed to import your exported certificate containing the 

private key, as we’ve went through in the steps above. (file in the *.p12 or *.pfx file type). New import is 

needed after each certificate renewal. 
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To import certificate and setup the local certificate storage please open the CS OTE Portal and click on 

the Certificate settings button. 

  
 

After that, switch to the Certificates in local storeage tab, click the Activate button and confirm. 
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Choose a password to unlock your local certificate storage, and press the Save button. 

 
 

You will see a confirmation of the storage setup, and then please click on the Add certificate button. 

 
 

Choose your exported certificate, and type the password you have chosen for the export, and click on 

Import button. 
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After a succesful import, you will see your certificate in the list. That means the process was succesful, 

your certificte is now in the system and should work. 

 
 

Now you can login using your certificate in the local certificate storage - Portal OTE (ote-cr.cz) 

https://portal.ote-cr.cz/otemarket/Login.jsf

