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1. uvoD

Cilem tohoto dokumentu je poskytnout popis nového rozhrani pro VDT/VT trh prostiednictvim AMQP
serveru.

Pokud budou externi Gcastnici pouzivat OTE klientskou aplikaci, ta v sob¢ jiz toto rozhrani a komunikaci
zahrnuje . Pokud vsak bude externi uc¢astnik vyzadovat napojeni nového OTE VDT/VT na své systémy, pak
by mu mél tento dokument poskytnout popis nutnych zmén v rozhrani pro implementaci.
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2. POPIS ZMEN V EXTERNICH ROZHRANICH

Z duvodu zajisténi vysoké propustnosti a rychlé distribuce zprav z trhu VDT/VT se rozsituje CS OTE o dalsi
platformu podporujici AMQP protokol. AK v oblasti téchto trhii bude jiz vyhradné probihat prostfednictvim
komunikace s AMQP serverem RabbitMQ.Oproti soucasnému feSeni AK nebude vyzadovano zvlastni
nastaveni/povoleni na strané OTE. Rozhrani pro AMQP server RabbitMQ bude v8em t¢astnikiim k dispozici
bez rozliSeni klienta (identifikace prostfednictvim certifikatu)

Ucastnik si musi provést implementaci svého klienta, ktery se bude k MQ serveru piipojovat a
prostfednictvim kterého bude posilat své pozadavky a pfijimat odpovédi a hromadné zpravy. Je mozné vyuzit
AMQP Klientskou knihovnu RabbitMQ — viz.webové stranky produktu www.rabbitmg.com .

Postup navazani komunikace a jednotlivé komunikaéni scénafe jsou popsané v nasledujicich ¢astech.

2.1. Komunikac¢ni protokol

Komunikace s MQ serverem probiha prostfednictvim protokolu AMQP (Advanced Message Queuing
Protocol). Jedna se o otevieny standard pro komunikaéni vrstvu aplikaci pracujicich na datové vyméné
pomoci zprav. Implementace bude provedena prostfednictvim MQ serveru RabbitMQ verze 3.6.X .

AMAQP standard definuje zakladni entity:
e Exchange — vstupni bod pro pfijem zpravy

e Routes — smérovani (distribuce) zpravy
e Queue — Vystupni fronta zprav

Publish

Publisher 3

Obrazek 1 — Komunikace s MQ serverem

2.2. Pfipojeni na MQ server

Pro pfipojeni jsou externimu ti¢astnikovi poskytnuté nasledujici technické informace: adresa RabbitMQ
serveru, port a identifikace virtual host (viz. dokumentace pro ptipojeni k RabbitMQ
http://www.rabbitmg.com/api-guide.html). Externi Gi¢astnik poskytuje OTE svuij klientsky certifikat.

Prvnim krokem je navazani spojeni ,, connection *“ na MQ server. Pro vytvoteni ,, connection “ je zapotiebi
klientsky certifikat u¢astnika, ktery je nutno nejprve zaregistrovat v systému OTE

Na zéklad¢ tohoto spojeni jsou vytvatfené komunikacni kanaly ,,channels®, které se ptfipojuji k jednotlivym
., queue “, které slouZi pro vzajemnou komunikaci mezi klientem a serverem.



http://www.rabbitmq.com/
http://www.rabbitmq.com/api-guide.html

D1.4.2 Externi rozhrani nové VDT/VT — format zprav XML

CS OTE
MQ server| |
Management
User y Default Request Queue ,
Request Exchange o
= I
- T —
— ] User_z
Request Exchange Reduest Quee
User_y | |
(client) V\
—
User_y |
Response Queue Response |
Exchange
< Response Queue _— AS server |
e _
User z
(client) User_y Broadeast I
Exchange |
\ Broadcast Queue g Heartbeat Exchange
(% )<
U |
ser_z
Broadcast Queue Broadcast Exchange |
N
I
I
| I
i} i} i i i i J |
1
J

Obrazek 2: Piipojeni k MQ serveru a architektura toku zprav

2.3. Typy vymény zprav
Pro komunikaci Klient — MQ server jsou pouzité dva zakladni typy komunikace:

o Dotaz-odpoveéd (request-response) — dotazy nebo pozadavky iniciované klientem, na které MQ server
asynchronné odpovi. Odpovéd’ je odeslana pouze iniciatorovi komunikace.

Hromadna zprava (broadcast) — plo$né rozesilani zprav z MQ serveru na klienty. Rozesilani se provadi na
zaklad¢ definovanych distribu¢nich pravidel a pfistupovych prav.

2.3.1. Request-Response komunikace

Kazdy uzivatel ma na RabbitMQ serveru vytvofenou svou privatni ,, Exchange “ S nazvem
,market.exchanges.clientRequest.[USER_ID/ “, ktera slouZzi pro zadavani pozadavki od klienta k MQ serveru.
Pravo zapisu do této konkrétni exchange ma pouze dany uzivatel.

Pro pfijem privatnich zprav pouziva uzivatel frontu nazyvanou ,,response queue‘, ktera neni predvytvoiena na
AMQP serveru, ale je vytvafena jednotlivymi klienty. Pti startu aplikace si musi klient vytvofit svou
anonymni frontu s automaticky generovanym nazvem, jehoz jméno je dale pouzito v elementu reply-to ve
vsech zpravach.

Typy pozadavkd:

e Pokyn (Management request) — zadani nabidky, modifikace, anulace Dotaz (Inquiry request) — dotaz
na obchodni data
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Pti zadani pozadavku typu ,,Pokyn® je uzivateli vracena okamzité¢ odpoveéd’ zpravou ,,AckResp* Tabulka 7 —
Struktura zpravy Logout Report

Acknowledgement Response (AckResp) (distribuovana do ResponseQueue) a po zpracovani pozadavku
V systému je odeslana odpovidajici odpoveéd’ na zadany pokyn (distribuovana do BroadcatQueue). Pokud dany
pokyn zpiisobi zménu v obchodnich datech, je odeslana hromadnd zprava na vSechny uzivatele, kterych se
zména tyka, s odpovidajicim obsahem.

Pti zadani pozadavku typu ,,Dotaz" je uzivateli odeslana ptislusna odpovéd’ do jeho privatni fronty pro
odpovédi (ResponseQueue).

2.3.2. Hromadné zpravy — Broadcast

Systém poskytuje 2 zakladni typy hromadnych zprav

Market data zpravy — zpravy o zméné v obchodnich datech a zméné stavu trhu. Zpravy jsou distribuované na
vsechny pfihlaSené uzivatele s piisluSnymi opravnénimi na dané trhy.Heartbeat zpravy — zpravy pro ovéfeni
aktivniho spojeni s klientem.Kazdy uzivatel ma na RabbitMQ serveru vytvofenou svou privatni frontu zprav
s nazvem ,,market.broadcastQueue.[USER_ID/ “, ke které je pfipojen a dané zpravy vybira. Pokud nebude
uzivatel zpravy prubézné vybirat, miize dojit k zahlceni jeho fronty a nové zpravy jiz nebudou do jeho fronty
zatazované. Tim se vystavuje riziku, Ze neobdrzi v§echny informace z trhu.

2.3.3. Distribuéni pravidla

Popis distribu¢nich pravidel uvadi nasledujici tabulka. Nekteré klice jsou dynamicky definované podle
aktualniho nastaveni trhu a pfistupovych prav uzivatele.

Distribuéni kli¢ Popis

public vefejna informace, distribuovana na vsechny uZzivatelé

public.<marketld> vefejné informace o daném trhu, distribuovana na vSechny uzivatelé, kteti maji
pristup na dany trh

public.trade.<prodName> vefejné informace o obchodu, distribuovana na vechny uzivatelé, kteti maji
pristup na dany produkt

PRTC_<particld> informace relevantni pro konkrétniho t¢astnika trhu

<prodName> informace relevantni pro produkt

<prodName>. PRTC_< particld> informace relevantni pouze pro PARTIC_ID vzhledem k produktu

trade informace o obchodech pouze pro administratory (obsahuji obé strany
obchodu)

halfTrade.<prodName>. PRTC_<particld> privatni informace o vzniklych obchodech (obsahuje pouze polovinu obchodu
pro daného tcastnika)

USR_<userld> privatni informace uréené pouze pro daného uzivatele

Tabulka 1 — Ptehled distribu¢nich pravidel

Pro nazornost je uveden nasledujici ptiklad na konkrétnim uzivateli.

Uzivatel: 123, Ucastnik: 12, Piistup na trh: INTRADAY, Dostupné produkty: INTRADAY 1H
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Uzivatel bude dostavat zpravy, které budou zaslany s nékterym z nasledujicich distribuénich kli¢a:

public

public.INTRADAY
public.trade.INTRADAY_1H
PRTC_12

INTRADAY_1H
INTRADAY_1H.PRTC 12
halfTrade.INTRADAY_1H.PRTC_12
USR_123

2.3.4. Pouziti sekvenci pro Broadcast zpravy

Sekvencni ¢isla jsou pouzité pro identifikaci potadi Broadcast zprav jestli néjaka zprava nebyla ztracena.
Sekvencni ¢islo neni pfimo obsazeno v téle zpravy, ale je soucasti hlavicky AMQP zpravy jako atribut
,,market-group-sequence.

Sekvence je vZdy navySena o jedna pro kazdou dalsi Broadcast zpravu. Sekvence jsou uchovavany pouze

vV paméti (nejsou ukladané), coz znamena, ze pfi restartu nebo ukonceni serveru bude nastavena na hodnotu 0.
Pokud klient obdrzi neo¢ekavanou hodnotu (hodnota je jina nez posledni ¢islo + 1), mél by si vyzadat aktudlni
data trhu z systému CS OTE.

Sekvenéni ¢isla jsou poéitané pro jednotlivé distribuéni klice (routing keys - atribut ,,market-group-id*
v zéhlavi zpravy). Pro jednotlivé distribucni seznamy budou tedy cisla sekvenci odli$na. Fronty pfipojené na
default broadcast exchange s stejnym distribu¢nim klicem obdrzi totozné ¢islo sekvence.

2.3.5. Neplatné a neroutovatelné dotazy

Pokud CS OTE systém nemtize zpracovat pozadavek z diivodu, Ze pozadavek neni koretni nebo nemiize byt
zpracovan, je odeslana negativni odpoveéd’. Odpovéd’ obsahuje detail s uvedenim diivodu, pro¢ pozadavek
nebyl zpracovan.

Pokud CS OTE systém nemitize zpracovat dotaz z divodu neplatné nebo chybé&jici verze v hlavicce zpravy, je
odeslana nativni error odpovéd’. Odpovéd’ ma nastaveny atribut content-type na hodnotu market /error. Télo
zpravy obsahuje chybovou zpravu kédovanou v UTF-8. Odeslani nativni chybové odpovédi je vyvolano
zjiSténou chybou pfi validaci zpravy systémem CS OTE. Tyto valida¢ni chyby mohou nastat v

nasledujicich ptipadech:

e Neplatné XML schéma

o Nevyplnén atribut User ID

e Nevyplnén atribut ContentType
e Nevyplnén atribut ReplyTo

e Nevyplnén atribut Correlationld

Pokud CS OTE systém nemize zpracovat pozadavek, protoze nebézi, pozadavek bude zruSen na stran¢
AMQP serveru a klient o této situaci bude informovan prostfednictvim jeho ,,return listener.

2.3.6. Zpracovani pri vypadku

V piipade, Zze AMQP server nebézi (z diivodu vypadku nebo restartu), klientské pfihlaseni je ztraceno. Pokud
ma klient registrovan ,,shutdown listener, obdrzi o vypadku notifikaci z AMQP serveru. Po Gspésném
opétovném piipojeni na AMQP server se klient musi opét piihlasit.
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2.4. Komunikac¢ni scénare

2.4.1. Prihlaseni, odhlaseni uzivatele

Zakladni komunikacni scénar pro piihlaseni, odhlaSeni uzivatele k systému a pozadavek na aktuélni informace
o systému. Uzivatel po navazani spojeni s MQ serverem, musi zah4jit datovou komunikaci prostfednictvim
pozadavku na prihlaSeni LoginReq. Pti tspésném ovéfeni je odpoveéd zprava UserRprt, v ptipadé neuspéchu
je odeslana zprava na klienta ErrResp.

Pti ukoncovani klienské aplikace, uzivatel je povinen poslat zpravu odhlaseni LogoutReq.Pokud uzivatel
neposle pozadavek na odhlaSeni, bude automaticky odhlasen dle definovanych pravidel pfi ztraté spojeni.

MQ server
Uzivatel Q

(iniciator poiadavku) LoginReq

— UserRprt

+---- ErrResp = —----

——  LogoutReq —»
<«—  LogoutRprt —————

I Pozadavek / odpovéd’
S — Tato zprava je z pohledu klienta synchronni. Klient ¢eka na odpoved’.
—

Obrazek 3 — Sekvenéni schéma piihlaseni/odhlaseni uzivatele

24.2. Prace s nabidkami

Uzivatel zada nabidku pomoci pozadavku OrdrEntry (pfipadné modifikaci prostiednictvim OrdrModify) a
aplikaéni server odpovi pomoci AckResp, Ze poZzadavek uspésné piijal nebo ErrResp v ptipadé chybné
definice zpravy. Po zpracovani nabidky server odesila klientovi zpravu o vysledku zavedeni/modifikace
nabidky prostiednictvim OrdrExeRprt.

Nasledné je odeslana vefejna zprava PblcOrdrBookResp na vSechny uzivatele o zméné vyvésky, pokud
zavedeni nabidky bylo Gsp&sné.

V ptipad¢, ze dojde ke vzniku obchodu, je vlastniku nabidky odeslana zprava TradeCaptureRprt a na vSechny
uzivatelé vefejna zprava MsgRprt a PblcTradeConfRprt. Pti vzniku obchodu odchazi i na vlastnika
protinabidky zpravy OrdrExeRprt a TradeCaptureRprt.

Je zde znazornéna i moznost dotazu na nabidky prostiednictvim OrdrReq.

10
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N UZivatelé
Uzivatel MQ server (cely trh)
(iniciator poiadavku)
{ OrdrEntry
¢ AckResp
< ---- OrdrExeRprt  _ _ ___ __ — — — . PblcOrdrBookDeltaRprt - - - -
------ MsgRprt ===
<« - - - - TradeCaptureRprt: = = = === - - - - - PblcTradeConfRprt - - - -»
—  OrdrModify
— AckResp
PblcOrdrBookDeltaRprt
<« ---- OrdrExeRprt ------- -—-- P e
+—— Pozadavek / odpovéd
oo Zprava odeslana jako distribuovana zprava.
—_—>
{4— Tato zprava je z pohledu klienta synchronni. Klient ¢ekd na odpovéd.

Obrazek 4 — Sekvenéni schéma zavedeni nabidky s jejim zobchodovanim a modifikace nabidky bez vzniku obchodu

" UZivatelé
Uzivatel MQ server (cely trh)
(iniciator poiadavku)
OrdrEntry
—_— —>
{ ¢ AckResp
ErrRes
<4+---- P -
+— Pozadavek / odpovéd
4“------- Zprava odeslana jako distribuovana zprava.
- Tato zprava je z pohledu klienta synchronni. Klient ¢eka na odpoved’.
—

Obrazek 5 — Sekvencni schéma zadani netspésné nabidky

11
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g UZzivatelé
Uzivatel MQ server cely trh)
(inicidtor poiadavku)
{ ModifvAllordrs ————»
— AckResp
<4 ----  ArdrExeRprt — -~ - - —- PblcOrdrBookDeltaRprt - - —»

OrdrExeRprt

OrdrReq T
<« ---- OrdrExeRprt -------

+— Pozadavek / odpovéd’

q4------- . o I . .
Zprava odeslana jako distribuovana zprava.

_—> Tato zprava je z pohledu klienta synchronni. Klient ¢eka na odpovéd'.

44—

Obrazek 6 — Sekven¢ni schéma hromadné modifikace nabidek (deaktivace) a nasledny dotaz na nabidky

Picture 6 - Sequential scheme of mass bid modification (deactivation) and subsequent request for bids

24.3. Dotaz na verejna data nabidek

Uzivatel zasle po pfihlaseni jednorazové pozadavek na seznam aktivnich nabidek na trhu prostfednictvim
PblcOrdrBooksReq a server odpovi opisem nabidek PblcOrdrBooksResp. Tim klient obrdZi plnou sadu
aktivnich nabidek v systému. Pokud doslo k zavedeni nové nabidky nebo modifikaci, dojde k odeslani
hromadné zpravy PblcOrdrBooksDeltaRprt.

Uzivatel MQ server

(iniciator poiadavku)

PblcOrdrBooksReq >

< PblcOrdrBooksResp
- —mmmm o PblcOrdrBooksDeltaRprt . — _ _ _ _ _ _ _ _ | ]
--—=—————---°"= PblcOrdrBooksDeltaRprt . _ _ _ _ _ _ _ _ _ _
_ L
— Vsechny zmény v
nabidkéch jsou
e e = PblcOrdrBooksDeltaRprt . _ _ _ _ _ _ _ _ _ _ d‘?tr‘buOVé“y na viechny
_ | uzivatele.

+— Pozadavek / odpovéd

4“------- Zprava odeslana jako distribuovéna zprava.

12
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Obrazek 7 — Sekvencni schéma provedeni dotazu na nabidky

24.4. Dotaz na verejna data obchodi

UZivatel zaSle pozadavek na obchody vzniklé na trhu prostiednictvim PblcTradeConfReq a server odpovi
opisem obchodu PblcTradeConfRprt. Nasleduji zpravy ze serveru v piipadé vzniku obchodu.

UZivatel MQ server

(iniciator poiadavku)

PblcTradeConfReq _

PblcTradeConfRprt

d-——=—=—=—=—==== PblcTradeConfRprt . _ _ _ _ _ _ _ _ __ _
R PblcTradeConfRprt  _ _ _ _ _ _ _ _ _ _ _
]
|
|
5 PblcTradeConfRprt  _ _ _ _ _ _ - _ - - _

4— Pozadavek / odpovéd

q4@------- Zprava odeslana jako distribuovana zprava.

Obrazek 8 — Sekven¢ni schéma provedeni dotazu na obchody

24.5. Dotaz na Informativni zpravy

Uzivatel po uspé$ném pfihlaseni si posle dotaz na server s pozadavkem MsgReq na seznam zprav.
V pozadavku mize specifikovat zda chce jen privatni zpravy nebo vetejné. Obdrzi dané zpravy za
pozadovany ¢as MsgRprt a dale jiz mu chodi distribuce novych zprav automaticky.
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Uzivatel

(iniciator poiadavku) MQ server
MsgReq
_
< MsgRprt
MsgRprt
m———mmmm . grpre .
[
|
]
- mmmm e MsgRprt  _ _ _ _ _ _ _____
< PoZadavek / odpovéd

Zprava odeslana jako distribuovana zprava.

Obrazek 9 — Sekvencni schéma provedeni dotazu na Zpravy trhu

2.4.6. Dotazy na Produkty a Kontrakty trhu

UZivatel si miize vyzadat seznam platnych produktt prostiednictvim dotazu ProdinfoReq a odpovéd’ piijde
zpravou ProdInfoRprt. V piipadé zmény produktu, piijde aktualizace opét zpravou ProdInfoRprt.

Obdobneé jsou zpravy pro informace o Kontraktech. Uzivatel si miize vyzadat seznam platnych kontraktii
prostfednictvim dotazu ContractinfoReq a odpovéd’ ptijde zpravou ContractinfoRprt. V piipadé zmény
kontraktu, pfijde aktualizace opét zpravou ContractinfoRprt.
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UZivatel v
server
(iniciator poiadavku) Q

ProdinfoReq

ProdinfoRprt

A

ContractinfoReq _—

ContractinfoRprt

A

ProdinfoRprt  _ _ _ _ _ __ _ ___

4 _____________
[
]
|
d----"-"=-"=-"=-=—=—==-= ContractInfoRprt ----------
— PoZadavek / odpovéd
4------- Zprava odeslana jako distribuovéna zprava.

Obrazek 10 — Sekvencni schéma provedeni dotazu na Produkty a Kontrakty

2.4.7. Dotaz na Stav trhu

UZzivatel si mize vyzadat informace o aktualnim stavu trhu prostfednictvim dotazu MktStateReq a odpovéd’
piijde zpravou MktStateRprt. V ptipadé zmény stavu trhu, pfijde aktualizace opét zpravou MktStateRprt. Tyto
zpravy slouzi k zjisténi aktudlniho stavu trhu, zda neni ,,Deaktivovan* — obchodovani je pozastaveno.

Uzivatel
sl s MQ server
iniciator pozadavku )

MktStateReq
_
< MktStateRprt
B MktStateRprt ~ _ _ _ _ _ _ _ _ _ _ _
]
|
|
d-----—-—=-—=-=-—=-=-=-=- MktStateRprt - - - - - - -~~~
«— PoZzadavek / odpovéd
4------- Zprava odeslana jako distribuovana zprava.

Obrazek 11 — Sekvenc¢ni schéma provedeni dotazu na Stav trhu
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2.5. Komunikaéni zpravy

Vsechny zpravy posilané mezi uzivatelem a VDT/VT aplikaci maji vlastni obsah zpravy definovan pomoci
XML formatu. Popis jednotlivych zprav je uveden v nasledujicich kapitolach.

2.5.1. Obecné informace

25.1.1. AMQP atributy

Atributy AMQP pouzité pro komunikaci mezi klientem a VDT/VT aplikaci.

AMQP Message Atribut Popis

content-type Contains information about the used XML payload version as well as the used message
type.
Valid content-type definitions are (version number has to be filled with the used
version):
. market/request; version=x (Used by the client when sending requests)
L] market/response; version=x
- market/broadcast; version=x
- market/heartbeat; version=x
L] market/error; version=x

Current version of messages is 2.

reply-to contains the queue name a response has to be sent to

user-id contains the login-id of the logged in system

correlation-id contains the request message id generated by client

expiration contains an optional entry specifying if the request should be deleted if not executed

within the specified time

contentEncoding contains gzip, if messages are compressed (content is encrypted using gzip method);
property is null if messages are not compressed.

Message compressing can be activated per message type (e.g. OrdrExeRprt) .

market-group-sequence Identify the order of the broadcasts counted for ,,market-group-id“. Only for broadcast
message.
market-group-id Identification of routing key belongs to attribute ,,market-group-sequence. Only for

broadcast message.

timestamp Timestamp of distributed message fulfilled by RabbitMQ server. For more information
you can see at https://www.rabbitmg.com/releases/rabbitmg-java-
client/v3.6.1/rabbitmg-java-client-javadoc-

3.6.1/com/rabbitmg/client/ AMQP.BasicProperties.html#get Timestamp().

Tabulka 2 — Atributy zpravy dle AMQP

2.5.1.2. Konvence XML
V definici zprav jsou pouzité nasledujici konvence:

Tagy element jsou pouZity pro definovani datovych struktur.Data jsou obvykle uvedené v
atributech.Typy:Elementy jsou zvyraznéné tu¢né, kdezto atributy nejsou zvyraznéné tucnéSE: Structure
Element. Data nejsou uvadéné mezi tagy, ale mohou obsahovat atributy. (Sedé pozadi, tu¢né¢)CE: Content
Element. Data jsou vlozena mezi tagy, mohou také obsahovat atributy (tuéné).A: Atributy Elementt.Poradi
elementl a atributi neni zaru¢eno a miize se zmenit.
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2.5.1.3. Hodnoty mnozstvi ve zpravach

Hodnoty mnozstvi ve v§ech zpravach jsou uvadéné jako celociselné. Vlastni hodnota je dana skupinou
atribut ve zpravé ProdInfoRprt - decShftQty, smallestTrdUnit a gtyUnit (viz. kapitola 2.5.4.13).

Atribut decShftQty uréuje pozici desetinné ¢arky v zadaném celociselném ¢isle (napi. hodnota mnozstvi 5200
s atributem decShftQty = 3, znamena hodnotu 5,200).

Atribut smallestTrdUnit uréuje nejmensi krok pro zadani mnozstvi (napt. smallestTrdUnit = 100 a
decShftQty = 3 znamen4, ze mnozstvi je mozné zadavat s krokem 0,1).

Atribut gtyUnit definije jednotku mnozstvi

2.5.1.4. Hodnoty ceny ve zpravach

Hodnoty tykajici se cen jsou ve vSech zpravach uvadéné jako celociselné. Vlastni hodnota je dana skupinou
atributti ve zpravé ProdInfoRprt - decShftPx, tickSize a currency (viz. kapitola 2.5.4.13).

Atribut decShftPx urcuje pozici desetinné ¢arky v zadaném celoc¢iselném ¢isle (napt. hodnota mnozstvi 3624 s
atributem decShftPx = 2, znamena hodnotu 36,24).

Atribut tickSize urcuje nejmensi krok pro zadani ceny (napi. tickSize =1 a decShftPx = 2 znamena, Ze cenu
je mozné zadavat s krokem 0,01).

Atribut currency definije ménu pro obchodovani.

2.5.1.5. Format datumovych polozek ve zpravach
Datumové polozKy jsou definované jako “DateTime” typy. Format téchto polozek v XML zpravach je
nasledujici:

YYYY-MM-DDThh:mm:ssZ2 (2016-03-18T16:32:032)

Symbol Popis Priklad
YYYY Rok 2016
MM Mésic 03
DD Den 18
T Oddélovac sekce datumu a ¢asu T
hh Hodina (0-23 h) 16
mm Minuta 32
Ss Sekunda 03
Z Nulova ¢asova zona = UTC Cas Z

Vsechny datumy a Casy jsou uvadéné vyhradné v UTC.

2.5.1.6. Heartbeat zprava

Heartbeat zprava obsahuje text s atributy “server-timestamp” a ,,interval-length. Oba atributy jsou
v milisekundach. Prvni pfedstavuje rozdil mezi aktualnim ¢asem a datem 1.1.1970 0:00:00 UTC.

Priklad zpravy: server-timestamp=1468251175238;interval-length=30000
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2.5.1.7. Standardni hlavi¢ka zpravy

Kazda zprava obsahuje standardni hlavicku s nasledujicimi atributy.

XML Tag Type | m/o | No. | Data Type Short description
StandardHeader SE m Structure
marketID A m Char(4) Market Identification Code (MIC) of the market to which the request is

sent or from which the request originates.
The following values are allowed:

"IM": Intraday market.

"BALM": Balancing market

clientData SE o | 0.1 [Structure

clientDatalnt A 0 Integer The client data fields in this section can be used by the client to store
clientDataString A 0 String information or meta-data about a request.

clientCorrelationld A 0 String The content in these fields is not used by CS OTE system.

Content is send back to client in response.

Tabulka 3 — Hlavicka zpravy

2.5.1.8. Popis parametru jednotlivych zprav
V nasledujicich kapitolach jsou definované nasledujici parametry zprav:

e Typ -typzpravy
o Inquiry Request — dotaz na data
o Management request — vykonny pokyn
o Broadcast —hromadnd zprava
e Role — pfistupnost zpravy dle role
e Smeérovaci kli¢ (Routing key) — smérovani zpravy na MQ serverLimit zprav — max. pocet zprav daného
nazvu za definovany cas, které budou serverem zpracovany pro jednotlivé uzivatele, aniz by byly
odmitnuté. Definice formatl a/b, pfiCemz ,,a“ pfedstavuje max. pocCet zprav za 1 minutu a ,b“ max.
pocet zprdv za 1 hodinu. Pokud neni limit uveden, pocet zprdv neni omezen. Limit je pocitan
oddélené pro kazdé marketID.

2.5.2. Obecné dotazy a odpovédi

2.5.2.1. Login Request (LoginReq)

LoginReq

Type: Inquiry Request

Roles: <All>

Routing Keys: market.request.inquiry
Request Limits: 3/20

Pozadavek na piihlaseni do systému . Systém odpovi zpravou ,,UserReport™.

XML Tag Type | m/o | No. | Data Type Short description
LoginReq SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
user A m String Login ID of the user that want to login to the CS OTE system.
force A m Boolean Flag that indicates if this user want to force a login even if a user with the
same credentials is already logged in into the CS OTE system.
disconnectAction A m String Action that will be executed in case of an unexpected connection loss
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between user and CS OTE system, irrespective of where the connection
loss will be (user — AMQP — CS OTE system).

The following values are allowed:

"NO": No action is executed.

"DEACT_USER_ORDRS": All orders of this user will be deactivated.

Tabulka 4 — Struktura zpravy Login Request

2.5.2.2. User Report (UserRprt)

UserRprt

Type: Management Response, Broadcast

Response to: LoginReq  (sent to the user-generated private  response queue or a broadcast to
market.broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing USR <login-id>

Keys:

Roles: <All>

Zprava obsahuje zakladni atributy uzivatele. ,,User Report“ je vracen jako odpovéd na ,,Login Request” a je
také distribuovan pii zméné konfigurace piifazeni uzivatele k produktim.

XML Tag Type | m/o | No. | Data Type Short description

UserRprt SE m Structure

StandardHeader SE m Structure  |Standard header of each message. Please see chapte 2.5.1.7.
usrld A m Integer The unique identifier of a user.

sessionld A m Long The current session id of the user given after login to the system.
state A m Char(4) Current state of the User. The following values are allowed:

"ACTI": User is active. It is possible to trade using this User.

"DELE": User is deleted. Trading using this User is not possible.

"SUSP": User is suspended. Trading using this User is not possible.

prtcld A m Integer The participant id the user belongs to.
name A m String Name of the user.
connectionLossMsg A 0 String In case of a connection loss for the previous user session, this field is
filled with a connection loss message, indicating the connection loss
event with date and time and the logout action executed by the CS OTE
system.
Assgs SE m 1 |Structure
usrRole CE 0 | 0..n [String Contains the user roles assigned to the user
prdAssg CE o | 0..n |[String Contains the products for the user
DlvryArea SE 0 | 0.n [Structure |Delivery Area
dlvryAreald A m String Delivery Area Id.
revisionNo A m Long Revision number. With every change of the delivery area this value is
increased by one.
state A m Char(4) Current state of the delivery area. The following values are allowed:

"IACT": Delivery area is inactive and thus not tradable.

"ACTI": Delivery area is active. It is possible to trade in that area.
name A m String Name of the delivery area usually used for display purposes.
longName A m String Long name of the delivery area usually.
prodName CE o | 0..n [String List of assigned products to the delivery area.

Tabulka 5 — Struktura zpravy User Report

2.5.2.3. Logout Request (LogoutReq)

LogoutReq

Type: Inquiry Request

Roles: <All>

Routing Keys: market.request.inquiry
Request Limits: 3/20
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Pozadavek na odhlaseni uzivatele ze systému.

XML Tag Type | m/o | No. | Data Type Short description
LogoutReq SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
sessionld A m Long Session id of the PX session passed to the PX on login.

Tabulka 6 — Struktura zpravy Logout Request

2.5.2.4. Logout Report (LogoutRprt)

LogoutRprt

Type: Inquiry Response, Broadcast

Response to: LogoutReq (sent to the user-generated private response queue or a broadcast to market .
broadcastQueue.<login-id>)

Broadcast: Yes

Broadcast Routing Keys:  |USR_<login-id>

Roles: <All>

Zprava o odhlaseni uZzivatele ze systému. Je odeslana jako odpoveéd’ na pozadavek o odhlaseni Logout
Request” nebo hromadna zpréva jako disledek konkuren¢niho ptihlaseni stejného uzivatele s vynucenym
prihlasenim (force=true)

XML Tag Type | m/o | No. | Data Type Short description
LogoutRprt SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
sessionld A m Long Session id of the PX session passed to the PX on login.
usrld A m Integer User ID identification.
xt A 0 String Text field containing information about the reason of the logout.

Tabulka 7 — Struktura zpravy Logout Report

2.5.25. Acknowledgement Response (AckResp)

AckResp

Type: Management Response

Response to: OrdrEntry; OrderModify; ModifyAllOrdrs: (sent to the user-generated private response queue)
Broadcast: No

Routing Keys:

Roles: <All>

Potvrzujici zprava o prijeti pokynu ke zpracovani.

XML Tag Type | m/o | No. | Data Type Short description
AckResp SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.

Tabulka 8 — Struktura zpravy Acknowledgement Report

2.5.2.6. Error Response (ErrResp)

ErrResp
Type: Inquiry Response; Management Response; Broadcast
Response to: <AlI> (sent to the user-generated private response queue or a broadcast to market .
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broadcastQueue.<login-id>)

Broadcast: Yes

Broadcast Routing USR <login-id>
Keys:

Roles: <All>

Chybova zprava distribuovana v ptipadé neuspésného provedeni pokynu/dotazu.

XML Tag Type | m/o | No. | Data Type Short description
ErrResp SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
Error SE m | 1.n |Structure
errCode A m Integer Predefined error codes.
Some error messages do not have a specific error code. In this case the
value is 0.
errEn A m String The error message for this error — English version.
errCz A m String The error message for this error — Czech version.
clOrdrld A 0 Char(40) Client order ID.
Tabulka 9 — Struktura zpravy Error Report
2.5.3. Zavedeni a sprava nabidek
2.5.3.1. Order Entry (OrdrEntry)
OrdrEntry
Type: Management Request
Roles: EmtasimIns, EmtasBalmins

Routing Keys:

market.request.management

Zavedeni jedné nebo vice nabidek. Max. pocet nabidek v ramci jedné zpravy je 25.

XML Tag Type i/m/o| No. | Data Type Short description
OrdrEntry SE | m Structure
StandardHeader SE | m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
OrdrList SE | m 1 |Structure |List of all orders contained in the basket.
Ordr SE | m | 1. |Structure
25
state A |o Char(4) “ACTI”: The order is entered and immediately exposed to the market for
execution. This is the default value.
“HIBE”: The order is entered into the CS OTE system but not exposed to
the market.
validityRes A |o Char(3) Validity restriction of the order. If this field is omitted, the order will be

treated as a “Good for Session” order. Valid values:

“GFS” (Good for trading session): The order rests in the order book until
it is either executed, removed by the user or the current trading session
(trading phase) of the underlying contract ends.

“GTD”. The order rests in the order book until the date specified in the
validityDate field.

“NON” (No validity restriction): Mandatory for orders with the execution
restriction “FOK” or “IOC”.
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XML Tag Type m/o, No. | Data Type Short description

validityDate A | o DateTime |This field is mandatory in case of validityRes equals “GTD”. It is used to
define the date until which the order is valid. The remaining part of the
order will be removed from the order book after this point in time.

txt A | o String Comment entered by the user. Maximum possible length is 250
characters.

type A |m Char(1) Order type. Valid values:
“0”: Regular limit order (for all predefined contracts).
“I”: Iceberg order.
“B”: User defined block order.

divryAreald A | m String Defines the delivery area of the order.Valid value is “CZ”.

ordrExeRestriction A |o Char(3) Execution restriction of the order.
Valid values:
“NON”: No restriction. This is the default.
“FOK” (Fill or Kill): The order is immediately fully executed or deleted.
“IOC” (Immediate and cancel): The order is executed immediately to its
maximum extend. In case of a partial execution, the remaining volume is
removed from the order book.
“AON?” (All or None): The order must be filled completely or not at all.
The order stays in the order book until it is executed or removed by the
system or user. This execution restriction can be used only in combination
with User Defined Block Orders (for which only AON execution
restriction is allowed).

qty A |m Integer Contains the total quantity of the order. In case of an Iceberg order this
field corresponds to the hidden quantity + display quantity.

displayQty A |o Integer Used to define display quantity of an Iceberg Order. This field is required
only in the case of type="T".

pX A |o Long Limit price of the order in currency defined by contracts. Value is
multiplied by 100, e.g. 1 Euro = 100.

ppd A | o Long Peak price delta for Iceberg orders.

e  The ppd of buy orders must be smaller or equal than zero.
. The ppd of sell orders must be greater or equal than zero.

If it is omitted the system will assume a value of “0,00”.

side A |m String Defines on which side of the market the order is entered (“BUY”,
“SELL).

contract A |o String Contract code identifier. Applicable for orders for pre-defined contracts
only.

dlvryStart A |o DateTime |Start of delivery of the underlying contract. Applicable for User Defined
Block Orders only. The attribut is ignored if contract is filled in.

divryEnd A | o DateTime |End of delivery of the underlying contract. Applicable for User Defined
Block Orders only. The attribut is ignored if contract is filled in.

clOrdrid A | o String Client Order Id with a maximum length of 40 characters.

Tabulka 10 — Struktura zpravy Order Entry Message

2.5.3.2. Order Modify (OrdrModify)

OrdrModify

Type: Management Request

Roles: EmtasimIns, EmtasBalmIns

Routing Keys: market.request.management

Zprava pro modifikaci jedné nebo vice nabidek. Max. pocet nabidek v ramci jedné zpravy je 25.
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XML Tag Tgp m/o| No. Data Type Short description
OrdrModify SE m 1  |Structure
StandardHeader SE | m Structure Standard header of each message. Please see chapter2.5.1.7.
ordrModType A m Char(5) Offers the possibility to activate, deactivate, modify or delete all
orders contained in the basket.
“ACTI”: Activate all orders contained in this basket. Already
active orders are ignored.
“HIBE”: Deactivates (hibernates) all orders contained in the
basket. Hibernated orders are removed from the order book but are
still available for modification or activation in the own orders list.
“MODI”: Modifies all orders in the basket.
“DELE”: Deletes all orders in the basket.
OrdrList SE |m 1  |Structure List of all orders contained in the basket.
Ordr SE | m | 1.25 [Structure Definition of a single order.
validityRes A 0 Char(3) Validity restriction of the order. If this field is omitted, the order
will be treated as a “Good for Session” order. Valid values:
“GFS” (Good for trading session): The order rests in the order
book until it is either executed, removed by the user or the current
trading session (trading phase) of the underlying contract ends.
“GTD” (Good till date): The order rests in the order book until the
date specified in the validityDate field.
“NON” (No validity restriction): Mandatory for orders with the
execution restriction “FOK” or “IOC”.
validityDate A 0 DateTime This field is mandatory in case of validityRes equals “GTD”. It is
used to define the date until which the order is valid. The remaining
part of the order will be removed from the order book after this
point in time.
type A m Char(1) Order type. It must be the same as order type of original order.
Order type can’t be changed by modification.
Valid values:
“0”: Regular limit order (for all predefined contracts).
“1”: Iceberg order.
“B”: User defined block order.
txt A 0 String Comment entered by the user. Maximum possible length is 250
characters.
ordrExeRestriction A 0 Char(3) Execution restriction of the order.
Valid values:
“FOK” (Fill or Kill): The order is immediately fully executed or
deleted.
“IOC” (Immediate and cancel): The order is executed immediately
to its maximum extend. In case of a partial execution, the
remaining volume is removed from the order book.
“NON”: No restriction. This is the default.
“AON?” (All or None): The order must be filled completely or not
at all. The order stays in the order book until it is executed or
removed by the system or user. AON execution restriction can be
used only in combination with User Defined Block Orders (for
which only AON execution restriction is allowed) and hence can’t
be changed by modification.
qty A m Integer Contains the total quantity of the order. In case of an Iceberg order
this field corresponds to the hidden quantity + display quantity.
displayQty A 0 Integer Used to define display quantity of an Iceberg Order.
px A 0 Long Limit price of the order in currency defined by contract. Value is
multiplied by 100, e.g. 1 Euro = 100.
ppd A 0 Long Peak price delta for Iceberg orders.
e  The ppd of buy orders must be smaller or equal than
zero.
. The ppd of sell orders must be greater or equal than
zero.
If it is omitted the system will assume a value of ““0,00”.
ordrid A m Long Order Id as returned by the CS OTE system. This value is used to
identify the order to be modified.
revisionNo A m Long The latest revision number of the order must be provided by the
user. In case the CS OTE has another revision number of currently
valid order, it will reject the request with an ErrResp.
clOrdrid A 0 String Client Order Id with a maximum length of 40 characters.

Tabulka 11 — Struktura zpravy Order Modify Message
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2.5.3.3. Order Request (OrdrReq)

OrdrReq

Type: Inquiry Request

Roles: EmtasimTsAcc, EmtasBalmTsAcc
Routing Keys: market.request.inquiry
Request Limits: 1/10

Dotaz na stav vlastnich nabidek.

XML Tag Type | m/o | No. |Data Type Short description
OrdrReq SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7 .
contract CE 0 0.. |String List of contract codes If no contract code is given, the own orders for all
1000 contracts assigned to the requesting user are returned.

Tabulka 12 — Struktura zpravy Order Request

2.5.3.4. Order Execution Report (OrdrExeRprt)

OrdrExeRprt

Type: Management Response; Broadcast

Response to: OrdrEntry; OrdrModify; OrdrReq; ModifyAllOrdrs;
(sent to the user-generated private response queue or a broadcast to market .broadcastQueue.<login-
id>)

Broadcast: Yes

Broadcast Routing <prodName>.<particId>

Keys:

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Zprava o uspeésné modifikaci nabidky. Zprava je odeslana ucastnikiim trhu v nasledujicich ptipadech:

e Uspésné zavedeni nabidky
e 1Uspésna modifikace nabidky
e castecné nebo uplné zobchodovani nabidky
e jako odpovéd’ dotazu na nabidku (pouze v tomto ptipadé€ je odeslana do privatni fronty pro odpovédi,
Vv ostatnich pfipadech je odeslana do fronty pro hromadné zpravy)
XML Tag Type | m/o | No. | Data Type Short description
OrdrExeRprt SE m | 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
OrdrList SE o |0.1 |Structure
Ordr SE 0 | 0..n |Structure
action A m String Code of the last action provided on the order. Valid values are:
“UADD”: Order added by user.
“UHIB”: Order hibernated by user.
“UMOD”: Order modified by user.
“UDEL”: Order deleted by user.
“SHIB”: Order hibernated by the system.
“SMOD”: Order modified by the system.
“SDEL”: Order deleted by the system.
“FEXE”: Order is fully executed. If an order comes into the system and gets
executed immediately by matching an already existing order only one
OrdrExeRprt for this order is sent with action FEXE or PEXE.
If an order comes into the system and gets executed by a later entered order
two messages are sent. One for the order entry with UADD and later one for
the execution with either FEXE or PEXE.
“PEXE”: Partial execution of order.
“IADD”: A new slice of an Iceberg order was added to the service.
validityRes A 0 Char(4) Validity restriction of the order. If this field is omitted, the order will be treated
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XML Tag

Type | m/o | No. | Data Type

Short description

as a “Good for Session” order. Valid values:

“GFS” (Good for trading session): The order rests in the order book until it is
either executed, removed by the user or the current trading session (trading
phase) of the underlying contract ends.

“GTD” (Good till date): The order rests in the order book until the date
specified in the vidtyDate field.

“NON” (No validity restriction): Mandatory for orders with the execution
restriction “FOK” or “IOC”.

validityDate

DateTime

This field is mandatory in case of validityRes equals “GTD”. It is used to
define the date until which the order is valid. The remaining part of the order
will be removed from the order book after this point in time.

timestmp

m DateTime

Timestamp of the order entry as determined by the CS OTE system. This
timestamp determines the execution priority in case of identical limit prices.

revisionNo

m Long

This value is increased in case of a partial execution, hibernation, modification
without execution priority change.

usrCode

m String

User code of the user who entered the order.

state

>> > >

m Char(4)

The current state of the order in the system. Valid values:

“HIBE”: The order is entered into the XBID SOB system but not exposed to
the market.

“ACTI”: The order is entered and immediately exposed to the market for
execution

“IACT?”: The order is inactive due time validity or fully executed.

“DELE”: The order is deleted

type

Char(1)

Order type. Valid values:

“0”: Regular limit order (for all predefined contracts).
“1”: Iceberg order.

“B”: User defined block order.

dirvyAreald

m String

Defines the delivery area of the order. Valid value is “CZ”.

txt

String

Comment entered by the user. Maximum possible length is 250 characters.

ordrExeRestriction

> > >
o

o} Char(3)

Execution restriction of the order.

Valid values:

“FOK” (Fill or Kill): The order is immediately fully executed or deleted.
“IOC” (Immediate and cancel): The order is executed immediately to its
maximum extend. In case of a partial execution, the remaining volume is
removed from the order book.

“NON”: No restriction.

“AON” (All or None): The order must be filled completely or not at all. The
order stays in the order book until it is executed or removed by the system or
user. AON execution restriction can be used only in combination with User
Defined Block Orders (for which only AON execution restriction is allowed)
and hence can’t be changed by modification.

totalQty

m Integer

The total quantity entered with this order. If the order is partially matched, the
totalQty still contains the original quantity value.

qty

m Integer

Contains the quantity exposed to the market. In case of an Iceberg Order this is
the rest of the display quantity.

hiddenQty

o] Integer

Contains the hidden quantity of the Iceberg order. The total executable quantity
may be calculated by adding the hiddenQty to the gty.

displayQty

Integer

Used to define display quantity of an Iceberg Order.

pX

o] Long

Limit price of the order in currency defined by contract. Value is multiplied by
100, e.g. 1 Euro = 100.

ppd

Long

Peak price delta for Iceberg orders.

side

>> >»>» > > >
o

S|o

String

Defines on which side of the market the order is entered. Valid values:
“BUY”: Buy order.
“SELL”: Sell order.

contract

String

Contract code identifier.

ordrld

Long

Order Id as returned by the CS OTE system.

lastUpdateUsrCode

String

Information about the user who last updated the order

clOrdrid

> >\ > >
o|3|3|3

String

Client Order Id with a maximum length of 40 characters. This value is not
modified by the CS OTE system and may be used by Client applications to
identify orders.

2.5.35.

Tabulka 13 — Struktura zpravy Order Execution Report

Modify All Orders (ModifyAllOrdrs)

ModifyAllOrdrs

Type:

Management Request

Roles:

EmtasimIns, EmtasBalmins

Routing Keys:

market.request.management
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Zprava pro hromadnou aktivaci, deaktivaci a zruSeni nabidek.

XML Tag e m/o | No. _Il?ata Short description
ype
ModifyAllOrders SE Structure
StandardHeader SE m Structure |Standard header of each message. Please see chapter 2.5.1.7.
prtcid A 0 String Unique identifier of a partic. One and only one of these
usrld A 0 Integer  |Unique identifier of a user. attributes must be supplied.
ordrModType A m Char(4) |Modification type for the orders:
“ACTI”: Activate all orders. Already active orders are ignored.
“HIBE”: Deactivates (hibernates) all orders. Hibernated orders are
removed from the order book but are still available for modification or
activation in the own orders list.
“DELE”: Deletes all orders.
contract CE o |0. String List of contract codes If no contract code is given, the own orders for
1000 all contracts assigned to the specified participant or user are changed.

Tabulka 14 — Struktura zpravy Modify All Orders Message

2.5.4. Informace o trhu

2.5.4.1. Public Order Books Request (PblcOrdrBooksReq)

PblcOrdrBooksReq

Type: Inquiry Request

Roles: <All>

Routing Keys: market.request.inquiry
Request Limits: 2/20

Pozadavek na vyvésku pozadovaného kontraktu.

XML Tag Type | m/o| No. | Data Type Short description
PblcOrdrBooksReq SE 1 | Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
contractType A (m) Char(3) Defines which kind of contracts should be retrieved:

Possible values are:

“ALL” — All kind of contracts (pre-defined and user-defined)
“PDC” — Only pre-defined contracts

“UDC” - Only user-defined contracts

This attribute is ignored when contractld is specified.

prodName CE | (m) 0.. |String List of product names. All order books for these products are returned.
1000 Delivery area may be specified to filter the result.

Please note: If no product name is given, at least one contract (see
below) must be provided.

contract CE | (m) 0.. |String List of contract codes.
1000 Please note: If no contract is given, at least one product name (see
above) must be provided. If both values are given the contract is taken.
divryAreald CE 0 0.. |String Delivery areas for which the order book(s) should be retrieved.
1000

Tabulka 15 — Struktura zpravy Public Order Books Request

2.5.4.2. Public Order Books Response (PblcOrdrBooksResp)

PblcOrdrBooksResp
Type: Inquiry Response
Response to: PblcOrdrBooksReq (sent to the user-generated private response queue)
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Broadcast: No
Broadcast Routing -—=
Keys:

Roles: <All>

Vetejné informace o aktualnich nabidkach daného kontraktu.

Zprava je distribuovana jako odpovéd’ na dotaz “Public Order Book Request”.

XML Tag Type | m/o | No. | Data Type Short description
PblcOrdrBooksResp SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
OrdrbookList SE o | 0.1
OrdrBook SE 0 | 0..n |Structure
revisionNo A m Long This value is increased in case of any change in the order book. Please
note: revision numbers of order book are stored in memory only (not
persistent) on CS OTE system. After a restart of CS OTE system, the
revision numbers of order books will start from 0 again.
contract A m String Contract code identifier.
dlvryAreald A m String Delivery Area to which the attached order books refer to.
lastPx A 0 Long Last traded price.
pxDir A o} Integer Defines the direction of the price movement with regard to the last 2
trades happened and that are relevant for this orderbook. Valid values are:
-1: Price decreased
0: Price unchanged
1: Price increased
lastQty A 0 Integer Last traded quantity.
totalQty A 0 Long The total quantity traded during this trading session.
lastTradeTime A 0 DateTime |Timestamp of the last execution.
highPx A 0 Long Highest traded price since the start of the trading period.
lowPx A 0 Long Lowest traded price since the start of the trading period.
SellOrdrList SE o | 0.1 [Structure
OrdrBookEntry SE 0 | 0..n |Structure
ordrld A m Long Order Id as determined by the CS OTE system.
qty A m Integer The quantity of the order which is exposed in that delivery area.
pXx A m Long Limit price of the order in currency defined by contract. Value is
multiplied by 100, e.g. 1 Euro = 100.
ordrEntryTime A m DateTime |Timestamp of the order.
ordrExeRestriction A o} Char(3) Execution restriction of the order. This attribute is set only in case of
AON orders (value = “AON”).
ordrType A o] Char(1) “0”: Regular limit order.
“I”: Iceberg order.
“B”: User defined block order.
BuyOrdrList SE o | 0.1 [Structure
OrdrBookEntry SE 0 | 0..n |Structure
ordrld A m Long Order Id as determined by the CS OTE system.
qty A m Integer The quantity of the order which is exposed in that delivery area.
pX A m Long Limit price of the order in currency defined by contract. Value is
multiplied by 100, e.g. 1 Euro = 100.
ordrEntryTime A m DateTime |Timestamp of the order.
ordrExeRestriction A 0 Char(3) Execution restriction of the order. This attribute is set only in case of
AON orders (value = “AON”).
ordrType A o] Char(1) “0”: Regular limit order.
“I”: Iceberg order.
“B”: User defined block order.
Tabulka 16 — Struktura zpravy Public Order Books Report
2.5.4.3. Public Order Books Delta Report (PblcOrdrBooksDeltaRprt)
PblcOrdrBooksDeltaRprt
Type: Broadcast
Response to: n/a
Broadcast: Yes
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Broadcast Routing <prodName>
Keys:
Roles: <All>

Zprava Public Order Book Delta Report je zaslana pii zavedeni nebo zméné aktivni nabidky. Zprava obsahuje
vSechny zménéné nabidky od pfedchozi distribuce zpravy PblcOrdrBooksDeltaRprt pro dany kontrakt.

Format zpravy je shodny se zpravou PblcOrdrBooksResp.

2.5.4.4. Message Request (MsgReq)
MsgReq

Type: Inquiry Request

Roles: <ALL>

Routing Keys:

market.request.inquiry

Request Limits:

1/10

Dotaz na zpravy obchodniho systému, které vznikly na obchodnim systému v minulosti. Mozné se dotazovat
maximalné na zpravy za 1 den zpétné.

XML Tag Type | m/o | No. | Data Type Short description

MsgReq SE 1 |Structure

StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.

type A m Char(7) Defines what kinds of messages are returned, allowing filtering the
messages on a request level.
Valid Values:
"ALL": Return all messages.
""PUBLIC'": Return only public messages.
"PRIVATE": Return only private messages.

endDate A m DateTime |Timestamp defining to which point in time the messages should be
retrieved.

startDate A m DateTime |Timestamp defining from which point in time the messages should be
retrieved. It is possible only to retrieve messages from the last 1 day.

Tabulka 17 — Struktura zpravy Message Request

2.5.45. Message Report (MsgRprt)

MsgRprt

Type: Inquiry Response, Broadcast

Response to:

MsgReq (sent to the user-generated private response queue or a broadcast to
market.broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing PRTC <particId>

Keys: <prodName>
<prodName>.PRTC <particId>
public

Roles: <All>

Zpravy z obchodniho systému jsou zaslany jako odpovéd’ dotazu na zpravy “Message Request” a dale
distribuovany pii vzniku nové zpravy v obchodnim systému.

XML Tag Type | m/o | No. | Data Type Short description
MsgRprt SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter2.5.1.7.
MsgList SE o | 0.1
Msg SE o | 0.n
msgld A m Integer The message Id as assigned by the CS OTE system.
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type A m Defines the message type.

Valid Values:

"PUBLIC": The message is a public message.
"PRIVATE": The message is a private message.

contract A 0 String Underlying contract.
timestmp A m DateTime |Timestamp of the message as assigned by theCS OTE system.
svrty A m String Severity of the message:

"URG"': Urgent message.

"ERR'™: Error.

"HIG": High prioritized message.
""MED": Medium prioritized message.
"LOW"': Low priority message.

mrktSupervisionMsg A m Boolean Determines if the message has been send by market supervision

tXtEn A m String Message text. — English version.

txtCz A m String Message text — Czech version.

sellDlvryAreald A o} String In case of an order execution, this field contains the delivery area of the
sell side.

buyDlvryAreald A o} String In case of an order execution, this field contains the delivery area of the
buy side.

Tabulka 18 — Struktura zpravy Message Report

2.5.4.6. Trade Capture Request (TradeCaptureReq)

TradeCaptureReq

Type: Inquiry Request

Roles: EmtasimTsAcc, EmtasBalmTsAcc
Routing Keys: market.request.inquiry
Request Limits: 7/35

Dotaz na vlastni obchody. Mozné se dotazovat max. 7 dni zpétn¢€ s maximalnim rozpétim datumt 24 hodin
(hodnoty omezeni jsou systémove nastavitelné). V ptipadé chybnych vstupnich parametrti je vracena odpovéd’
,,ErrResp®.

XML Tag Type | m/o | No. | Data Type Short description

TradeCaptureReq SE

StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
startDate A m DateTime |Start of the period for which the trades are retrieved. This value must

fulfil the following conditions:
e  endDate — startDate <= 24 hours

endDate A o} DateTime |End of the period for which the trades are retrieved. The following
condition must be fulfilled:

e  endDate — startDate <= 24 hours
If no end date is given, the CS OTE system will return all trades until
midnight of the start date. In case of invalid value Error Message is
returned stating that diff is bigger than max value.

Tabulka 19 — Struktura zpravy Trade Capture Request
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2.5.4.7. Trade Capture Report (TradeCaptureRprt)

TradeCaptureRprt

Type: Inquiry Response, Broadcast

Response to: TradeCaptureReq (sent to the user-generated private response queue or a broadcast to market .
broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing halftrade.<prodName>.PRTC <particId>

Keys:

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Zprava o vzniku obchodu je odeslana na oba tcastniky daného obchodu, pficemz pro kazdého je vyplnéna jen
ta cast obchodu, kterd se ho tyka. Zprava je také odeslana jako odpoveéd na ,, Trade Capture Request™.

XML Tag Type | m/o | No. | Data Type Short description
TradeCaptureRprt SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
TradeList SE o | 0.1
Trade SE 0 | 0..n |Structure
tradeld A m Long Trade ID of the trade.
state A m Char(4) Current state of the trade. Valid values are:
""CNCL": Trade was cancelled by Central Admin.
"RREJ": Requested Recall was rejected by Central Admin
"RGRA": Requested Recall was granted by Central Admin.
"RREQ": Recall of this trade was requested.
"ACTI": Trade is active (this is the default value).
contract A m String Contract code
qty A m Integer Executed quantity.
px A m Long Execution price in currency defined by contract. Value is multiplied by
100, e.g. 1 Euro = 100.
execTime A m DateTime |Execution date as assigned by the CS OTE system.
Buy SE o | 0.1 [Structure
ordrld A m Long Order Id of the buy side order.
dlvryAreald A m String Delivery Area to which the attached order books refer to.
prtcld A m String Participant who entered the buy side order.
usrCode A m String User code of the user who entered the buy side order.
clOrdrld A 0 String Client’s identification of order.
txt A 0 String Text of the buy side order.
Sell SE o | 0.1 |Structure
ordrld A m Long Order Id of the sell side order.
dlvryAreald A m String Delivery Area to which the attached order books refer to.
prtcld A m String Participant who entered the sell side order.
usrCode A m String User code of the user who entered the sell side order.
clOrdrld A 0 String Client’s identification of order.
txt A 0 String Text of the sell side order.

Tabulka 20 — Struktura zpravy Trade Capture Report

2.5.4.8. Public Trade Confirmation Request (PblcTradeConfReq)

PblcTradeConfReq

Type: Inquiry Request

Roles: EmtasimTsAcc, EmtasBalmTsAcc
Routing Keys: market.request.inquiry
Request Limits: 7/35
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Dotaz na vetejné informace o vzniklych obchodech. Mozné se dotazovat max. 7 dni zpé€tné S maximalnim
rozpétim datumi 24 hodin (hodnoty omezeni jsou systémové nastavitelné). V piipadé chybnych vstupnich
parametrd je vracena odpoved’ ,,ErrResp*.

XML Tag Type | m/o | No. | Data Type Short description
PblcTradeConfReq SE m Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.

startDate A m DateTime |Start of the period for which the trades are retrieved. This value must
fulfil the following conditions:
endDate — startDate <= 24 hours

endDate A o} DateTime |End of the period for which the trades are retrieved. The following
condition must be fulfilled:

endDate — startDate <= 24 hours

If no end date is given, the system will return all trades until midnight
of the start date. In case of invalid value Error Message is returned
stating that diff is bigger than max value.

prodName CE o} 0.. |String Products for which the public trade confirmations are requested. If
1000 not supplied all products for which the user has access rights are
returned

Tabulka 21 — Struktura zpravy Public Trade Confirmation Request

2.5.4.9. Public Trade Confirmation Report (PblcTradeConfRprt)

PblcTradeConfRprt

Type: Inquiry Response, Broadcast

Response to: PblcTradeConfReq (sent to the user-generated private response queue or a broadcast to market .
broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing public.trade.<prodName>

Keys:

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Zprava o vzniku obchodu. Zprava je distribuovana na vSechny uzivatelé, ktefi maji pfifazeny kontrakt, na
kterém obchod vznikl. Zprava je také odeslana jako odpovéd’ na ,,Public Trade Confirmation Request®.

XML Tag Type | m/o | No. | Data Type Short description
PblcTradeConfRprt SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
TradeL.ist SE m 1 |Structure
PblcTradeConf SE o | 0..n |Structure
tradeld A m Long Trade Id of the underlying trade.
state A m Char(4) Current state of the trade.
Valid values are:
"ACTI": Trade is active (this is the default value).
contract A m String Contract code of the trade.
px A m Long Execution price in currency defined by contract. Value is multiplied by
100, e.g. 1 Euro = 100.
qty A m Integer Traded quantity.
sellDIvryAreald A m String Delivery area of the sell side. Valid value is “CZ”.
buyDIvryAreald A m String Delivery area of the buy side. Valid value is “CZ”.
tradeExecTime A m DateTime | Trade execution time.

Tabulka 22 — Struktura zpravy Public Trade Confirmation Report
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2.5.4.10. Contract Information Request (ContractinfoReq)

ContractinfoReq

Type: Inquiry Request

Roles: <ALL>

Routing Keys: market.request.inquiry
Request Limits: 2/20

Dotaz na kontrakt. Mozné se dotazovat max. 7 dni zpétné€ V ptipadé chybnych vstupnich parametr je vracena
odpoveéd’ ,,ErrResp*.

XML Tag Type | m/o| No. |Data Type Short description
ContractinfoReq SE Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
startDate A 0 Date Start date for which the contract information is requested.
Notes:

e if contract is specified this attribute is ignored
. if prodName is specified or neither contract nor prodName
are specified, this attribute becomes mandatory.

endDate A 0 Date End date for which the contract information is requested.
Notes:
. if contract is specified this attribute is ignored
e  if prodName is specified or neither contractld nor
prodName are specified, this attribute becomes

mandatory.
prodName CE 0 0.. |String The contract information for all contratcs belonging to the given
1000 products is requested.

If prodName is specified, the contract element cannot be specified
and the startDate and endDate attributes are mandatory.

contract CE 0 0.1 |String If contract is specified, the prodName element cannot be specified
and the startDate and endDate attributes are ignored.

Tabulka 23 — Struktura zpravy Contract Information Request

2.5.4.11. Contract Information Report (ContractinfoRprt)

ContractInfoRprt

Type: Inquiry Response, Broadcast

Response to: ContractInfoReq (sent to the user-generated private response queue or a broadcast to market.
broadcastQueue.<login-id>)

Broadcasted: Yes

Routing Keys: <prodName>

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Informace o kontraktech. Zprava je distribuovana v ptipadé zmény atributu na kontraktu nebo jako odpoveéd’
na dotaz “Contract Information Request”.

XML Tag Type | m/o | No. | Data Type Short description

ContractInfoRprt SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.
ContractList SE o | 0.1 [Structure

Contract SE 0o | 0.n

contract A m Integer Contract code

prod A m String Underlying product.

prodRevisionNo A m Long Revision number of the underlying product.

name A m String Contract name. This is used for display purposes.

longName A m String Contract long name, containing additional information.

divryStart A m DateTime |Start of delivery.

divryEnd A m DateTime |End of delivery.

duration A 0 Double The duration of the contract in full hours. For quarterly contracts the
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XML Tag

Type | m/o | No. | Data Type Short description

value would be 0.25. An hourly contract would have 1.0. An block
contract would have value in interval from 2 to 24 (or 23/25 in case of
short/long clock change).

predefined

A m Boolean Flag that indicates, if a contract has been automatically created by the
system or if the contract was generated with an entry of a user-defined
block order.

1 = automatically generated, 0= user defined

state

A m String Current state of the contract. The following values are allowed:
"HIBE": Hibernated, the contract was manually deactivated by Central
Admin.

"ISSUED": The contract is issued, but not available for trading.
"OPEN": Contract is active and available for trading.

""CLOSE™: Contract is closed and not available for trading.

"TERM"': Contract is terminated and not available for trading.
"NOT_ISSD"": The contract is not issued and there is not possible to
trade on this contract at all.

tradingPhaseStart

A m DateTime |Start date and time of the current/next trading phase. When
“NOT _ISSD” state is distributed then contains timestamp of the “Not
issued” event.

tradingPhaseEnd

A 0 DateTime |End date and time of the current/next trading phase. When
“NOT_ISSD” state is distributed then contains timestamp of the “Not
issued” event.

Tabulka 24 — Struktura zpravy Contract Information Report

2.5.4.12. Product Information Request (ProdinfoReq)

ProdinfoReq

Type:

Inquiry Request

Roles:

EmtasimTsAcc, EmtasBalmTsAcc

Routing Keys:

market.request.inquiry

Request Limits:

2120

Pozadavek na detailni informace o produktech.

XML Tag

Type | m/o| No. |Data Type Short description

ProdinfoReq

SE m 1 Structure

StandardHeader

SE Structure  |Standard header of each message. Please see chapter 2.5.1.7.

3

prodName

CE 0 0.. |String
1000

Tabulka 25 — Struktura zpravy Product Information Request

2.5.4.13. Product Information Report (ProdinfoRprt)

ProdinfoResp

Type:

Inquiry Response, Broadcast

Response to:

ProdInfoReq (sent to the user-generated private response queue or a broadcast to market .
broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing

Keys:

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Detailni informace o produktu jako odpovéd’ na “Product Information Request”.

XML Tag

Type | m/o | No. |Data Type Short description

ProdInfoRprt

SE m 1 |[Structure

StandardHeader

SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.

33




D1.4.2 Externi rozhrani nové VDT/VT — format zprav XML

XML Tag Type | m/o | No. |Data Type Short description
ProdList SE o | 0.1 |Structure
Prod SE 0 | 0..n |Structure
prodName A m String Unique identifier name of the product.
dspIName A m String String used to display the product.
currency A m Char(3) The currency of the product (e.g. “EUR”).
revisionNo A m Long Revision number of the product. This value is increased by one every
time the product is modified by the system.
gtyUnit A m String Defines the quantity unit.
smallestTradableUnit A m Integer Defines the smallest tradable unit of the product.
minDsplQty A 0 Integer Minimal display quantity.
decShftQty A m Integer Decimal shift of the quantity information. A value of 2 results in a
display of 100 Kw.
maxQty A m Integer Maximal allowed quantity for orders entered in contracts belonging to
this product.
minPx A m Long Minimal price allowed for orders entered in contracts belonging to this
product.
maxPx A m Long Maximal price allowed for orders entered in contracts belonging to this
product.
decShftPx A m Integer Decimal shift of the price information. A value of 2 results in a display
in Eurocents.
tickSize A m Integer Defines the minimum increment for limit prices for this product. The
value is entered as an integer, but the decimal price shift is applied.
contractNamePatern A 0 String Format string for the contract name.
| ProdCfgs SE o | 0.n Structure
cfgKey A m String Exchange specific product attribute name (currently only
blockOrderProduct is supported)
‘ cfgVal A m String Exchange specific product attribute value. VValues for above mentione
keys are true/false

Tabulka 26 — Struktura zpravy Product Information Report

2.5.4.14. Market State Request (MktStateReq)

MktStateReq
Type: Inquiry Request
Roles: EmtasimTsAcc, EmtasBalmTsAcc

Routing Keys: market.request.inquiry

Request Limits: 1/10

Dotaz na aktualni stav trhu. Pozadovany trh je specifikovan v hlavi¢ce zpravy “StandardHeader”

XML Tag Type | m/o | No. | Data Type Short description
MktStateReq SE m 1 |Structure
StandardHeader SE Structure  |Standard header of each message. Please see chapter 2.5.1.7.

Tabulka 27 — Struktura zpravy Market State Request

2.5.4.15. Market State Report (MktStateRprt)

MktStateRprt

Type: Inquiry Response, Broadcast

Response to: MktStateReq (sent to the user-genereted private response queue or a broadcast to

market.broadcastQueue.<login-id>)

Broadcasted: Yes

Broadcast Routing public.<marketId>
Keys:

Roles: EmtasimTsAcc, EmtasBalmTsAcc

Aktudlni informace o stavu obchodovani na trhu. Zprava je distribuovana v pfipadé zmény stavu trhu a dale
jako odpoveéd’ na dotaz”’Market State Request”.
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XML Tag Type | m/o | No. | Data Type Short description
MktStateRprt SE m 1 |Structure
StandardHeader SE m Structure  |Standard header of each message. Please see chapter 2.5.1.7.

state A m Char(4) Contains the current market state. The following values are allowed:
"HIBE": Hibernated; no trading is possible and order books are empty.
Done on WebGui by Admin.

"ACTI": Market is active and trading is possible.

Revision number of the market. With every change of the market state

revisionNo : P
this value is increased by one.

Long

Tabulka 28 — Struktura zpravy Market State Report

2.6. Nové scénare pro stavajici zpisob automatické komunikace ptes komunikacni
server KSP/KSM

2.6.1. Nastaveni/zména/odpovéd’ k novému offline limitu
Aktualni stav offline limitu v¢etné s ostatnimi hodnotami bude vracet upraveny report aktualniho stavu limitl
ve stavajici struktufe SFVOTLIMITS.

Nova struktura SFVOTSETTINGS bude slouzit pro nastaveni offline limitu pies AK(KSP). Kromé standardni
hlavi¢ky a identifikace ptijemce a odesilatele bude obsahovat:

SFVOTSETTINGS/Setting — hlavni zapouzdiujici datovy element
SFVOTSETTINGS/Limit — hlavni element pro nastaveni limitu

SFVOTSETTINGS/Limit@type — typ limitu, vyétovy typ, nyni jen VDT/VT
SFVOTSETTINGS/Limit@value — nova hodnota pro dany limit v CZK Pfiklad nastaveni limitu na 20tis.
CZK:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<SFVOTSETTINGS answer-required="false" date-time="2015-06-24T12:41:08+02:00" dtd-release="1" dtd-
version="1" id="123" message-code="475" xmlns="http://www.ote-cr.cz/schema/sfvot/settings">

<SenderIdentification 1d="8591824000007" coding-scheme="14"/>
<ReceiverIdentification 1d="8591824000007" coding-scheme="14"/>
<Setting>
<Limit type="VDT/VT" value="20000"/>
</Setting>
</SFVOTSETTINGS>
Odpovéd bude obsahovat strukturu RESPONSE s msg kodem 477 a v ptipad¢ uspéSného provedeni i opis dat

v podob¢ aktualniho stavu limitd (SFVOTLIMITS s msg kodem 476). Budou ¢asteéné vyuzity stavajici
navratové kody z oblasti finan¢nich reporta:

RESPONSE/Reason@code Popis

S09000 Pozadavek uspésné zpracovan, nastaveni
zménéno.
S09008 Utastnik  nema  potiebna nastaveni

(nedefinované limity).

S09009 Na zménu nema ucastnik opravnéni.
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RESPONSE/Reason@code Popis

S09010 Nedostatek volnych prosttedka.
S09011 Neplatna hodnota.
S09012 Neocéekavana chyba..

2.6.2. Zprava o presunu c¢asti offline limitu do online

Pii zméné ¢asti offline limitu do online, jak je uvedeno v kapitole 8.2.2.2.VVznik obchodu-vse zobchodovano-
online FZ zajisténi pro stranu B KO, utilizace pokynu v offline < utilizace obchodu v online pro B, bude nutné
o tomto stavu ucastnika informovat i pfes AK. Informace, odeslané na i€astnika budou nasledujici:

- Pfesunovana finac¢ni ¢astka z VDT limitu do online (K¢) Zbyla castka VDT limitu (K¢)
- Zbyvajici volné finan¢ni prostfedky ve VDT zajisténi (K¢) ID obchodu, jez tento piesun vyvolal

Den dodavky obchodu Pro tyto ucely bude slouzit nova struktura SFEVOTLIMITCHANGE. Bude odesilana
nevyzadang pres KSP. Kromé standardni hlavicky a identifikace pfijemce a odesilatele bude obsahovat:

SFVOTLIMITCHANGE/Limits — hlavni zapouzdiujici datovy element
SFVOTLIMITCHANGE/Limits@trade-date — den dodavky obchodu
SFVOTLIMITCHANGE/Limits@trade-id — id obchodu
SFVOTLIMITCHANGE/Limit — hlavni element limitu
SFVOTLIMITCHANGE/Limit@type — typ limitu, vyétovy typ, nyni jen VDT/VT

SFVOTLIMITCHANGE/Limit@value — nova hodnota pro dany limit v CZK
SFVOTLIMITCHANGE/Limit@moved — prosttedky piesunuté do jiného typu v CZK (pro VDT/VT do
online utilizace kratkodobych obchodit) SFVOTLIMITCHANGE/Limit@free — volné prosttedky pro dany
limit v CZK

Ptiklad:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<SFVOTLIMITCHANGE answer-required="false" date-time="2015-06-24T12:41:08+02:00" dtd-release="1" dtd-
version="1" id="123" message-code="478" xmlns="http://www.ote-cr.cz/schema/sfvot/limitchange">

<SenderIdentification 1d="8591824000007" coding-scheme="14"/>
<ReceiverIdentification 1d="8591824000007" coding-scheme="14"/>
<Limits trade-id="237445" trade-date="2015-08-31">

<Limit type="VDT/VT" value="15000" moved="5000" free="1280"/>
</Limits>

</SFVOTLIMITCHANGE>
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3. POUZITi ELEKTRONICKEHO PODPISU

Zpravy jsou piedavany mezi klientskou aplikaci a backend systémem ve formé XML. Z diivodu zajisténi
integrity a nepopiratelnosti jsou vybrané zpravy zabezpeéeny elektronickym podpisem.

Elektronicky podpis je vkladan do nasledujicich zprav (viz. XSD Sablony v kapitole 4)

e  OrdrModify
e  OrdrEntry
o ModifyAllOrdrs

Elektronicky podpis je vytvaien ve formé Enveloped XML signature (http://www.ietf.org/rfc/rfc3275.txt), tzn.
Signature element je vloZen pod root element XML zpravy a to na konec.

XML podpis musi obsahovat klientsky certifikat bud’ ve formé BinarySecurityToken (neboli odkazem v
elementu SecurityTokenReference), nebo musi byt certifikat zakddovan v sekci X509Data. Jiné formy, jako je
napt. SKI, nejsou podporovany.

3.1. Priklad zpravy s pouzitim elektronického podpisu
Zprava pred podepsanim

<?xml version="1.0" encoding="UTF-8"?>
<OrdrModify ordrModType="ACTI" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<StandardHeader marketID="IM"/>
<OrdrList>
<Ordr ordrld="0" qty="100" revisionNo="0" type="0"/>
</OrdrList>
</OrdrModify>

bude mit po opatfeni XML podpisem podobu

<?xml version="1.0" encoding="UTF-8"?>
<OrdrModify ordrModType="ACTI" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<StandardHeader marketID="IM" />
<OrdrList>
<Ordr ordrld="0" gty="100" revisionNo="0" type="0" />
</OrdrList>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>vx6g0IKv5Qw1nwgOM4hGmn5igXY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>UJUfISXST2D9FNBah...</ds:Signature\Value>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MIIEITCCA32gAWIBAgIDIA+.....</ds:X509Certificate>
</ds:X509Data>
<ds:KeyValue>
<ds:RSAKeyValue>
<ds:Modulus>xnm5U6RIswp0aRV9ab...</ds:Modulus>
<ds:Exponent>AQAB</ds:Exponent>
</ds:RSAKeyValue>
</ds:KeyValue>
</ds:KeyInfo>
</ds:Signature>
</OrdrModify>
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4. SABLONY XSD

Sablony XSD jsou uvedené v piilozeném souboru: XSD.zip
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