
Launching OTE IMP Sandbox mobile application on the OTE SandBox 

environment 
 

 

1. Installing the application on a your mobile device: 

 

a) Applications for Android: 

- launch the application Google Play on a mobile device 

- search OTE IMP Sandbox   or use QR code:                   

- download the application to your mobile device and install it 

 

b) Applications pro iOS: 

- launch the application App Store on a mobile device. 

- search OTE IMP Sandbox   or use QR code:                   

- download the application to your mobile device and install it 

 

 

2. Login to SandBox test secure portal - 

https://portal.sand.ote-cr.cz/otemarket/ , with an updated and valid certificate.  

If the user is not able to log in to the secure SandBox test portal,  please  contact OTE 

through email: Market@ote-cr.cz. 

 

 

3. please check the user roles, ie the user who will use the OTE IMP SandBox mobile application 

will have the specified roles: 

 
- passive access (reading): 

 

- Access to OTE IMP Sandbox via mobile application / Přístup k VDT elektro prostřednictvím 

mobilní aplikace (EmtasMImTsAcc) 

- Access to the IMP trading screen  / Přístup k obchodovací obrazovce VDT (the role is also 

applied to access data via AK)  (EmtasImTsAcc) 

 

 

- active access (entering / deleting an offers): 

 

- Access to OTE IMP Sandbox via mobile application / Přístup k VDT elektro prostřednictvím 

mobilní aplikace (EmtasMImTsAcc) 

- Display of data and reports in a mobile application (EmtasImTsAcc) 

- Data modification for OTE IMP Sandbox via mobile application (EmtasMImIns) 

- Modification of data on the trading screen of OTE IMP Sandbox application(EmtasImIns) 

https://portal.sand.ote-cr.cz/otemarket/
mailto:Market@ote-cr.cz


 We can check these roles in the master data of the CS OTE portal at the logged in person – Role tab: 

 

 
Roles necessary for passive access – master data CS OTE 

 

 

4. On this test environment, OTE also set up write access for all existing OTECOM users for the 

OTE IMP Sandbox mobile application for testing purposes. However, OTE will set a stricter 

rule on the production environment, ie each person who has access to the OTECOM-ele 

client will ONLY have read access to the OTE IMP Sandbox mobile application. The right to 

write to the mobile application in the production environment will therefore have to be 

addressed by the user with his RUT master data administrator. 

 

5. The procedure for activating the device on the SandBox secure portal, including creating a 

profile on the mobile device according to the attached procedure below: 

  



Direct activation 
 

 To create a mobile access by direct activation process, you must first log in to the CS OTE web 

portal on the SandBox environment (https://portal.sand.ote-cr.cz/otemarket/). 

 Menu Registration choose Mobile access – Device management 

 

 

Fig. 1 – Direct activation – Web portal CS OTE – Device management 

 

 Now press the button New Activation.  You will see Device Detail, where your user account will 

be listed in the Person ID. 

 

 To start activating your mobile device, click the Activation Wizard (Fig. 2). 

 

 

Fig. 2 – Direct activation – Web portal CS OTE – Activation wizard 

 

 After pressing the Activation Wizard button a page with generated QR code will be displayed for 

activating Moble device: 

https://portal.sand.ote-cr.cz/otemarket/


 

Fig. 3 – Direct activation – Web portal Sandbox 

 

 Now you need to transfer your activation QR code to your mobile device until certain time, 

which is listed in the field Activation valid until (Fig. 3). 

 

 Launch  OTE IMP Sandbox application on your mobile device.  

When you start a newly installed application, you are asked to agree to the License Terms. These 

terms is necessary to confirm otherwise it will not be allowed to access the application. 

Then click New profile. 

 

Fig. 4 – Direct activation – Mobile app – New profile  



  

Fig. 5 – Direct activation – Mobile app – Account information 

 

 Enter the generated QR code in the Activation code field. 

 

This code can be detected by the camera or entered manually: 

o Press . Your mobile device's camera will start ( 

Fig. 6). Point the camera at the QR code screen. The mobile device records the code, 

which is usually reflected in the device's vibration. 

 

o The second option is to type the Activation Code itself (located on CS OTE web portal) to 

the field Activation code.  

 
Fig. 6 – Direct activation – Mobile app – Activation code 

 

 



 Enter a name for the new profile in the Profile Name field. 

 Create a Password that contains at least 4 characters and repeat it in the Password field again. 

The password you enter is used to secure your profile and certificate against unauthorized use. 

 Clicking Create profile (Fig. 5) you create new, not yet approved profile in the IMP Sandbox 

mobile ap. 

 

Fig. 7 – Direct activation – Mobile app – Created profile 

 After you create a new profile on a mobile device, the Activation Wizard page on the web 

portal automatically goes to a point that requires accepting or rejecting the link for that 

mobile Device to this account on CS OTE. 

The Application on the screen of CS OTE could be type of IM with Gas , Renewable 

resources, or IMD with electricity depending on the type of mobile apllication used to create 

the profile. 

 

Fig. 8 – Direct activation – Web portal 



 It is recommended to check that the red-framed codes in Fig. 7 and Fig. 8 are the same on the 

mobile device and in the CS OTE web portal.   

 Click Accept (Fig. 8) and sign with certificate. 

 

 After pressing the Accept button and confirming by signature the mobile device is paired and 

from now is clearly identifiable for CS OTE. Now your account is in the "Suspended" status and 

your mobile device can't sign in to the mobile app yet. The Mobile Device Detail appears on the 

portal– permission can be performed by a person with the Master Data Administrator role. 

 

 Having the RMP Administrator role, you now see the Allow Access button. Press it to allow the 

mobile device access the IMP network. Continuation – 2.Login to SandBox test secure portal - 

 

 

 

 

Fig. 9 - Direct activation – Web portal – Device detail 

 

 Now the account is in the Approved status and the direct activation is completed successfully. 

The mobile application can be logged in and after the import of a valid qualified certificate 

registered in CS OTE, the mobile application can be fully used. 

 

 

 

 

 

 

 

 



Administrator Activation (user with role RMP Administrator)  

 
 Administrator activation for another user registered in master data is applicable to a user who 

may or may not have a certificate to access CS OTE. Activation is performed in three steps. 

The process is done in the three steps. 

 

1st step – Administrator 

 Log in to the portal CS OTE (https://portal.sand.ote-cr.cz/otemarket/). 

 Menu Registration choose Mobile access – Device management. 

 

 

Fig. 10 – Administrator Activation – Web portal CS OTE – Device management 

 

 After selecting New activation, the Device detail is displayed on the page. 

 Select a person from the list: Person ID - the ID of the person for whom you are creating mobile 

access. When you select the desired user, an email field appears that can be left or changed:   

 

 

Fig. 11 – Administrator Activation – Web portal– Devices management 

 

https://portal.ote-cr.cz/


 After selecting the person and possibly changing the email, click on the Activation Wizard 

button (Fig. 11). 

 A message containing the QR code designed to activate your mobile device has been sent to the 

email. The system now waits for one hour to retrieve the QR code of the selected user as the 

second part of the activating new profile in the mobile app (Fig. 12). It is necessary to read the QR 

code by the mobile device within one hour, otherwise the activation will expire (see above). 

 

Fig. 12 – Administrator Activation – Web portal 

 

 

2nd step – user setting up a profile on their mobile device 

 Launch mobile application OTE IMP Sandbox. 

 Click the button New profile 

 

Fig. 13 – User Activation with support of the Administrator - Mobile App – New profile 

 



 

Fig. 14 - User Activation with support of the Administrator - Mobile App – Profile information 

 

 In the Activation Code field, enter the QR code from the email sent by your administrator (Fig. 

15) this way: 

 

 

Fig. 15 – Administrator Activation – E-mail with Activation QR code 

 

o Click  on the mobile device to launch the camera of your mobile device (Fig. 16).  

- Point the camera at the QR code screen. The mobile device records the code, which is 

usually reflected in the device's vibration. 



 

Fig. 16 - User Activation with support of the Administrator - Mobile App – New profile 

 

- The second option is to copy the Activation Code itself (from the CS OTE web portal) to 

the field Activation code. 

 

                 

 

 

 

 Enter the name for the new profile in the Profile Name field. 

 Create a Password that contains at least 4 characters and repeat it in the Password field again. 

The password you enter is used to secure your profile and certificate against unauthorized use. 



 Clicking Create profile you create a new, not yet approved profile in OTE IMP Sandbox 

mobile app. 

 

Fig. 17 – New Profile Information (suspended yet) 

 

 After you create New profile on a mobile device, the Activation Wizard page on the RMP 

master data web portal automatically goes to the point where it can be checked which 

application was triggered and the public key fingerprint on the mobile device and CS OTE 

portal. 

 Contact your Administrator now to finish activating process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3rd step – Administrator 

 

Fig. 18 – Administrator Activation – Web portal 

 We recommend checking 

- 1. Application –whether it contains the desired application for which the activation is to be 

performed 

- 2. If the red-framed codes - Fig. 17 (New Profile Information (suspended yet)) and  Fig. 18 

(Administrator Activation – Web portal) displaying the public key fingerprint are identical on the 

mobile device and in the CS OTE web portal. 

 By clicking on Accept (Fig. 18) and signing with certificate, the mobile device of the user for whom 

you approve mobile access is clearly identifiable for CS OTE. However, this profile is currently 

suspended and cannot be signed in. 

 At the same time, CS OTE also displays the Mobile Device Detail in Device Manager, where after 

checking the linked application it is possible to allow access of the mobile device to the VDE 

Sandbox network by clicking on the Allow access (Fig. 19 – Administrator Activation - Web 

portal – Fig. 9). As  RUT - Master Data Manager  on the page, you will see a Allow Access button. 

Pressing it will change to the Approved state and it is possible to log in to the mobile application 

under this account. If you do not see the button, contact RUT Data Administrator for your 

company, who can activate the account. 

 

Fig. 19 – Administrator Activation - Web portal – Device detail 



Login Process 
 

 Launch OTE IMP Sandbox mobile application 

 When you start a newly installed application, you are asked to agree to the License Terms. These 

terms is necessary to confirm otherwise it will not be allowed to access the application. 

 Select the created profile 

- Enter a password or fingerprint 

- If the login is unsuccessful after 5 incorrectly read fingerprints, then it is indicated by a lock 

symbol next to the fingerprint on the login screen. Entering the password is still possible. 

 If the login is successful, the Setup Wizard will appear 

- PIN must be set and repeated (enter the same 4-digit PIN twice in succession on the  

displayed numeric keypad) 

- Fingerprint configuration – if our mobile device allows BIOmetric authentication, we can 

choose whether we want to use the fingerprint for Login or/and for entering the PIN. 

- In the next step, it is necessary to import a qualified certificate stored in CS OTE: 

 The process of transferring a certificate from the CS OTE system requires the 

simultaneous use of a PC with activated local storage for the CS OTE or PKi component and a 

mobile device. 

 

 

 

Transfer a certificate to a mobile device 

1)   Log in to the Sandbox CS OTE web portal (https://portal.sand.ote-cr.cz/otemarket/) 

  In menu Registration, select Mobile Access - Certificate Export.(Fig. 20) 

 

Fig. 20 – Certificate Export – Web portal 

 

https://portal.sand.ote-cr.cz/otemarket/


a) In the case of an active Local Store, certificates are displayed directly, which can be exported 

to a mobile device by clicking on Export QR (see below): 

 

 

 

b) In the case of an active PKi component, a form will be displayed allowing to load the given 

certificate from a * .p12 file with all the necessary security elements: 

 

 

 

 

After loading, the certificate will be displayed in the form as after a) and it is possible to transfer it 

with the Export button. 

 

 Clicking on Export QR, which is located in the last column of the table next to the given certificate, 

will start the transfer process using QR codes. 

 

 You will then be prompted to enter the password and repeat it for the certificate transfer. The 

password will be required when saving the certificate to the mobile device and is used to secure 

the certificate against unauthorized use. 

 

 

 The following screens will contain a specified number of QR codes containing information about 

the certificate that needs to be transferred to the mobile device.  



 

Fig. 21 – Certificate Export – QR codes generated by computer 

 

 

2) Click the Import button on your mobile device to begin the certificate transfer process. This 

certificate is transferred by gradual scanning of all QR codes generated on the CS OTE portal 

(https://portal.sand.ote-cr.cz/otemarket/). 

 

 You can increase the number of QR codes on the 1st screen on the portal – by clicking on the 

menu at 4 above the QR code - for better transfer if you have a mobile device with an older 

camera.  

   

Fig. 22 – Certificate Export – Mobile app – Scaning QR codes 

 



 To move between QR codes on the PC, use the "<" ">" icons next to the QR code in the CS 

OTE portal. 

 The mobile device automatically recognizes which QR code it is, and therefore the reading 

can be performed in a different order. 

 After reading the last code, the dialog for the password is displayed - after entering the 

password for certificate transfer, the information about the certificate is displayed: 

 

 

Fig. 23 – Imported certificate 

Press the Test button to verify that the downloaded certificate can be used in the OTE IMP 

Sandbox application and the Save button will be displayed. Press it to save the certificate to 

the device. 

 

 The installed OTE IMP Sandbox application is now ready for use on the OTE SandBox 

environment. 


