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Uzivatelska prirucka

Popis postupu nastaveni zabezpecené komunikace s CDS pomoci
aplikace MS QOutlook 2003

OTE\\

operator trhu s elektrinou
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Zkratka
CDS
EAN
EDI
GUI
HW

ID

IS OTE
MS
OoPM
OTE
OTECA
PDS
PPS
ROZ
RUT
SwW

Ul
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Pouzité zkratky

Vyznam

Centrum datovych sluzeb

celosvétovy systém kodovani a identifikace zbozi, sluzeb a organizaci
mezinarodni format pro elektronickou vyménu dat (Electronic Data Interchange)
Grafické uzivatelské rozhrani (graphical user interface)

Hardware

identifikator (vSeobecn¢)

Infrastruktura operatora trhu s elektinou

Microsoft

odbérné / predaci misto

spoleénost Operator trhu s elektiinou CR, a.s.

Certifikacni autorita vyuzivana pro vydavani certifikatt IS OTE
provozovatel distribucni soustavy

provozovatel pienosové soustavy

registrovany opravnény zakaznik

registrovany ucastnik trhu

Software

uzivatelské rozhrani (user interface)
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1 Uvod a shrnuti

Tento dokument popisuje zplisob nastaveni aplikace MS Outlook 2003 pro
zaji$téni zabezpecené elektronické posty.

1.1 Registrace certifikatu ptijemce pod piisluSnym kontaktem v aplikaci MS Outlook 2003.

V této kapitole je potieba vytvofit v aplikaci MS Outlook 2003 kontakt piijemce
Sifrované zpravy a kontakt odesilatele. U takto vytvofenych kontaktli je potieba
importovat certifikaty, jejichz e-mail adresa se shoduje se-mail adresou
ptislusného kontaktu.

V nasem pfipad¢ je potieba vytvofit kontakty a importovat certifikat CDS a vas
osobni certifikat pro komunikaci s CDS.

a) Vytvofeni kontaktu CDS (vlastniho kontaktu) v ,,Novy - Kontakt* aplikace
MS Outlook 2003 dle nasledujiciho postupu

Inbox - Microsoft Outlook

! File Edit W¥ew Go Tools Actions

ainew -l 23 X | ClReply C@F

l_u Mail Message Ctrl-+M
= Appointment Cirl+Shift+A
| _,—:1 Meeting Reguest  Ctrl+5hift+Q 3
|89 contact Chl+Shift+C |
< Task Cirl+Shift+
Choose Form...
b

b) V kontaktu musi byt uvedena spravna e-mail adresa, kterd se musi shodovat
s e-mail adresou obsaZenou v certifikatu, ktery budeme nésledné importovat.
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F® CDS - Contact
! Fle Edit View Insert Format Tools Actions Help

i save and Close I [ 0| ¥ B Ty 8] & - ;-|~-5,!

General | Detsils | Activites | Certificates | AlFieids |

[FuH Name... ] ‘CDS | E-mail... E] csote@csote.ote-cr.cz
\

Job title: g Display 25!
Web page address: | |

Company:
File as: 05 v IM address;

Phone numbers -

[Eusinessm ]B‘ |
e ) |
amr |0 |
[0 |

Addresses -

Business... B

[ This s the maiing
address

| private ]

Contacts.. | | | [categories... | |

c) Import certifikatu pfislusného kontaktu v zdlozce Certifikaty, kde zvolime
tlacitko Import a vyhleddnim souboru s certifikatem piislusného kontaktu

provedeme import.

FE CDS - Contact
i Fle Edit View Insert Format Tools Actons  Help

i [ saveandClose Ik [ (] | ¥ B 6y B -] e - ,v\x.;,,!

General | Detals | Activites | Certficates | alFields

Qutlook will use one of these certificates to send encrypted mail to this contact.
‘You can get a certificate by receiving digitally signed mail from this contact or by importing 2
certificate file for this contact.

Certificates (Digital 1Ds):

CD5(Default)

Poznamka:
a) Pokud neprovedete registraci certifikatu prijemce k prislusnému kontaktu v ramci

aplikace MS Outlook 2003, nebude mozné odeslat tomuto prijemci Sifrovanou zpravu.
Jinak je zobrazeno ndsledujici upozornéni.
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Encryption Problems E|

Microsoft Office Outlook had problems encrypting this message because
' the following recipients had missing or invalid certificates, or conflicting
or unsupported encryption capabilities:

Pazourek, Kvetoslav

Continue will encrypt and send the message but the listed recipients
may not be able to read it.

Send Unencrypted

b) Polozka e-mail adresa v kontaktu prijemce se musi shodovat s e-mail adresou
uvedenou v certifikatu prijemce.
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2 Nastaveni vlastniho privatniho klice pro el. podepisovani zprav
a certifikatu pro odesilané Sifrované zpravy.

Verze: B

a) Spust'te aplikaci MS Outlook 2003

b) V roletovém menu zvolte Nastroje — polozky Volby — a zalozku Zabezpec€eni.

Zvolte tlac¢itko Nastaveni

Preferences || Mail Setup || Mail Format Spellingi Security !Omer Delegates

Encrypted e-mail

| . [JEncrypt contents and attachments for outgoing messages:
L [] add digital signature to outgoing messages
Send dear text signed message when sending signed messages
[ ] request 5/MIME receipt for all 5/MIME signed messages

Default Setting: EMy S/MIME Settings (kvetoslav.p Vi Settings...

Security Zones

/ Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

| Zone: |G Restricted sites v | zopesettngs... |

Download Pictures ‘

[ Change Automatic Download Settings. .. ]

Digital IDs {Certificates)

= Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ publish to GAL... | [ Import/Export... | [ Geta Digital ID...

I OK H Cancel ]

c) Proved’te nastaveni podle nasledujiciho obrazku
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Change Security Settings

Security Setting Preferences
Security Settings Mame:
| oS v/

Cryptography Format: |S,‘MIME Bt |

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[5ecgrity Labels... ] [ Mew ] [ Delete ]

Certificates and Algorithms

Signing Certiicate: | |[ Choose... |
Hash Algorithm: \5HAL v|
Encryption Certificate: | | | choose... |
Encryption Algorithm: | SN ~ |

Send these certificates with signed messages

I oK H Cancel ]

Pouzity podpisovy a Sifrovaci certifikat bude zavisly na uzivateli. Jméno nastaveni
profilu zabezpe€eni miiZze byt volen také libovolné.

Poznamka:

Sifrovaci certifikat zde slouzi pouze pro Sifrovani ,,.kopie* zpravy, ktera je uloZena
do slozky odesilanych zprav.
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3 Test funkénosti Sifrovani a el. podpisu v aplikaci MS Outlook
2003

Spust’te aplikaci MS Outlook a poSlete sami sobé zpravu. Pfed odeslanim zpravy
zvolte v nastrojové 1isté€ polozku ,,Volitelné-Nastaveni‘,

Message Options E|

Message settings Security —

Importance: | Normal - | % Change security settings for this message.
Sensitivity: @| | Security Settings..., |

Voting and Tracking options

[ Juse voting buttons: | e
[ JRequest a delivery receipt for this message

[JRequest a read receipt for this message
Delivery options -

@ [JHave replies sent to: |

Save sent message to: |Sent Items

Select Names... ]

l
l Browse... ]

[1Do not deliver before: |

| |
[ Expires after: | | |
Attachment format: |Default w |
Encoding: |.-'-\uto Select w |

Contacts... | |
Categories... |

Zvolte polozku Nastaveni zabezpeceni, kde zatrhnéte pozadavek na Sifrovani a
podepsani odesilané zpravy
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Verze: B

@)

Security Properties

Encrypt message contents and attachments
Add digital signature to this message

Send this message as dear text signed

[ ]Request 5/MIME receipt for this message

Security Settings
Security setting:

<Automatic= % | | Change Settings...
| | {

Security Label
Policy Module: | <Mone = V| Configure

[ Ok, l [ Cancel ]

a zaviete okno s volbami tlacitkem OK. Potom zpravu odeslete.

£ Zkouska nastaveni Outlook - Message
! fle Edit View Insert Format Tools Table Window Help

| & 91 0% ~ @ ,,355::!§Nurmal

HEENE= A = MEY (2] P2 BRI W RN W A O A K e Wes N
iigend | - W8 |4 § 8| ¥ [ (5] opwns., oK - [
Ll To... csote@csote.ote-cr.cz
Licc..
Subject: Zkouska nastaveni Outlook
Kontrolni zprava ~
|
.
o s [astopes N N DO Al - s-A-===a3]
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Pokud je vSe v potadku, zprava bude odesldna a nasledn¢€ obdrzena po otevieni
zpravy budete vidét Citelny text zpravy jako obvykle, jen v zahlavi zpravy uvidite

modry zamecek a Cervenou pecet’.

B test - Message (HTML)

! fle Edt View Insert Format Tools Actions Help
ety | ClRepty oAl GpFoard | 3| A w IS X)) @l

From: @ Bunka, Petr

Ta: Pazourek, Kvetoslay
o

Subject: test

Sent: po 16.10.2006 13:33

SignedBy:  Petr.Bunka@logicacmg.com

test

Pokud kliknete na modrém zamecku, méla by se objevit nasledujici zprava:
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Message Security Properties

E Subject: test

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description.
w' Subject: test

«" Encryption Layer

+" Digital Signature Layer

Signer: Petr.Bunka @logicacmg. com

Description:

OK: Signed by Petr.Bunka@logicacmg. com using RSA/SHAL at 13:33:22
16, 10, 2006,

Click any of the following buttons to view maore information about or make
changes to the selected layer:

| EditTrust.. || viewDetails... || Trustcertificate Authority... |

[ |warn me about errors in digitally signed e-mail,

Pokud kliknete na cervené peceti, méla by se objevit nasledujici zprava
s prislusnymi udaji o autorovi zpravy, ktery ji elektronicky podepsal:

Digital Signature: Valid

Subject: test
From: Bunka, Petr
Signed By: Petr.Bunka @logicacmg.com

R The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign

the message, dick Details.

[]warn me about errors in digitally signed e-mail before message opens.

Close
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