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INTRODUCTION

The web interface of the OTE information system provides market participants with access to
functions for submitting and consulting data through an Internet browser using an open and
secure connection.

The scope of functionality accessible through the web interface covers the submission of bid data
to the day-ahead market, bilateral contracts, bids for the intra-day market and balancing market
and claims. It also covers the consultation of data information sent earlier as well as the results of
processes for intra-day market matching, bilateral contract aggregation, bid aggregation on the
intra-day and balancing market, imbalance calculation and settlement.

The presented document describes the general web interface functions, including client station
configuration and access to the server.

The user manuals for specific individual areas included into the web are given separately as
follows:

e Day-ahead market

e Bilateral contracts

e (Claims

e Intra-day market and balancing market

The settlement matter is dealt with briefly in the document, primarily regarding consultations
accessible via the web interface.
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1 CLIENT STATION CONFIGURATION

1.1 Operation system and Internet browser versions

The client station used to operate the IS OTE is supported in the following operation system
configurations:

e  Windows 2000 Professional SP4 + MS IE 6.0 SP1
e  Windows 2000 Professional SP4 + MS IE 6.0 SP2
e  Windows XP Professional SP2 + MS IE 6.0 SP2

e Windows XP Professional SP2 + MS IE 7.0

1.2 Configuration for input and output via file

Depending on the operation system of the client station, it is necessary to perform the following
configuration for consulting day-ahead market bid data, the realization of bilateral contracts and
for intra-day market and balancing market bids via file (please see the respective user manuals):

Windows 2000 Professional, Windows XP Professional

1. Select Tools in the Windows Explorer, then select Folder options.

2. The following new file types must be created under the tab File Types: NAB, DVS, VVT,

VVA. Click the New button and enter a new file extension (i.e. "NAB"). By clicking on
Advanced, an Associated File Type list will open up, in which you will select Application
Data Control, or Tabular Data Control.

In the File Types tab, mark the file extension just defined and click on Advanced. In the
newly opened Edit File Type window, add a new Action by clicking on New. In the New
Action window, enter “open” in the Action field and “Notepad.exe” into the Application used
to perform action field.

In order to save the created file onto disk, check the Confirm open after download option in
the Edit File Type window. If this option is not checked, the last selected application
(Notepad) will be opened for each output via file. If the user marks this option as inactive
through the Internet browser, the user will have to return to Windows Explorer to activate it.

If these file types are not defined ("NAB" for day-ahead market bids, "DVS" for the bilateral
contract realizations, "VVT" and "VVA" for the intra-day market and balancing market), the file
content will be displayed in the Internet Explorer browser when consulting via file in place of the
option to select a directory for saving file onto disk.
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1.3 Setting of registers

It is suitable, on computers processing large volumes of data via file (hundreds of BC
realizations), to select in the following folder:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\InternetSettings

a DWORD type parameter entitled ReceiveTimeout and set it at 86400000. This value sets the
period in which the Internet Explorer (IE) will wait for a response from the server. If the IE does
not receive a response within the set period, it will resend the data to the server with a request to
process, and the repeated sending and processing of data may occur (i.e. two versions of each BC
realization will be created) or the connection to the server may be lost (the submitting party then
may not know whether his request was entered into the OTE IS). The value sets the waiting
period in milliseconds.

As the setting in the HKEY_CURRENT_USER folder applies only for the user is logged onto the
computer at the time of the parameter creation, it is necessary - in the event that there are more
users working on this computer - to enter a parameter for each user submitting instructions.
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2 CONFIGURATION OF CLIENTS STATION FOR SUN JAVA

Following chapters describe installation and configuration of Sun Java application, which is
necessary to the right functioning of new applets of the WEBSIOM application. Chapters
describe configuration of internet browser and other necessary configuration.

2.1 Brief description of transition from MS Java to Sun Java

This chapter summarizes how to make a transition from a current MS Java to SUN Java virtual
machine. Please see following chapters:

e Chapter 2.4 — describes removal of Microsoft Java VM. This step should be done by an
expert user (system administrator).

e Chapter 2.2 — provides a user with a set of steps for verification of a workstation on
existence of SUN Java including Java version.

e Chapter 2.5 — installation of SUN Java including download.

e Chapter 2.6 — Internet Explorer setup for SUN Java

e Chapter 2.8 — installation instruction for certificates (from now certificates must be
installed directly in the SUN Java directory in order to run applets).

e Chapters 3.6 and 3.7 — changes in login procedure enforced by a SUN Java approach
(valid for SIOM; market server).

2.2 Verification of Sun Java on the client station

In order to verify existence of SUN Java on your workstation do following. Open Control Panel
window (main menu,,Start -> Control Panel). Click on Java icon in order to open “Java Control
Panel”. Click on the About button. About Java window shows a current Java version. If you will
not find Java icon in the ControlPanel window then Java has not been installed on your
workstation yet.

Important: If you have Sun Java on your computer, it is necessary to do following steps:

1. Do you have version J2SE(TM) Runtime Environment 5.0 Update 6 (version
1.5.0_06)? If yes, it is not necessary to download and install this program. Continue with
configuration of IE, chapter 2.6.

2. Do you have higher version of Sun Java than in the point 1? If yes, it is not necessary to
download and install this program. Continue with configuration of IE, chapter 2.6.

3. Do you have lower version of Sun Java than in the point 1? If yes, it is necessary to
continue with downloading and installing Sun Java, chapter 2.5.

It is always necessary to install correct certificate for the right functioning of the application
WEBSIOM, chapter 2.8.
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2.3 Microsoft VM - MS Java

e Ifitis necessary to use both of Java applications (MS and Sun), than you have to switch
between them. It is not possible to switch on both at the same time. Only one of them can
be used.

Generall Securit_l,ll F'riva-:_lrll I:::untentl Eu:unneu:tiu:unsl Frograms  Advanced
Settingz;

e Java [Sun) -
I1ze JRE 1.5.0_06 far <applet: [requires restart)
E} Microzoft Wi
O Java conzole enabled (requires restart)
[ Java logging enabled
O T compiler for vittual machine enabled [requires restart)
8 Multimedia
O Ahways show Intemet Explorer (5.0 or later) R adio toolbar
[ Don't display online media content in the media bar
Enahle Automatic Image Resizing
Enable Image Toolbar [requires restart]
Play animations in web pages
Play zounds in web pages
Play vwideos in web pages
5
5

hiow image download placeholders

how pictures -
« L

FBestore Defaults |

k. I Caricel | Apply |

EORERERE

e If is necessary to uninstall MS Java application (Microsoft VM) from the clients station
then do the following steps, chapter 2.4. The uninstallation of Microsoft VM can be
done only by administrator!

2.4 How to uninstall MS Java application
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The uninstallation of Microsoft VM application (MS Java) from client’s station does just
the administrator. Do the following steps:

1. First it is necessary to deactivate Microsoft VM in the IE settings: Tools — Internet

options — Advanced. There you can find Microsoft VM item. Deactivate all its nested
items.

Eenerall Securit_l,ll F'riva-:yl I:Dntentl Eunnectinnsl Frograms  Advanced
Settings;

> Java [Sun] -
1ze JRE 1.5.0_08 far <applety [requires restart]
@ Microzaft Wi
[ Java console enabled [requires restart]
[ Java lagging enabled
O NT compiler far vitual machine enabled [requires restart]
L, Multimedia
[ Always show Intermet Explarer (5.0 ar later] R adia taclbar
[ Dan't display anline media cantent in the media bar
Enable Automatic Image Resizing
Enable Image Toaolbar [requires restart]
Play anirmations in web pages
Play zounds in web pages
Play videos in web pages
O Show image downlaad placehalders

Shiow pictures _ILI
i T

Bestare Defaults |

0k, I Caticel | Apply |

2. Download following files from OTE web page http://www.ote-cr.cz/the-
participants/registration-procedure/files-installation-procedure-sun-

java/MS _JAVA Uninstall.bat — MS_JAVA_Uninstall.bat and from http://www.ote-
cr.cz/the-participants/registration-procedure/files-installation-procedure-sun-

java/MS _JAVA Uninstall 2.bat - file MS JAVA_Uninstall_2.bat. Store those files in
the root directory on your HD, e.g. c:\ drive

Run MS_JAVA Uninstall.bat file from a root directory (¢ drive)
Microsoft_ VM _uninstall will be open. Please click on,,Yes* button.

If needed restart your workstation in order to complete the removal of Microsoft VM.
After restart of the workstation run MS_JAVA_Uninstall_2.bat file.

The Microsoft VM (MS Java) is removed from your workstation now. If this procedure
has not completed successfully please follow instructions, which can be found in

Nk w
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appendix A (just in case that automated uninstall failed and Microsoft VM is still on your
workstation).

2.5 Sun Java Installation instructions

Because of switching from MS Java to Sun Java some applications which need MS Java can work
improperly. If there is situation both of Java applications are needed it is necessary to solve this
with administrator. The following steps don’t solve problems of using both Java applications
together.

If you want to uninstall Microsoft VM application (MS Java) from the client’s station and to use
just Sun Java application, uninstall Microsoft VM before you begin with installation of Sun Java.
Uninstallation of Microsoft VM describes chapter 2.4

Description of installation of Sun Java follows.

First it is necessary to download Java Sun installation package:

1. Open Internet Explorer a wuse the address to open the website:
https://cds.sun.com/is-bin/INTERSHOP.enfinity/WFS/CDS-
CDS_Developer-Site/en_US/-/USD/ViewProductDetail-
Start?ProductRef=jre-1.5.0_06-0oth-JPR@CDS-CDS_Developer.

2. If the security window s in the picture appears, it’s necessary to click on the “Yes”
button:

Security Information E

r_ii'i Thiz page containg both secure and nonsecure
?- items.

Do wou want to dizplay the nonzecure items?

Mo More Info

3. After this the website J2SE(TM) Runtime Environment 5.0 Update 6 opens.

4. On this site it’s necessary to choose Platform - Windows, set up Language on
Multi-language, choose | agree... and click on the Continue button.

5. The new website Download J2SE(TM) Runtime Environment 5.0 Update 6 for
Windows, Multi-language is shown (If the security window appears again, click on
the Yes button).

6. On this website it’s necessary to choose Windows Offline Installation in the part
called Required Files, it means to click on the shortcut jre-1 5 0 _06-windows-
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i586-p.exe by using the left button of the mouse (in the end of row you can see size
of the file 16,00 MB).

After clicking on the shortcut the window for downloading the install file is shown.
It’s necessary to click on the “Open” button:

File Download . x|

‘? Sone files can harm paur computer. [F the file infarmation belaw

= [ooks zugpicious, of you do nok fully trust the source, do not open or
zave thiz file.

File name: ..._5 0 0B-windows-586-p.exe
File type;  Application

Fram: cdg-esd. sun.com

& Thiz type of file could harm vour computer if it containg
malicious code.

Wwiould you like to open the file or zave it to your computer?

Open I Save Cancel tiore Infa

¥ | ilwavs gzl before opening this tvpe of file

In the dialog window you can see the downloading process:

18% of jre-1_5_0_06-windows-i586-p.exeiFile=jre-... [[E

O pening:

.0 0 0B-windowsz-586-p.exe from cdz-esd.sun. com
NERNENER

Eztimated time left: 28 zec (281 MB of 16.0 MB copied]
Drawrload ke Temparamy Falder

Tranzfer rate: 475 KB/Sec

¥ Cloze thiz dialog box when download completes:

[Tpen [pen Eolder | Cancel I

Installation of Sun Java:

9. After downloading the Java installation file the window for installation is shown. It’s
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10. After a while the installation begins automatically and a License agreement window
is shown. It’s necessary to choose “Typical setup...” and then click on the “Accept”
button:

|‘§ J25E Runtime Environment 5.0 Update 6 - License

License Agreement

Please read the Following license agreement carefully,

Sun Microsystems, Inc. Binaty Code License Agreement [
far the JaY A 2 PLATFORM STANDARD EDITICN RUNTIME ENYIROMMEMNT 5.0

SUM MICROSY STEMS, INC. ("SUN") 15 WILLIMG TO LICEMSE THE SOFTW.ARE IDEMTIFIED

BELOWY T U OrLY UPOM THE COMDITION THAT YO ACCEPT ALL OF THE TERMS
COMTAIMED IN THIS BIMARY CODE LICEMSE AGREEMENT ARD SUPPLEMERNTAL LICEMSE

TERMS (COLLECTIWELY "AGREEMENMT"). PLEASE READ THE AGREEMENT CAREFULLY. BY
DOAMLOADING OR INSTALLING THIZ SOFTWARE, YOU ACCEPT THE TERMS OF THE
AGREEMENT. INMDICATE ACCEPTAMCE BY SELECTING THE ".-'J-.CC:EF‘T" BUTTOM AT THE L]
BOTTOM OF THE AGREEMENT. IF U ARE MOT WALLIMNG TC BE BOURD By ALL THE TERMS, v:

(%) Typical setup - &l recommended Features will be installed,

) Custom setup - Specify the features to install. For advanced users.

i Dedine is Accept = }

11. Than the installation process window appears. For finishing the process it’s necessary
to click on the ,,Finish* button
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iz J2SE Runtime Environment 5.0 Update 6§ - Complete X

Installation Completed

The Inskall Wizard has successfully installed 123E Runkime
Environment 5.0 Update &, Click Finish ko exit the wizard,

A . .
sgack  |[CEnish | Concel

12. When the installation is finished the requirement of restarting the system can appears.
If yes, click on the ,,Yes* button to restart the computer.

fie J2SE Runtime Environment 5.0 Update 6 Installe... *

Yo must reskark wour swskem For the configuration
changes made to J25E Runtime Environment 5.0
IUpdate & ko kake effeck, Click Yes ba reskark now or Mo
if wou plan ba restart laker,

13. The installation is typically done into the system drive (usually C:\, in the next text
is termed like system_drive) into directory Program Files\Java\jrel1.5.0_06 (in the
next text just Java_dir).
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2.6 Internet browser settings

The OTE web interface makes intensive use of components that can be launched from the web
server. This involves Java programmes, also known as applets, which have previously been
signed by OTE so that the browser can verify their authenticity and thus be sure that the
launching of such programmes will not cause any security problems. In order to launch the
applets, the browser must be configured in the following manner:

e Sun Java, which is the launching environment for the applets, must be installed and activated.
In a default Internet Explorer installation, the JVM is installed and activated automatically.
It’s necessary to change it. In order to verify its correct activation, it is necessary to proceed
according to the following steps in the browser menu.

Tools = Internet options... = Advanced

Generall SEcurit_l,II F'rivau:_l,ll Enntentl Eunnectinnsl Frogramsz Advanced

Settings:

%} Java [Sun] ;I
dze JRE 1.5.0_06 far <applet: [requires restart)
E} Microsoft Wi
[ Java console enabled [requires restart]
[ Javalogging enabled
O T compiler far virtual machine enabled [requires restart)]
M8, Multimedia
O Always show Internet Explarer [5.0 or later] Radio taolbar
O Don't display anline media content in the media bar
E nable Automatic Image Resizing
Enable Image Toolbar [requires restart]
Play animations in web pages
Play sounds in web pages
Play videos in web pages
O Show image download placeholders

Show pictures _Iﬂ
i T

Eestore Diefaulks |

)4 I Cancel | Apply |

e Nested item ,,Use JRE 1.5.0_06 for <applet> (requires restart)* (in case you have the
higher version of Sun Java application, your version is mentioned hear) has to be chosen,
if not, choose it. If ,,Microsoft VM items are chosen, unclick all of them. After that use
the ,,Apply* button and then click on the ,,OK* button
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e It is necessary to add the WEBSIOM website among the Trusted sites. You can do it
through internet browser menu: Tools — Internet options — Security — Trusted sites

e Close all windows of the Internet Explorer application.

The browser must allow for the downloading of signed applets. For this purpose, it is enough to
select the Medium security level in the Internet zone, which is the preset security configuration
when installing the Internet Explorer programme. In order to check this configuration, the
following steps must be taken in the browser menu:

Tools =2 Internet options... = Security

Select the Internet zone in this window and activate the Medium security level. In the event
that the OTE Web Site is included in the zone of Trusted sites, this zone must have a Medium
security level set.

The stated security level suffices for the majority of secured web servers. It thus allows for
the launching of read components, but only upon the user’s approval.

Your company’s policy may restrict You from modifying registry, however, when
downloading applets (e.g. after implementing a new functionality) system stores information
into the registry and the current user must have registry access rights. Afterward this right
can be taken away (or the download can be done under user who has such rights).

e The browser must enable the use of cookies (small information elements that the server
installs on the client’s computer). The OTE web interface cookies are used solely for
checking active sessions and cease to exist upon the end of a session.

After enabling cookies, select the Medium security level, as described in the point above.

If the security configuration of the client was modified due to the use of other applications or
due to company security policies, we state below the minimum selections, which must be
activated for the correct use of the system (only the required selections were described —
those which are not described are not stated as they do not have an effect on the application).
The values will be activated in the Internet zone, except in cases when the OTE Web will be
integrated into other zones (Local intranet, Trusted sites, Restricted sites). In such event,
these values would be activated in the respective areas.

Tools 2 Internet Options... = Security = Internet
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Microsoft VM

Java permissions

() Custom

() Disable Java

(¥) High safety !

() Low safety

() Medium safety

ActiveX controls and plug-ins

Script ActiveX controls marked safe for scripting

() Disable

(v) Enable

() Prompt

Run ActiveX controls and plug-ins

() Administrator approved

() Disable

(¥) Enable

(_ ) Prompt

Download signed ActiveX controls

() Disable

() Enable

(v) Prompt?

Scripting

Active scripting

() Disable

(v) Enable

() Prompt

Scripting of Java applets

() Disable

(v) Enable

() Prompt

! This level has the highest restriction level, which allows for the functioning of the application

2 Necessary so that the user records applets to the client station right when he enters the application
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Downloads

Automatic prompting for file downloads
() Disable
(¥) Enable3
File download
() Disable
(¥) Enable*

2.7 Sun Java settings

For the right working of Sun Java application it is necessary to change some settings of this
environment. Do following steps:

e Open Java Control Panel through menu ,,Start -> Control Panel -> Java‘“ and switch
to the Advanced folder:

3 Necessary for recording a file of day-ahead market bids, of realizations of bilateral contracts, of intra-day
market bids and of balancing market bids

4 Necessary for recording a file of day-ahead market bids, of realizations of bilateral contracts, of intra-day
market bids and of balancing market bids
Reviewed on:
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= lava Control Panel
| General | Update | Java | Security | Advanced |

Setkings

' - Debugging

- Jawva console

- <APPLET > kag suppork
~Shorbcuk Creation

- JMLP Filg/MIME Association
- Securiby

~Miscellaneous

I (84 ” Cancel Apply

e Open the Debugging group and make sure, that none of the items of this group is chosen.
If yes, deactivate it.
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s Java Control Panel

| General | Update | Java | Security | Advanced .

!Sgttings
cEmm
¢ e[| Enable tracing

: b [ ] Showe applet lifecycle exceptions
| - Java consale
| (- <APPLET > tag suppart
- Sharteut Creation
---JNLF‘ File/MIME Association
| - Security
| - Miscellaneous

| o H Cancel H Apply J

e Open the Java console group and check, that the Hide console is chosen. If not, choose
it.
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< Java Control Panel
| General | Update | Java | Security | Advanced |

‘Settings
' D Debugaing
i El 4 1ava console
¢ (T Show console

----- {:} Hide cansale

----- “-(7) Do nat skart console
i - APPLET > tag suppork
i - Shortecut Creation
i - JMLP File/MIME Association
L
|

- SeCurity
|‘£I Miscellaneous

l (0] 4 II Cancel H Apply J

e Open <Applet> tag support group and check, that just item: Internet Explorer is
activated
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= . Java Control Panel

| zeneral | Update | Java | Securit‘;xi Advanced |

Settings

lE - Debugaging

lE - Java console

I_:J -« <APPLET = tag suppork

: ----- Internet Explarer

L[] Mozilla and Metscape

[+ Sharteut Creatian
& JLP File/MIME Assaciation
= - Security
[+ Miscellaneaus

t oK ” Cancel

Open the Security group and check, that all of items are chosen except two of them: Use

personal certificate automatically if only one matches server request and Use TLS
1.0. If these items are activated, deactivate them.
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< Java Control Panel

General | Update || Java | Security | Advanced |

!Settings
i'-Fi ~Debugging
- Java consale
Fi-- -~ <APPLET = tag suppork
- Shorbut Creation
- NLP File{MIME Association
li—_] --Eecurity
----- Allows user ko grant permissions to signed conkent
----- Allow user ko grant permissions to content from an untrosted aothaority
----- IJse certificates and keys in browser keystore
«[] Use personal certificate autormatically if only ane matches server request
----- Warn if certificate authority can nok be verified
----- Warn if certificate is expired or not yet valid
----- ‘Warn if site certificate does not match hostnarme
----- Show sandbox warning banner
----- Allow user ko accept JMLP security requests
----- Use S5L 2.0
----- Use S5L 3.0
<[] Use TLS 1.0
[#-Miscellaneous

l (] 4 J[ Cancel H apply ]

e [tis necessary to disable the automatic downloading of updates of the Sun Java
application. You can do it through ,,Control panel — Java‘“. Choose ,,Update* and
unclick the field ,,Check for Updates Automatically*, look on the picture. Then click on
the “OK” button.
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£ Java Control Panel

{| Java| Security | Adwanced |

General i
Ipdate Mokification

version of the Java platform. The options below let vou control how

f;;' § The Java Update mechanism ensures you have the most updated
=
updates are obtained and applied.

Mokify Me:

[ ] Check For Updates Automatically
Click the "Update Mow" button below to check For updates. Anicon

will appeat in the system kray if an update is available, Move the
cursar over the icon bo see the stakus of the update,

Java Update was last run ak 09:54 on 08/09/08. Update Mow

[ (04 “ Cancel ]

2.8 Installation of certificate and others security settings

For the right functioning of the new applets the certificate OTECA installation is needed. You can
download it from the OTE website. This certificate must be stored in the directory of trustable
authority of the Java Runtime Environment, which you have installed in chapter 2.5. Do the
following steps:

1.

Reviewed on:
11.11.2008

From the OTE website (http://www.ote-cr.cz/the-participants/registration-
procedure/installation-procedure-logicacmg/installation-procedure-

logicacmg/?set _language=en) download the OTECA certificate - ,The OTECA
authority certificate (DER format)“ and save it into the root directory on system
drive (usually c:\) - After clicking on the certificate the window for saving appears.
Click on the ,,Save* button and save the certificate into the root directory of the
system drive.
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File Download
[”T? Some files can harm vour computer. IF the file infarmation: below
5 looks suzpicious, or you do not fully trazt the zource, do not open or
gawe thiz file.

File name: OTECA. cer
File type:  Security Certificate

Frarm; wian, obe-cr.cz

& Thiz type af file could harm your computer if it contains
ralicious code.

"wiould you ke to open the file or save it bo your computer?

Open |

¥ flways ash before opening this bipe of file

Cancel tare [nfo

2. Download following file from OTE web page http://www.ote-cr.cz/the-
participants/registration-procedure/files-installation-procedure-sun-
java/Certificate_Import.bat Certificate_Import.bat. Store the file in the root
directory on your HD, e.g. c:\ drive

3. Run Certificate_Import.bat file from a root directory (c:\ drive). The certificate is
successfully installed on your workstation now.

4. If this procedure has not completed successfully please follow instructions, which can
be found in appendix B (just in case that automated install failed).

Note: Users who have MS Windows 2000 installed on their computers have to use the
process from the appendix B!

2.9 Setup of rights

It is necessary to install .java.policy file. This file sets rights of the CS OTE system to write all
the data about the user’s activities in the CS OTE system into the log file. It is possible to use this
log file to solve some user’s problems with the system. The .java.policy file allows insert bids
through files on those markets, on which this functionality exists. The new Sun Java policy sets
special rules which define your access to the local drives (for the safety reasons). In order to
access your local drive (e.g. if you want to submit a bid) you are required to set up these access
via .java.policy file. Otherwise the system refuses this file. The rules defined in .java.policy file
allow to Sun Java technology the access into the directory ,,c:\ote”, from which you can insert
your bids through files.
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1. Download following file from OTE web page http://www.ote-cr.cz/the-
participants/registration-procedure/files-installation-procedure-sun-java/.java.policy —
Java.policy.

2. Ifthe .java.policy file already exists in ,,c:\Documents and Settings\user_name*,
where ,,user name* means folder of a current user (the user who is going to use IS
OTE system), it is necessary to copy the content of the .java.policy file you have just
downloaded into your existing .java.policy file. If the .java.policy file doesn’t exist
on the client’s station, store the file in the following directory: ,,C:\Documents and
Settings\user_name*. It is necessary to save this file exactly as .java.policy, without
another suffix like txt or other. If the file has different name, it is necessary to rename
it manually.

The Internet Explorer is ready for the first launch of WEBSIOM applications with SUN Java
applets (1.5.0_06), or higher version.

2.10 Trouble shooting

This chapter describes cases, which can occur despite of the right installation and configuration
of the Sun Java application.

2.10.1 Applets download

If the Sun Java application is installed correctly, the internet browser has the right configuration
and the other configuration is done correctly, but in spite of that the WEBSIOM application
applets are not download, it is possible that the downloading of these applets wasn’t right. In this
case do following steps:

1. Open the window Control Panel — through the menu ,,Start — Control Panel*
Click on the Java by the right button and choose ,,Open®. ,,Java Control Panel* is
opened.

3. In the tuck ,,General click on the button ,,Delete files «
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TT—

General | Update | Java || Security | Advanced

About— -.

Wiew version information about Java Conkral Panel,

! bout. ..

P Delete the following temporary files?
Yy

ections, By defaulk, Java
Downloaded Applets §lv advanced users should

Downloaded Applications
Other Files

Metwork Settings. ., ]
4 L Ik J [ Cancel ] i !

Files you use in Java applications are stored in a special folder For quick execution
laker, ©Only advanced users should delete files or modify these settings,

[ Delete Files. ., H Settings. .. ]

[ (0.4 ][ Zancel ] Apply

4. The window ,,Delete Temporary Files* is opened, in which it is necessary to choose all
items. After that click on the button ,,OK*.
5. Then in the ,,JJava Control Panel” window click on the button ,,OK*,

After this run the internet browser and open the WEBSIOM application website. Now the applets
are right downloaded.

2.10.2 The installation of updates of Sun Java application

If the updates or new version of Sun Java are installed, it is recommended to uninstall these
updates or new version:

1. Through the menu ,,Start — Control Panel - Add/Remove Programs® look at the list of
installed programs of your computer.

2. In the list find Sun Java application items.

3. Choose update which is higher than the one set for the WEBSIOM application and
choose ,,Remove*.
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‘indows 2000 Support

ﬁ C-Media WDM Audio Driver
i 32SE Runtime Environment 5.0 Update 6

ﬁ MVIDIA Windows 2000 Display Drivers
ﬁ Windows 2000 Service Pack 4

Currently installed programs: Sort by:l Mame b I

Size

E3 Control Panel = |EI|1|
File Edt Wiew Favorkes: Tools Help ﬁ
quback « = - | Qisearch Y Folders ®| PPl @ ‘ Ed-

Address I@ Contral Panel | @6o

— L B o v oy
“J v & @
], SO
b Accessibilicy  AddfRemove AddfRemove Administrative  Automatic CMI Audio Drate/Time Display
Control Panel Options Hardware Programs Tools Updates Config
Add/Remove Programs Iiﬁf | Ka % 9 -g) @ %) E
Installs and remaoves pragrams and S
windows companents Folder Options Fonts Game Inkernet Java Keyboard Mouse Mebwark and
Contrallers Options Dial-up Co...
‘indows Update
&R Add/Remove Programs I ]

=

119MB

=

‘Installs and removes programs and Windows companents

4. Confirm uninstalling of this update.
5. Restart the computer.

|@‘ Iy Computer o

If there is requirement for keeping of updates or new version of Sun Java application it is
necessary to repeat all steps in chapters 2.6, 2.7 and 2.8. Then it is necessary to restart the

computer.

2.10.3 Protected/unprotected items

If the window of protected and unprotected items is shown during your work with WEBSIOM

application, it is possible to switch it of:

1. Through the menu ”Tools — Internet Options — Security — Internet — Custom Level”.
2. Find the item “Miscellaneous - Display mixed content” and choose “Enable”.

3. Click on the button “OK™.

Then the window will not be shown any more.
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Ho More Info

2.10.4 Internet browser shutting down

If the internet browser is shutting down when you enter the WEBSIOM application and the file

* log is saved on the desktop in spite of the installation of Sun Java is right, the configuration of
internet browser is right and other configuration is exactly according to this manual, do following
steps to install the actualization of the Internet Explorer for MS Windows XP Service Pack 2
(KB912812).

1.

Open the website

http://www.microsoft.com/Downloads/details.aspx?FamilyID=f05ffb31-¢6b4-4771-81f1-

4accebf72133&displaylang=en

First choose the language of the Internet Explorer on the bottom of the window. Then

click on the button “Download”.

|

Quick Details

File Name:
Versian:

Security Bulletins:

Knowledge Base (KB Articles:

Date Published:
Language:
Download Size:

Estimated Download Time:

Change Language:

Windows<P-KB912812-x586-ENU. exe
912812

M=06-013

EB91-812

4/11/2006

English

4.8 MB

[Diskup (56K) %[ 12 min

| English |

3. The dialog window appears. Choose the button “Open”
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File Download x|

Some filez can harm paur computer. |F the file infarmation below
looks zugpicious, o you do ot fully st the zource, do not open ar
zave thiz file.

File name: ..._&_ 0 0B-windows-586-p.exe
File type;  Application

Fram: cds-ezd. sun. com

& Thiz tppe of file could harm your computer if it contains
rmalicious code.

Wiolld you like to open the file or zave it to your computer?

Open I Save Cancel More Info

¥ flwans szl before opening this pe of file

4. After downloading the file another window appears. Click on the button “Run’:
5. Then the window of installation appears. Click on the button “Next”.

6. The window of Licence agreement appears. Choose ,,I agree” and click on the button
,,Next®.

7. For finishing the installation of the actualization click on the button ,,Finish“ and restart
the computer.

After successful installation you can delete the file *.log.

2.10.5 Others problems

If you have any others problems with Sun Java applets which are not described above, try to
download and install all actualizations for your operating system.

For installation of updates use following steps:
1. Choose the menu ,,Start — Windows Update*
2. On the website of the Microsoft company choose the installation of updates for your
computer. Use the button “Express” (recommended). The possibility ,,Custom* means
you choose which updates you want to install.

Reviewed on:

11.11.2008 Document name: Web Interface Document version 4.0.2 Page 29 of 65



Indra loo

Welcome

to Windows Update

New! Gef Microsoft Update today!

Keep your computer up to date

Check to see if you need updates For Windows, your hardware or wour devices.,

Get high-priority updates {recommended)
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‘Wwindows and other programs
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Concerned about privacy? When vou check For updates, basic information about vour computer, not wou, is used ko determine which updates wour

programs need. To learn more, see our privacy statement,

3. Click on the button ,,Download updates*

4. Ifyou first need to install the Windows Update application, than after clicking on the
»Windows Update* choose installation of this application.
5. After finishing the updates will be found and you can install them on your computer.
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3 SYSTEM ENTRY PROCESS

3.1 User’s personal certificate

To enter the system you must possess a personal digital certificate (authentication certificate)
issued for this purpose by an independent authority supported by OTE. The medium for the
certificate is a smart card or a USB token. In order to use the smart card, you must have a card
reader connected to the client station, or have the respective USB port driver installed.

When entering the system, the Internet browser will check whether the certificate is acceptable
for the web server and will display it to the user in order for the user to confirm its use. Using the
certificate, the user is identified in the system and thus also the market participant who the user
represents.

3.2 OTE certificates

The server automatically verifies the authenticity of the certificate and its validity. The Internet
browser also checks the authenticity of the web server based on the certificate issued for the
server. The server presents the certificate to the browser.

Upon the first entry into the system through the browser, the browser does not regard the
presented certificate as data issued by trusted subjects. For this reason, the browser will display a
confirmation window after which the user can continue in the process.

In order to prevent the displaying of this message and in order to simplify the ensuing applet
operations, the OTE master certificate must be installed into the browser (which introduces the
certificate subject of OTE and which also guarantees the certificates issued to users, web server
certificates and the certificate for the signature of applets).

In the event that the OTE master certificate is not installed, the user must confirm the entry
process upon the first entry and thereafter open installation help and install the certificate.

3.3 Installation of encryption modules

Upon the first entry into the system, the automatic installation of CAPICOM components from
Microsoft will take place, which provide encrypting functions for the user’s computer, allowing
for the utilization of digital signature of data sent into the system. The procedure is automatic and
displays only notification on the downloaded package, which is digitally signed by Microsoft.

Reviewed on:

11.11.2008 Document name: Web Interface Document version 4.0.2 Page 31 of 65



indra looica OMEL

o ELECTRICIDAD

Security Warning x|

Do your want ba inztall and run MCARPICOM 2003 zigned
on 252003 23:53 and diztnbuted by

lle,

kicrozaft Corparation

Fublizher authenticity verfied by Microzoft Code Sigring
PCA

Caution: Microgoft Corporation agzerts that thiz content iz
zafe. v'ou should only installview thiz content if vau tust
Microzoft Corporation to make that azzertion.

[T Abways trust contert from Microsoft Corporation

More Info

L

In the event that the CAPICOM installation does not run automatically in the background, the
application will notify the user of this fact when attempting to sign sent data.

In such case, it is possible to download the package either from the Microsoft website or from the
fip server of LogicaCMG: ftp://ftp.logica.com/pub/OTESupport/CAPICOM/capicom.cab. The
capicom.cab archive contains two files - capicom.dll and capicom.inf, which must first be
extracted from the archive. Installation takes place by right-clicking on capicom.inf and selecting
Install from the menu item. This can only however be performed by a user with an administration
account.

3.4 Entering the data through the file

Thanks to the Sun Java settings there are changes for entering the data through files (entering
bids, accepting bids, entering realizations) It is necessary to load the file from the system drive
(usually C:) from the folder Ote. This is needed, when you use entering fines through menu:

IM and BM - Bid submission — Via file

IM and BM - Notice board — Via file

Day-ahead market — Bid submission — Via file

Bilateral contracts — Data submission —Realization via file

has to be saved on the system drive (usually drive C:) in folder Ote. If the file is loading into the
WEBSIOM application from other place, the operation will be not successful.
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3.5 Opening window

When entering the system, the following window will appear:

Maodification

Help

OPERATOR TRHU 5 ELEKTRINOU

= B3

Enter

Firstly, the user should select the preferred language of communication in the system by clicking
on the flag at the bottom left side of the window. This window is the only window in the system
where the preferred language can be selected.

The options available in this window are as follows:

¢ Modification: Information on the last changes carried out in the system.

e Help: Help on individual parts of the system.

e Enter: Entry into the main menu of the application.

3.6 Firstlogin

At the very first login after installation SUN Java (after a user has chosen an authentification
certificate) the entry (blue) page is shown. This is automatically followed by a pop-up window
requiring certificate for SUN Java applet verification (use identical certificate as for
authentification). This opening of the certificate window can take several seconds, it depends on
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the Sun Java startup speed. It is necessary to wait for it, otherwise the WEBSIOM application
stay on the main page.

Based on technological requirements the certificate is required twice. This verification is
independent from the user’s authentification and must be done.

The procedure must be done every time after downloading a new version of applets.

3.7 Subsequent login

At every other login the SUN Java applet verification is required just once. This verification is
independent from the user’s authentification and must be done.

This opening of the Sun Java certificate window can take few seconds, it depends on the Sun Java
startup speed. It is necessary to wait for it, otherwise the WEBSIOM application stay on the main

page.

3.8 Reading of applets
3.8.1 Confirmation of reading and launching of applets

By clicking on Enter on the opening page, the main menu for the system will open.

There are three active applets active in this window, two of which are visible (quick access panel
and the upper bar of the window), and the third is not visible (records user activities into a local
log file). As stated above, these applets are signed by the same certification authority that
represents OTE and must thus be installed into the Internet browser as a trustworthy issuer. If this
is done, the browser will open a window before showing the main menu, in which the user must
confirm the reading and launching of applets.
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Internet Explorer - Security Warning _ il

Do you want to run this software?

MName: IWMI1S.Etmp

Publisher: CodeSigning

0 Always run software from “CodeSigning ™

i~ Mever run software from "CodeSigring”

™ Ask me every time

A | Fewer options Run CorE Rn

‘wihile Files from the Internet can be useful, this file type can pokentially harm

wour computer, Only run software From publishers wou trust, What's the risks

It is also necessary in this window to select Always run software from ...(this option will not be
available if the OTE master certificate was not previously installed). If we do not wish this
window to appear when entering the system in the future, this option must be checked.
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3.8.2 Automatic updating

The automatic installation of some systems applets onto the local disk will take place when first
entering the application. When entering the main menu, the applet for the quick access panel and
upper window bar will be installed. Automatic installation will again take place when first
launching the consultation applet.

The installation process is automatic and can be monitored in the following window, which
automatically deactivates after each applet reading is completed.

CAB Extract =]

Estracting files. ..

In the future, the Internet browser will repeat this fully automatic process only when updating
applets.

3.8.3 File structure on the local disk

The structure of information which the Internet browser updates on the client station in the
systems directory is as follows:

e C:\WINDOWS\Downloaded Program Files
The folder contains records of ActiveX controls.
e C:\WINDOWS\JAVAllib

Various sub-directories are created in this folder, which contain the required modules and
libraries located on the local disk.

The stated directory structure and the contents thereof may not be manually modified by the user
or station administrator. When the stated folders are damaged or any other errors found, which
would cause the applets to function incorrectly, the problem must be solved using the following
procedure:

e (lose the open Internet browser on the client station.

e Remove all input pertaining to Applet Consulta 1.0.0.6, MenuDinamico 2.0.0.5 and Applet
Superior 1.0.0.4 (version numbers can change in the future) from the directory
C:\WINDOWS\Downloaded Program Files.

e Remove the following sub-directories and folders from the directory C:\WINDOWS\java\lib:
* \borland
= \com
= \images
= \jclass
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=  \MenuDinamico

= \netscape

= \OM_ Consultas

= InterfazSiom.class
= siomCli.class

e Repeat connection to the OTE web interface. The new, standard, reading of applets will
appear.

The stated operations must be performed by a user with administration rights to the client station.
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3.9 Main menu

After the applet reading process, the following main menu for the system will open up:

Main menu

OPERATOR TRHLU 5 ELEKTRINOU

Day-ahead M |
Bilateral Contr)
Metering | o _-
Settlement . 7 9 Commmricziion
Reglstratlon
DS

<

al ilater
Block Market | COMIITRICES 9 Regsieiion

| Jﬂﬁﬂwﬂ A

M‘Q management

| Mainmenu ]

Back

The ensuing chapters detail each of the main web areas.
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4 UPPER BAR OF WINDOW

The upper bar of the window shows information on the current date and time, as well as other
relevant data on the markets and accepted claims.

The upper bar appears as follows:

Date and time Market information

Session Close hour Last available results
25042007 240472007 11:30 18032007

OTE Claims
messages periods

Information accessible on the upper bar:
e Date and time — the current date and time.

e OTE messages — an indicator showing the existence of active OTE messages for market
participants.

e Claims periods — information on market claims periods and on the existence of urgent claims.
Includes information on day-ahead market claims and bilateral contract claims. This
information is detailed in the user manual entitled Claims.

e Market information — dynamic information on the day-ahead market, bilateral contracts,
intra-day markets and balancing market by web sections which the user is in. This
information contains the date of the next session, the date and time of session closing and the
date of session with the last available results for the daily market and bilateral contracts, as
well as the date and time of the closest trading hour closing on the intra-day and balancing
markets. This information is detailed in the user manuals entitled Day-ahead Market,
Bilateral Contracts, Intra-day Market and Balancing Market.

4.1 Information on time and date

The upper bar of the window shows the current date and time of the WEB server (indicated by the
attribute Remote. The synchronisation of minutes and seconds takes place when connecting to the
WEB server, while the hour and date is selected from the local station. Hour or date
synchronisation takes place upon the changing of hours or date on the WEB server. If connection
to the WEB server is not possible for any reason and its time cannot be determined, then the time
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of the local station will show in its place (indicated by the attribute Local). This can be seen in the
following figure.

E{24/04/07 2 L0:2L:23u

J1Remote

Time synchronization indicator
(whether time is taken from remote
server or from local station)

4.2 OTE messages

The indicator showing the existence of OTE messages for market participants is located on the
upper bar and has the following appearance:

e
if there is no active message pending.

-‘:' if there is an active message pending.

The message contents appear when clicking on the icon.
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3 OTE messages - Microsoft Internet Explorer

TE meszages
Date Text
524.-’04.-’200?' Please download settlement results for 22.4 2007,

115632
[Z0OTE

If there are active messages pending, a window will automatically appear with the messages when
entering into the system. If the user is already in the system, the window will appear

automatically upon the activation of new messages. When messages become inactive (are read),
the icon stops flashing.
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5 QUICK ACCESS PANEL

This panel allows for quick access to the main application options. When connecting to the OTE
application, a main menu will appear on the left, showing the opening options.

For access to the menu column options, click on the option of your choice in the main menu. The
respective options of the menu column will appear.

After the displaying of the dynamic menu from the main menu or menu column, we can see that,
in both cases, the respective page opens in the centre of the window for each option. The upper
bar of the window also shows updated information according to which section of the Web the
user is moving about in.

By moving the mouse along the column menu options, a submenu rolls out, if defined.

oy areea] oy areea]
dBiateral Contr dBiateral Contr
| [Metering | Metering

| [Settlement Settlement

| [Communic. ICommunic.

| |Registration Registration

Day-ahead M |
Bilateral Contr}
Metering
Settlement

- [Communic.
Registration
Fin. Mng. _
lcos I Icos

| IM & BM
Block Market

DATA SUBMISSIOHN DATA SUBMISSION
Definition Definition
Realization - scrn. | Rt DEFIHITION
Realization - file | Ry SUBMISSION
COHSULTATION Co

[IM & BM
Block Market |

Subinit nesay
Restare
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6 CONSULTATIONS APPLET

This applet provides a range of functions for consultations. The main menu or quick access panel
can be used to access this applet.

The standard Windows window will appear when launching the consultation applet. The applet
window will appear in a new window in the Internet browser, i.e. more consultation applets can

appear at once.

OTE W\ B

OPERATOR TRHU S ELEKTRINOU

Day-ahead M.

_[Meteri
_|Settlement
ICommunic. ) Date fio 2/04/2007 Date
Registration
Fin. Mng. 1
CDS
IM & BM —

-
i
I

Aggregation by market participants

Date . |21/04/2007 Date

Fh
|
=

LR RS PR ICH

| [Definition -
Realization - scrn.
[Realization - file 3

EXECUTE

Hour 01 Hou 2

ERCRFRICR

Definition | 11
[Realization 12 ] | 21/04/2007 |Purchese |116- Consumption
Exchange 13 . 04/2007 |3ale £- Sunm

Results 14 i ] ’

Records

FILTERS ALTIDG - BECURD § | ACTILG - £ FDE SAVE TO FILE

Records : 2 } 2
Main {
Query results
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The contents of this window differ for each consultation, but the structure always remains the
same:

Consultation name Column names Execute button

Consultation parameters Filters row

2l Valid implicit BC realizations - Microsoft Internet Explorer

Valid implicit BC realizations

Date from [o1/01/2007 Date
Date to [30/04/2007 -

FILTERS ACTION - RECORD ACTION - ALL RECORDS SAVE TO FILE

Records :2 f 2 :
Main . Cancelled trading days

Query results

A

After filling in the search parameters for the consultation (i.e. participant identification, trading
day, etc.) and after clicking Execute, the results will appear (the applet will check the entered
parameters and acquire the data to be displayed, or will notify of any potential error). This
method allows one to change parameters and obtain new results without having to leave the
consultation applet.
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The following window is an example of consultation conducted.

2l Valid implicit BC realizations - Microsoft Internet Explorer

Valid implicit BC realizations

Date from [o1/01/2007 Date
Date to [30/0422007 Date

FILTERS ACTION - RECORD ACTION - ALL RECORDS SAVE TO FILE

Records :2 f 2 :
Main . Cancelled trading days

Query results

The user can then arrange the results, filter them, print them, save them to file, etc. (specified in
detail in ensuing chapters).

The consultation applet uses the same signature mechanism and writing to local disk as the other
applets of the system and for this reason a reading window will open when first used or during
subsequent updating.

6.1 Entering of parameters

After entering the parameters and clicking on Execute, the consultation applet will perform the
validation of parameters. The following validations are taken into consideration:

e For date-type parameters, the format DD/MM/YYYY must be entered. For these parameters,
the system will display an additional button Date next to the date field, enabling the opening
of a calendar in which the required date can be comfortably selected.

e For numerical-type parameters, the correct number value must be entered. A comma must be
used to separate decimal numbers.
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e For text-type parameters, the maximum length will be checked and these depend on the
specific parameter and consultation (i.e. a maximum of 5 characters for the participant
identification).

e No special validations will take place for parameters specified by a list of values.

Depending on the consultation, the “*’ sign can be used as a replacement for some parameter
types. If such possibility exists, the ‘*’sign is displayed on the right of the parameter.

6.2 Navigation between records

The first column of each record contains the sequence number of the record in the consultation
table.

If the number of records exceeds the maximum display capacity in the window, a vertical bar will
appear that can be moved up and down the list, as in any other regular Windows application.

The total number of records will be marked in the bottom left side of the window using a “X / Y”
format, where X and Y are whole numbers. If filters were not used (see Chapter 5.5 - Filtering),
then values X and Y will be the same and will indicate the total number of records displayed. If a
filter was specified, then value X will indicate the number of records that were filtered and are
given in the consultation results, while value Y will indicate the total number of records.

6.3 Column width

The column width, which is predefined for each column, can be modified using the mouse, by
merely dragging the separating line between column names (as in many other Windows
applications).

If the total width of the column exceeds the applet window size, a horizontal scroll bar will be
activated.

6.4 Sorting

In order to modify the order in which records are displayed in the consultation results, the user
can use the column sorting option.

In order to arrange a column according to values, click on its name.

If the user clicks on a column header once, the records are sorted in ascending order according to
their values in the columns. When clicking again on the same column, the sorting process is
repeated and the records are sorted in descending order. By clicking again on the column name,
the records are again sorted in ascending order.

After sorting the first column, the user may wish to sort another column. Sorting by values in the
first column is not affected, but the second column will be used as the second sorting criteria.
When clicking again on the second column, the sorting criteria change (switching between
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descending and ascending order). Other columns can be added to the sorting criteria using the
same method.

Information on the current sorting can be displayed using the Filters button and selecting Show
current sorting.

The Remove current sorting button can be used for removing the sorting criteria, which will be
displayed after clicking on Filters in the bottom part of the consultation window.

6.5 Filtering

Directly under the row with the column names, the user will find a row of filters with a field
marked in the header with the letter F. On the right of this is a function for the selection of filters
that is marked with the letters f-1, f-2, f-3. This allows for selection from three possible filter
rows.

The user can specify various filters in one or more columns and thus reduce the number of
records displayed to those that meet the users set requirements.

For the specification of filters, the following syntaxes will be used:

e Comparison-based filters: These work with all value types in the columns. Operators used:
“:7” 6‘<”’ 6‘>”, ‘G<:7,, “>:,’ and “<>’,‘ Some examples are:

* For alphanumeric values: “< ABC” (alphabetical comparison is used)
*  For numeric values: “> 2”

»  For date-type values: “<= 10/12/2003”

=  For time-type values: “>= 10:34:22”

»  For date and time type values: “= 10/12/2003 10:34:22”

e Filters according to scope of values: These work with all value types in the columns.
Operators used: “BETWEEN” and “AND”. Some examples are:

* For alphanumeric values: “BETWEEN Al AND A9” (alphabetical comparison is used)
*  For numeric values: “BETWEEN 2 AND 10”

» For date-type values: “BETWEEN 10/12/2003 AND 31/12/2003”

*  For time-type values: “BETWEEN 10:00:00 AND 11:00:00”

» For date and time type values:
“BETWEEN 10/12/2003 10:00:00 AND 10/12/2003 11:00:00”

e Similarity-based filtering: This works solely with alphanumeric type values and uses the
“LIKE” operator and the substitution sign “%”. Some examples are:

= “LIKE AB%” (values beginning with “AB”)

= “LIKE %AB” (values ending with “AB”)

= “LIKE AB%CD” (values beginning with “AB” and ending with “CD”)
= “LIKE %AB%’” (values containing “AB”)
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The filters do not distinguish between capital and small letters, with the exception of the operator
“LIKE”.

The window showing a consultation with three defined filters is as follows:

realizations by trading day - Microsoft Internet Explorer

BC realizations by trading day

Date from i i
Date to- He :
. - EXECUTE

=10/04/2007
16 /0472007
15/04/2007

FILTERS ARTING - HECNRE ACTION - ALL RECORDS SAVE TO FILE
Sawe filterfsorting

Load filterfsorting

Remowve filterfsorting

Remowve current sorting
Show current sorting

Remowve current filter
Show current filter

When specifying filters, the filters can be combined in individual columns. There are several
options available:

= To specify one condition for one column. The condition must be specified in the first row
of filters f-1 (appears automatically). After defining conditions and clicking on F, the
application will display rows of all data whose value in the given column meets the
required conditions.

= To specify various conditions for several columns in the table. These conditions must
again be specified in the first row of filters f-1 of each column. After defining conditions
and clicking on F the application will display rows of data, whose values in these
columns meet all the entered conditions (upon joint verification of conditions the
operation AND is used).
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= To specify several conditions for one column (up to 3). These conditions must be
specified in filter rows f-1, -2 and f-3 (successively). After defining conditions and
clicking on F the application will display rows of data, whose values in the given column
meet any of the specified conditions (upon joint verification of conditions the operation
OR is used).

= To combine the last two options in several columns, one or more filters were specified
there. The result of a combination of filters is firstly the result of operation AND (all
conditions must be met) between all conditions in each individual row of filters f-1, -2, f-
3. Subsequently, the operation OR is executed for whole rows of filters -1, f-2, f-3 (the
meeting of one condition suffices).

If the result of consultation does not correspond with the specified filters, the F button will turn
red. The user must click on the button in order to update the results. After their update, the button
will again turn green.

Information on the current filter can be displayed using the Filters button and selecting Show
current filter.

To remove filters, erase its specification in filters row f-1, f-2, -3 and click on F.

The Remove current filter button can be used to deactivate all filters, which will be displayed
after clicking on Filters in the bottom part of the consultation window.

6.6 Saving of sorting and filtering criteria

For the specification of a combination of filters and criteria for sorting in a given consultation, the
user can save his/her configuration for later use. Several configurations can be stored for one
consultation.

Management of configurations:

= Save filter/sorting: After manual specification of filter selections or required sorting, the
user must click on Filters =» Save filter/sorting. The system will then request a brief
description and the configuration will be saved.

» Load filter/sorting: The selection Filters =» Load filter/sorting can be selected anytime
after launching certain consultations and reading of data from the server. The system will
display all configurations saved in the past for the given consultation, as well as the
description which the user entered for each. By selecting the required configuration, its
activation will take place.

» Remove filter/sorting: The user can, at any point, remove earlier defined configurations
by clicking on Filters =» Remove filter/sorting. The system will display all
configurations saved in the past for the given consultation. After selecting some of these,
the system will request a confirmation of operation. If the user confirms the operation,
the selected configuration will be erased.
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= Changing filter/sorting configuration: After activation of filters/sorting, their
configuration can be changed. By selecting Filters =» Save filter/sorting the system will
display the same description of the selected filter. If the user does not change this
description, the filter/sorting will be saved in the modified configuration under the same
name. If the user does modify the description, a new filter/sorting will be created for the
given consultation.

These configurations are always linked to a concrete consultation. If therefore the user wishes to
save the same filter/sorting configuration to two similar consultations, they will need to be
specified and be saved to the two consultations separately. The filter/sorting configuration is
saved locally on the user’s PC and therefore, in the event that the user logs onto the Web from
another PC, these filters/sorting will not be available on the other PC.

6.7 Record-related activities

Some consultations were configured in such a way so as to enable access to detailed information
on each record displayed in consultation result (i.e. view all data of one bid or access to another
consultation directly relating to it).

The Action — record button is used for this, which always shows as being inactive in the
beginning. The button is activated after marking the record by clicking on the row header grey on
the left (the record row will then turn blue), if there is a certain action defined for it. The activities
are general for the given consultation regardless of which record is selected. By clicking on
Action — record a flyout menu will be displayed allowing for the selection of some of the below
activities.

There are three basic activity types carried out for the record:

e Access to the record’s detail (i.e. access to the page for consultation of claims data, which
appears in the consultation results records): the browser will show details of the selected
record.

e The generating of files on the local disk (i.e. the generating of bid files for a bid selected from
consultation results): The browser will show a standard dialogue window, which allows for
the opening of a file or to save it to disk.

e Access to new consultation (i.e. Valid implicit BC realizations or IM cumulated
consultations). In this case, the detailed data will appear in a new applet tab, which is
automatically activated and shows the results.

6.8 Records-related activities

These are special case activities for all records which form the result of consultation. The Action —
all records button is used for this purpose. This button is active if such activities were defined for
the given consultation and one or more records were retrieved by the consultation. If it does not
depend on the displayed records in the consultation results, the activities are general for the given
consultation.
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If a filter was applied, only those records will be processed that meet the filter requirements.

By clicking on the button, a flyout menu will be displayed allowing for the selection of some of

the below activities

Basic activity types carried out on records:

e Access to the records’ details — this is mainly for the intra-day and balancing market.

For example, statistic calculations can be consulted for all the bids displayed in consultation
results, or all bids displayed in consultation results can be accepted or cancelled.

e Generating files on the local disk - the browser will show a standard dialogue window, which
allows for the saving of a file to disk.

For example, when viewing BC realizations, the File of realizations allows for the creation of
a file on the local disk containing all BC realizations from consultation result in the format for

submitting realizations via file.

M BC realizations by trading day - Microsoft Internet Explorer

5D a0 (] O

02/04/2007

264042007

£-1

1 2216 74413 1 114 116 o 16404/2007 Valid
=

| 2 2216 74412 2 114 116 Tes Valid
_'_ 3 2216 74412 1 114 116 Yes Inwalid
L 1 2216 74411 1 114 116 Ho 15/04/2007 Valid
i s 0 74399 S 116 131 e Yalid
4 13
ACTIO ALL RECORD 0
File of realizations

-
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6.9 Save to file

If records are displayed in the results area, the Save to file button will become active. The button
allows for the writing of data contained in the consultation result to the file and does so in text
format.

After activation of the button, a dialogue window will be displayed, enabling for the specification
of:

e Name and location of the generated file (file location can be selected using the Path button).
The location should be on the system drive (usually drive C:), folder Ote. Otherwise the
system can interrupt the operation with error.

e The separating sign between record values (tab, semi-colon, space).

e Decimal separator for numerical values (comma or full stop).

After the specification of the given values and after clicking on Ok button, a text file is created
with the entered name and location.

6.10 Printing

If any records appear in the results area, the Print button will be activated. This button allows for
the sending of parameters for the given consultation to the printer, the date of consultation
execution, description of active filters, number of records and data contained in the consultation
results.

When performing this action, a new browser window will open with the contents ready to be
printed. At the same time, a standard dialogue window will open up for printer selection.
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/" https:/ /193.179.225.165/cqi-bin/consulta_applet fconsulta_applet.dil - Windows Tn _ ol x|
Settlement fees
Initiation date: 15/8/2007
Termination date: 15/8/2007
Execution timestamp: 15/08/2007 15:35:31
Filters: No active filters
Records : 29/29
[ 1] CDS access fee | 01022003 | 3111272222 | 1000.00
| 2 | State of emergency - Geothermal | 01/012007 || 3111212222 | 1450.00
[ x| [ 51122222 | 145000 | =
4 Geresal | Gptors| | | 31122222 | 1450.00
5 _ | 31122222 | 1450.00
 Select Printer =
6 , & | 31122222 || 1450.00
N i
7 = | 311272222 ||  1450.00
; fekbrinter i [ 31122222 [ 145000
9 - = | 31122222 | 1450.00
10 Statuz:  Feady [~ Printtofile  Preferences | _| 311122222 | 1450.00
Location: B 7
H ik FindPiiter. | | [ [ | 311122222 | 145000
12 | 3111272222 | 1450.00
1a  Page Range | [ q1anmnnn [ 1aennn =
& 4 Mumber of copies: I'I ::I
= Selection. € Current Page
" Pages; I‘I [ Collate
Enter either a zingle page number or a single [@
page range. For example, 5-12
Frint I Cancel | Ay |
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7 APPLICATION LOG

7.1 Functionality

When going through the application, a list of pages visited by the user is created in the log file. In
the file named LOGAM. log, a row is generated for each page visited and is saved in the local
directory C:\Ote\LogAM\. If the directory does not exist, it will be created automatically.

Each row contains information on the page visited, the time of visit and the actions performed on
this page. The aim is to secure the local control of pages visited by individual users. The log file
rows contain the following information: time and date, connection (R — remote or L - local),
market participant identification, action performed, name of visited page and comments.

The file size is limited to 500 kB. If this size is exceeded, the log file will be closed (the file will
be renamed using a name  containing the current date and  time
LOGAM_YYYYMMDD_HHMISS. 1og)and a new LOGAM. 1og will be created, in which the entry

of information will continue. All created log files will be saved in the same directory.

7.2 Structure

The overall appearance of the above-described LOGAM.log file is as follows:

04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 13:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:
04/12/2001 14:

22:57 R -7 -EntradaPagina -Diario -MenuDiario

23:02 R -7 -EntradaPagina -DiariolnsOfertaPantalla -InsercionOfertas
23:06 R -7 -EntradaPagina -DiarioGenerarOferta -SelBloquesOferta
23:11 R -7 -EntradaPagina -ofertama

23:51 R -7 -BotonPulsado  -ofertama -Envio de la Ofer
23:51 R -7 -BoténPulsado -ofertama -Validacién local
23:52 R -7 -BotoénPulsado -ofertama -No hay errores.
24:40 R -7 -EntradaPagina -ofertama

24:53 R -7 -BotonPulsado  -ofertama -Envio de la
24:53 R -7 -BoténPulsado -ofertama -Validacién local
24:54 R -7 -BotoénPulsado -ofertama -No hay errores.
58:59 R -7 -EntradaPagina -Bilaterales -MenuBilaterales
01:36 R -7 -BotonPulsado -BilateraleslInsEjecucionCBFichero-Buscando el
01:41 R -7 -EntradaPagina -Diario -MenuDiario

05:19 R -7 -BotonPulsado -BilateraleslnsEjecucionCBFichero-Validacion
05:28 R -7 -EntradaPagina -diario -MenuDiario

16:22 R -7 -EntradaPagina -bilaterales -MenuBilaterales
16:25 R -7 -EntradaPagina -Diario -MenuDiario

16:28 R -7 -BoténPulsado -BilateraleslInsEjecucionCBFichero-Buscando el
16:54 R -7 -BotonPulsado -BilateraleslInsEjecucionCBFichero-Validacion
18:59 R -7 -EntradaPagina -Diario -MenuDiario

19:00 R -7 -BoténPulsado -BilateraleslInsEjecucionCBFichero-Buscando el
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The following diagram explains the fields in individual rows:

04/12/2001 16:17:22 \R -7 -clicked on button -ofertama -no error
/ / ! / /
Date and time | Participant | | Action | | Visited page Comments
v

Connection

e Date and time: The date and time of the WEB server at the time of log entry or at the time of
the local station in the event that connection to the server is lost.

e Connection: R (Remote), if the stated time and date is server-based data. L (Local), if the
data is from the local station.

e Participant: Identification of market participant.

e Action: The activity performed on the relevant application page (opening of page, clicking of
button, etc.).

e Visited page: Name of page based on which the log was created.

e Comments: Comments on the action performed on the page.

Note: The local log file was proposed with the aim of facilitating the determining and removal of
any potential errors in the system reported by participants. The contents of the log file are always
saved on the local disk and the participant can be requested to supply the log, if required. A
situation when a participant announces an error in the system is seen as a reason for such
request. For this reason, it was decided to keep the message contents in the original language of
the development team.
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8 SUBMISSION OF SIGNED DATA

The IS OTE web interface includes a digital signature for confidential data submitted by the
participants of the Market Operator. The operation for submission of data, to which the digital
signature is attached, is as follows:

= The submission of bids for the day-ahead market via screen or via file

= Cancellation of bids on the day-ahead market

= Removal of implicit bids on the day-ahead market

= The submission, confirmation or rejection of bilateral contract definitions

= The submission of bilateral contract realizations via screen or via file

= Confirmation or rejection of bilateral contract realizations

= Cancellation of bilateral contract realizations

= Removal of implicit bilateral contract realizations

= The submission of bids for the intra-day market and balancing market via screen or via
file

= Cancellation of bids on the intra-day market and balancing market

= The acceptance of bids for the intra-day market and balancing market via screen or via
file

The digital signature process requires the participation of the user, especially for the selection of a
signature certificate to be used and for the entering of the PIN of the given certificate.
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9 SETTLEMENT CONSULTATION

9.1 Access

The Settlement option allows participants to consult the settlement process results. Both the main
menu and the quick access panel can be used to access this option:

B 17/09/08(910:15: 550 Loca D‘I‘E N BV —
[TE-/\N- o DAYAHEADM. p _ BILATCONTR. y L) F ee————

Closed

Closed

OPERATOR TRHU 5 ELEKTRIMNOU

Day-ahead M.
T Settlement

Metering

Communic.
Registration

Consultation - Settlement
Result of sefflerment
LP Reconciliation
Hourly breakdown of seffiement resuits
Rasuils - RE ssifiament

Sltate of emergency
IM & BM

Advance payment
Block Market |

Sefflement fegs
Sefflerment prices

Cons. - Settlement

Sefflerment prices and thelronigin
Metering
Sublect of gelflernent's aggregated
melering

Regulating energy
Fegulating energy

Back

9.2 Consultation types

The application offers the following types of consultation for settlement results:

o Result of settlement: This consultation for given trading days and settlement version
displays settlement results according to payment type: purchased and sold volumes and
their balance, receivables and payables amounts and their balance.

Based on the selected settlement consultation and the fact that the calculation concepts
have been activated, the following payment types will appear:

= (DS access fee

=  Consumption fee (it has not been calculated since January 1%, 2005)

= DM settlement
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= Additional costs

= DM fee

= Positive imbalance

= Negative imbalance

=  BM access fee

= M purchase

= [Msale

= IM fee

= Imbalance

=  Monthly fee

= Rounding off difference

= Positive RE

= Negative RE

= State of emergency - consumption
= State of emergency - supply
= RE settlement surplus

e LP Reconciliation: This consultation for given trading days will display the consultation
results for LP reconciliation: The date of change to the LP price, purchased and sold
volumes and their balance, receivables and payables amounts and their balance.

e Hourly breakdown of settlement results: For the given period, the market participant
and settlement version, the settlement results will be displayed per individual hours for
the selected day or month.

A column for purchase/sale trade arising on the IM market is added to this consultation
(for both volume and for the amount). The columns for regulating energy contain RE
volumes sent to the TSO, part of which is also the amount traded on the BM. The
consultation contains fee payments for the IM and BM.
The following settlement result values are displayed:

= BC purchase [MWh]

= BC sale [MWh]

= DM purchase [MWh]

= DM sale [MWh]

= Total purchase [MWh]

= Total sale [MWh]

= Positive imbalance [MWh]

= Negative imbalance [MWh]

*  RE+[MWh]

» RE- [MWh]

=  Amount — positive imbalance [CZK]

=  Amount — negative imbalance [CZK]

= Additional costs [CZK]

= Amount — DM purchase [CZK]

=  Amount — DM sale [CZK]

=  Amount — RE+ [CZK]

=  Amount — RE- [CZK]

= DM fee [CZK]

= Consumption fee [CZK]
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=  Monthly fee [CZK]

= Rounding off difference [CZK]
= CDS access fee [CZK]

= [M purchase [MWh]

=  [M sale [MWh]

= [M purchase [CZK]

=  [Msale [CZK]

= M fee [CZK]

=  BM access fee [CZK]

e Results - RE settlement: Will display a detailed breakdown of regulating energy per
hour, divided up according to PDT and blocks, for the given trading day and settlement
version. The volume, unit price and total amount of the negative/positive regulating
energy are displayed.

e State of emergency: Will display settlement results in a state of emergency per hour for
the given trading day and settlement version. The supplied and consumed volumes and its
amount are displayed.

e Advanced payment: In a given month, the detail of the total volume and total payment
obligation or receivables will be displayed for individual days, settlement versions,
participants, payment types (CDS access fee, Consumption fee, DM settlement,
Additional costs, DM fee, Positive imbalance, Negative imbalance, BM access fee, IM
purchase, IM sale, IM fee, Imbalance, Monthly fee, Rounding off difference, Positive RE,
Negative RE, RE, LP reconciliation, RE settlement surplus) and operation types
(Purchase, Sale).

e Settlement fees: Information on the scope of validity and each fee price will be displayed
for the entered period. This consultation is supplemented with records for settlement fees
on the IM and BM markets, the LP reconciliation price and the prices for resource types
for a state of emergency.

e Settlement prices: The settlement price value in each trading hour is displayed for
selected trading days and settlement version.

e Settlement prices and their origin: The settlement price for each hour, its origin
(whether the price was determined by curve or by the regulating energy price) and the
regulating energy settlement surplus (information accessible only for CEPS and OTE
users) is displayed for given trading days and settlement version.

The Origin column contains the follows values:
o MinRE - settlement price set according to minimum price of negative RE in a
given trading hour
o MaxRE — settlement price set according to maximum price of positive RE in a
given trading hour
o Curve — settlement price set according to settlement price curve
o RE price — settlement price set according to CEPS

Two other consultations with data on metering and regulating energy are as follows:
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e Subject of settlement’s aggregated metering: Shows the hourly metering of supplied
and consumed volumes for given trading days.

e Regulating energy: Shows the amount and volume of regulating energy, separated
according to PDT and blocks, for individual trading day hours.
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A. Removal of VM — MS Java

It is strongly recommended that removal of Microsoft VM (MS Java) from workstation is
done by a system administrator as per following instructions:

1. First it is necessary to deactivate Microsoft VM in the IE settings: Tools — Internet options —
Advanced. There you can find Microsoft VM item. Deactivate all its nested items.

Generall SEcurit_l,II F'rivan:_lrll Eu:untentl Eu:unneu:tiu:unsl Frogramsz Advanced

Settings:

%} Java [Sun) ;I
lze JRE 1.5.0_06 far <applet: [requires restart)
E} Microzoft Wi
O Java console enabled [requires restart]
[ Javalogging enabled
O NT compiler far vitual machine enabled [requires restart]
8 Multimedia
O Always show Intemet Explorer [5.0 or later] R adio taclbar
O Don't display anline media content in the media bar
Enable Automatic Image Resizing
Enable Image Toolbar [requires restart]
Play animations in web pages
Play zounds in web pages
Play videos in web pages
O Show image download placehalders

Show pictures _I_j
4] | b

Bestore Defaults |

k. I Carncel | Apply |

2. Run the command line (Start — Programs — Accessories — Command line, or Start — Run —
cmd)

3. Into the command line write following command:
RunDII32 advpack.dll,LaunchINFSection java.inf,UnInstall

4. After that the dialog window of Microsoft VM uninstall is shown. Click on the button
,, YEs*,

If system needs restart, restart your computer.

o o1

After the machine restarts open your system directory, for example it can be:
c:\WINDOWS\
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7. From this system directory delete following files:
a. directory java from the system directory
b. file java.pnf from the system directory from folder system32 — if available
c. files jview.exe and wjview.exe from the system directory from folder system32

8. Into the command line write this command regedit — the dialog window of registries appears

;,'.-" Registry Editor : ;IEIE'
Reqistry  Edit  Wiew Faworites  Help
= ) My Computer Mame Type | Data

D HKEY_CLASIES_ROOT I{Default]l REG_SZ (walue nok set)

--{“_‘| HKEY CURREMT LISER

ERSEHKE Y LOCAL_MACHINE

[#1-(_] HKEY_UUSERS

-7 HEEY_CURREMT _COMFIG 4 | D
o

My ComputeriHKEY_LOCAL_MACHINE

9. Choose folder HKEY_LOCAL_MACHINE/SOFTWARE\Microsoft\Java VM

4" Registry Editor =10l x|
Regiskry  Edit Wiew Favorites  Help
{:l IE Setup ;I Marine Type | Data
D IE4 (Default) REG_S5Z (value naot set)
D InetStp Classpath REG_ExPAMD_SZ Fasyskemroot ¥\ javaiclasses;,
% ;”Eemet 2“”“”?”5':\‘:‘_9”:' [aB]LibsDirectory REG_EXPAND_S7 Yusystemrootiljavallib
--{:I I:tz:::t DE;':;S'D” tzard ol TrustedCIasspath REG_EXPAND_SZ
D R - TrustedLibsDirectory REG_EXPAMND_SZ2 “osystemroot ¥l javaltrustlio
=
- Jet
-] MedisPlayer -
< | _'I_I | | i
|My CompukeriHKEY _LOCAL_MACHINEYVSOF T AR E Microsoft) 1ava Wi o

10. Delete the whole folder Java VM

11. Choose folder HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\AdvancedOptions\]JAVA_VM
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&' Registry Editor N =101 .x]
Reqgiskry  Edit  Miew Faworites  Help
=11 Internet Explorer | | Mame | Type | Data
(] AboutURLs (Default) REG_SZ {value not set)
-] Active Compatibiliy Ethitmap REG_SZ Foaystemrooksbisystem32iinetopl.cpl, 4441
=+ AdvancedOptions [aB]HelpID REG_ 57 iexplore. hip#50041
E’% ;E;E\?SSEBILIW el [ab]Text REG_SZ Microsoft ¥
ED CRYPTO Ethype REG_SZ group
B HTTR
-0 J8va_SUM
-3
B[] MULTIMEDIA ILI
4 [ [s | s
||""'|';." CompukeriHEEY _LOCAL MACHIMELSOFTWARE \Microsoftt Inkernet ExplorerifdvancedOptionsi Jain_ Wi o

12. Delete the whole folder JAVA VM

The removal of Microsoft VM application (MS Java) is finished now.

B. Certificate Installation

For the right functioning of the new applets the certificate OTECA installation is needed. You can
download it from the OTE website. This certificate must be stored in the directory of trustable
authority of the Java Runtime Environment, which you have installed in chapter. Do the
following steps:

1. From the OTE website (http://www.ote-cr.cz/the-participants/registration-
procedure/installation-procedure-logicacmg/installation-procedure-
logicacmg/?set_language=en) download the OTECA certificate - ,,The OTECA authority
certificate (DER format)“ and save it into the root directory on system drive (usually c:\) -
After clicking on the certificate the window for saving appears. Click on the ,,.Save* button
and save the certificate into the root directory of the system drive.
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File Download

‘} Some files can harm vour computer, IF the file information below
= looks sugpicious, or you do naot fully trust the source, do not open or
zave thiz file,

File name: OTECA. cer
File type:  Security Certifizate

From: vy obe-cr.cz

ﬁ'} Thiz twpe of file could harm your computer if it contains
ralicious code.

YWiould vou like to open the file or zave it to pour computer?

Cancel tore Info l

2. Open command line from menu ,Start -> Programs -> Accessories -> Command
Prompt“. Switch into the system drive, for example. by command c:\ which is supposed to
be a system drive, command cd \ switches it into the root directory of the system drive.
Command cd \Java_dir\bin\ switches it into the directory of Java environment.

mmand Prompt

Microsoft Windows 208A [Uersion 5.88.21%951
(C» Copyright 1985-2008 Microsoft Corp.

GC:%>cd Program FilessJavasjrel.5.8_@6~hin
C:“Program Files“Java“sjrel.5.@_B65binx>_

3. In this directory run command keytool -import -alias oteca -trustcacerts -file c:\oteca.cer -
keystore '‘system_drive\Java_dir\ lib\security\cacerts” in which you have to replace
system drive and Java dir by real drive and folder to import the root certificate authority
OTECA (we recommend to write the whole command into the command line manually, not
to copy it). When you are asked for typing password for the certificate store, type password
changeit.
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4. The system will write on the screen ,, Trust this certificate?* Write yes into the line and press

enter.

AWINDOWSsystem32\emd. exe

IC-“Program
erts —file
certs"

FilessJavasjrel .5.8_B6~bin>keytool —import —alias otecacert —trustcac
oteca.cer —keystore ''ciprogram filessjavasjrel. 5. 8_B6~lib“zecuritysc

[Enter keystore password: changeit
lOwner: CHN=0TECA, OU=PKI Group. O=Logica, GC=CZ
Issuer: CHN=0TECA. OU=PKI Group, O=Logica, C=CZ
iCerial number: 7983425%e3eBh?fad4d?bidcdced?ed?c
alid from: Tue Sep 18 15:28:3%9 CEST 26082 until: Mon Sep 18 15:38:39 CEST 2812
| ertificaﬁe fingerprints:

DS: DY:2C:EF:B6:2A:DA:EE:31:A3:3E:5A=-97:4C:3C:7E:29

SHA1: 4E:-38:24:5C:76:F%:97:BA:13:68:35:09:94:E2:AD:B6-01:AE:6A:F6

rust this

certificate? [nol: yes

ICertificate was added to keystore

IC:“Program
:~Program
IC-“Program
:sProgram
IC-“Program
sProgram
IC=“Program
SProgram
IC:-“Program
IC - Program

FilessJavasjrel.5.B@_B6“hin>
FilessJavasjrel .5 .8_BA6%bin>
FilessJavasjrel .5 .8_B65bin>
FilessJavasjrel .5 .8_BA65bin>
FilessJavasjrel .5 .8_B6~bin>
FilessJavasjrel 5. B_B6sbin>
FilessJavasjrel .5 .0_B6~bin>
FilessJavasjrel .5 . 8_B6“hin>
FilessJavasjrel .5 .8_BA6~bin>
FilessJavasjrel .5 .8_B6sbhin>

5. Now the import of OTECA certificate authority is finished and the command window can be

closed.

6. For proper finalization restart the computer

Reviewed on:
11.11.2008

Document name: Web Interface Document version 4.0.2 Page 65 of 65



	1 CLIENT STATION CONFIGURATION 
	1.1 Operation system and Internet browser versions 
	1.2 Configuration for input and output via file 
	1.3 Setting of registers 
	2 CONFIGURATION OF CLIENTS STATION FOR SUN JAVA 
	2.1 Brief description of transition from MS Java to Sun Java 
	2.2 Verification of Sun Java on the client station 
	2.3 Microsoft VM - MS Java 
	2.4 How to uninstall MS Java application 
	2.5 Sun Java Installation instructions 
	2.6 Internet browser settings 
	 
	2.7 Sun Java settings 
	2.8 Installation of certificate and others security settings 
	2.9 Setup of rights 
	2.10 Trouble shooting 
	2.10.1 Applets download 
	2.10.2 The installation of updates of Sun Java application 
	2.10.3 Protected/unprotected items 
	2.10.4 Internet browser shutting down 
	2.10.5 Others problems 


	3 SYSTEM ENTRY PROCESS 
	3.1 User’s personal certificate 
	3.2 OTE certificates  
	3.3 Installation of encryption modules 
	3.4 Entering the data through the file 
	3.5  Opening window 
	 
	3.6 First login 
	 
	3.7 Subsequent login 
	 
	3.8 Reading of applets 
	3.8.1 Confirmation of reading and launching of applets 
	3.8.2  Automatic updating 
	3.8.3 File structure on the local disk 

	3.9  Main menu 

	4 UPPER BAR OF WINDOW 
	4.1 Information on time and date 
	 
	4.2 OTE messages 

	5 QUICK ACCESS PANEL 
	6 CONSULTATIONS APPLET 
	6.1 Entering of parameters 
	6.2 Navigation between records 
	6.3 Column width 
	6.4 Sorting 
	6.5 Filtering 
	6.6 Saving of sorting and filtering criteria 
	6.7 Record-related activities  
	6.8 Records-related activities 
	6.9 Save to file  
	6.10 Printing 

	7 APPLICATION LOG 
	7.1 Functionality 
	7.2 Structure 

	8 SUBMISSION OF SIGNED DATA 
	9 SETTLEMENT CONSULTATION 
	9.1 Access 
	9.2 Consultation types 



