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Abbreviations Used

Abbreviatior  Meanin¢

CDS Centre for Data Services

EAN Global system for encoding and identifying goo@syges and organisations

EDI International format for electronic data interchariglectronic Data Interchange)

GUI Graphical user interface

HW Hardware

ID Identifier (general)

IS OTE Infrastructure of an operator on the electricityrkea

MS Microsoft

OPM Place of supply/delivery

OTE Company: Operator trhu s elékiou CR, a.s. (Operator on the electricity market CR)

OTECA Certification authority which issues IS OTE cediftes

PDS Operator of the distribution network

PPS Operator of the transfer network

ROz Registered entitled customer

RUT Registered participant on the market

SW Software

ul User Interface
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1 Introduction & Summary

This document describes how to set up MS Outlodk’20 establish secure electronic mail.

1.1 Registration of the recipient’'s certificate under te relevant

contact in MS Outlook 2007.

In this Chapter it is necessary to create a
a contact for the sender in MS Outlook

the relevant contact.

In our case you will need to create contacts amubrinthe CDS certificate and your personal

coiitadhe recipient of the encrypted message and
2007. WHeesé contacts have been created, it is
essential to import certificates, in which theirahaddress corresponds to the email address of

certificate for communication with the CDS.

a) Creation of the CDS contact (own contact)iew — Contact” in MS Outlook by

performing the following steps

[~ Inbox - Microsoft Outlook

File Edit Miew Go Tools Acdions Help

2 Mew v| @ 3 e g Reply [ Replyto A
|34 Mail Message Crl=HM _<
] ‘;‘;J Pastin This Falder Ctrl=5Shift=5 s

i Folder.. Ctrl=5Shift-E
| [ Search Folder... Ctrl=5hift=P

Mavigation Pane Shorteut... §

:ﬁ Appointment Ctrl=5Shift+ A ?

j Meeting Reguest Ctrl=3hift-0Q

85 Contact Ctrl=Shift=C

ﬁ Distribution List Ctrl=5hift=L

& Task Ctrl=Shift=K

,15/_1 Task Request Ctrl=5hift=U

Sﬂ Jaurnal Entry Ctrl=Shift+)

o] Note Ctrl=Shift=N

ﬂ‘g Internet Fax Ctrl=5hift <X

E Choaose Form...

} Choose InfoPath Farm... Ctrl=5hift=T

Cutlook Data File...
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b) The contact must include the correct email addwdssh must correspond to the
email address included in the certificate, whichwilkimport in the following step

() 9 B - €DS - Cantact v
—// Cantact Tnsert Format Text Developer L 7]
E i‘.| Y save & New - 8 [BE1. mgacuities | & s &’% % pssiontask | =8 @] B (2} Private w
.% Send — lJ 4| Certificates —1 i d Web Page b L = [LLh Address Book
Save & General| Details E-mail Meeting Call Business Picture Categarize Follow Spelling
Ciose 2% Delete | Al Fietds » B2 Map Card = % Up~ B Check Names ]
Adtions Show Communicate Options Proofing
Full Mame.., | ICDS DS
Campany: |
Job title: |
File as: ICDS
Internet
1L E-mail.., | = Ichle@csote.Dte-cr.cz
Display as: | Hiatis
Web page address: I E:TJ
IM address: I e
Phone numbers

Business.., | -
Home, .. | - |
Business Fax. | = |
Mobile... | = |

Addre

Business.., | T

-

S5E5

This is the mailing
address

c) To import the certificate of the relevant contattthe Certificates tab, we select
Import and locate the file with the certificate of théekant contact.

= L T DS - Contact -8xX
Contact Insert Format Text Dreveloper @«'
by Save & New - = |8l  [83 Activities |8z 8= 3 %= Assign Task fa= =3 ] |5y Private ABC
ﬁ_] (e 8] _§j 83 = \t‘) F =3 (3] 5@ 5
é_ilt] Send * - [ﬂ Cer‘tificatesI - & Ed Web Page > ! |} Address Book
Save 8t General Details = E-mail Meeting Call Business Picture Categarize Follow Spelling
Close X Delete = All Fields - frMap Card ¥ - Up+ % Check Hames -
Actions Shaow Communicate Optians Proafing

Dutlook will use one of these certificates to send encrypted mail to this contact,
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,

Certificates (Digital IDs)

CDS Test{Default) S

Impart... |
Export... |
Remaove |

Note:

a) If you do not register the certificate of the reemt with the relevant contact in MS
Outlook 2007 you will not be able to send an enagpnessage to this recipient. In
that case the following message would be displayed.
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Encryption Problems x|

Microsoft Office Outlook had problems encrypting this message because
' the Following recipients had missing o invalid certificates, or conflicking
L

or unsupported encryption capabilities:

Sneiderova, Ivana

Continue will encrypt and send the message but the listed recipients
may nak be able bo read ik,

Send Unencrypred Conkinue | Zancel I

b) The email address field specified in the recipmonttact must be the same as the email
address listed in the certificate of the recipient.
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2 Setting up your own private key for the electronicsigning of
messages and the certificate for sent encrypted nsages.

a) Open MS Outlook 2007

b) On the menu seledtools — itemTrust center — and the tab labellezt mail
Security. Select theSettingsbutton.

Trusted Publishers

Encrypted e-mail

Add-ing
Qﬁ I~ Encrypt contents and attachments for outgoing messages

Privacy Options [T Add digital signature to outgoing messages

| E-mail Sacurity - W send clear text signed message when sending signed messages

- Reqguest S/MIME receipt for all S/MIME signed messages

Attachment Handling
2 Default Setting: |I‘-13-'S_.-'r'.-l[I\-IE Settings {ivana.sneiderova@logica.com) j Settings.. |
Automatic Download

Digital IDs (Certificates)
Macra Security

i = Digital [Ds or Certificates are documents that allow you to prove your identity in electronic transactions,
Programmatic Access =

Publish to GAL.., | Impaort/Export.., | Get a Digital ID... |

Read as Plain Text

[ Read all standard mail in plain text

[T Readall digitally signed mail in plain text
Scriptin Folders

[ Allovy script in shared falders
F allow script in Public Folders

QK I Cancel I

o

c) Adjust the settings so that they are the same tmifollowing illustration
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Change Security Settings il

Security Setting Preferences

Security Settings Mame:
[cos =]

Cryptography Formak: IS,I'MIME j

v Default Security Setting For this cryptographic message format
¥ Default Security Setting For all crvptographic messages

Security Labels. .. | Tt Delete | Fassword,.. |

Certificates and Algorithms

Signing Certificate: |4IIIIZIEI Choose, . |

Hash Algorithm: ISH.C'.I j

Encryption Certificate: |4IIIIIIIII

Encryption Algorithm: |3|:.|55 j

¥ Send these certificates with signed messages

Ik | Cancel

The signature and encryption certificate will degpeam the user and the security
settings name of the profile may also be anytlymgchose.

Note:
The encryption certificate shown serves only torgpica “copy” of the message which is saved
under Sent Mail.
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3 Testing of encryption and electronic signature fungonality in
MS Outlook 2007

Open MS Outlook and send yourself a message. Betarding the message under Tools in the
Message Options and go t@tions”,

o\ i z st - Massage [HTN Syl
( -5'!_\ = test - Message [HTML)
—
—) | Message Insert Options Format Text Developer (7]
- . & 11 (R ” E S ”A| 38 @] @ @. J ;;:.:._ i . v _é -[5: w
I3 L = i £ y &
Paste _: |IB b A ||-J_E' A== £ £= || Address Check Attach Attach Business Calendar Signature | Follow |_‘iJ| Spefling
4 —oum— e I - Book MNames File  Item Card~ - Up~ ' -
Clipboard = Basic Text Mames Include ' || Procfing
o | I"Sneidero\.-'a Ivana
| subject: |test
=
|
test al
Message Options ?| x|
Message settings Security

Importance: - @ Change security settings for this message,
Sensikiviky: INDrmaI - I
Vating and Tracking options

@ ™ Use voting buttans: I =l

" Request a delivery receipt for this message

[ Request a read receipt for this message

Security Settings... |

Delivery options

@ " Have replies sent to: I Select Mames, .. |

™ Do not defiver before: IN:::ne j IIZI:IIIIII j
I Expires after: |r'-.lu:|ne j IEI:IIIEI j
dttachment Farmat: IDeFauIt j

Encoding: IF'.LItD-SE|EEt j

Contacts. .. ||
Cakteqories vl [Nl:nne ]

Close

SelectSecurity Settingswhere you need to check the boxes to show thatwwjsh to encrypt
and sign the message you are sending
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Security Properties ﬂ
v Encrypt message contents and attachments
v add digital signature ko this message
¥ Send this message as clear text signed
[~ Request S/MIME receipk for this message
Security Setkings
Security setking:
I:iﬁ.utu:-matic::- j Change Setkings. .. |
—Security Label
Paolicy Module: I«::I'-.I:::ne:b j Configure, .. |
Classificabion: I j
Brivacy Mark:
(] 4 I Cancel
then close the window by clicking @K . Now send the message.
I?ﬂ\ il 5 e (3 )7 test - Message (HTML - =X
y | Message Developer (7]
5 Y B L3 Move to Folder - &1
NS x - %ﬁdafeusts- v =
. _‘} L:??' Create RBule == >
Eeply Reply Forward | Defete : Elock ] Mot Junk Categorize Faollow Mark as Find
to All =] Other Actions ~ Sender * Up~ Unread *
Respand Actions Junk E-mail ] Options &
From: Sneiderova, Ivana sSentt £9.9.2010 16:45
To: Sneiderova, Ivana {vana.sneiderova@ogica.com)
Ce:
Subject: test
Signed By: wana.sneiderova@logica.com j |£|
a
test (}

If everything is ok the message will be sent anlillvé received shortly thereafter, and once the
message has been opened you will see the texé ohéissage as you would normally, however
with the addition of a blue lock and red seal ia thessage header.

If you click on the blue lock, the following messaghould appear.
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Message Security Properkties El
E Subject: tesk

Messages may contain encryprion and digikal signature lavers, Each digital
signature layver may contain mulkiple signatures,

Security Layers
Select & layer below to view its description,
w" Subject: test

w" Encryption Layer

w“ Digital Signature Layer

------ Signer: ivana,sneiderova@logica, com

Description:

2k Signed by ivana, sneiderova@logica, com using RSASSHAL at 164442
0.9,.2010,

Click anty af the Fallowing buttons ta view mare infarmation about or make
changes to the selected layer:

Edit Trust... Wigww Details. .. Trusk Certificate Authority, .. |

™ “Warn me about errors in digitally signed e-mail,

If you click on the red seal the following messagewing the relevant information about
the author who electronically signed the messagaldrappear:

Digital Signature: Yalid x|

Subject:  kesk
Frarm: Sneiderova, Ivana

Signed By ivana,sneiderova@logica, com

R The digital signature on this message is Yalid and Trusted,

For more information abouk the certificate used to digitally sign
the message, click Details.

Details. .

|

[ warn me about errors in digitally signed e-mail before message opens.

Close
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