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User Guide

Description of method for setting up secure commaton with CDS
using Outlook Express
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Abbreviation

CDS
EAN
EDI

GUI
HW

ID

IS OTE
MS
OPM
OTE

OTECA
PDS
PPS
ROZ
RUT
SW

ul

106iCd@M@

Abbreviations Used

Meaning
Centre for Data Services
Global system for encoding and identifying goodsgsvices and organisation

International format for electronic data interchange (Electronic Data
Interchange)

Graphical user interface

Hardware

Identifier

Infrastructure of an operator on the electricity market
Microsoft

Place of supply/delivery

Company: Operator trhu s elekttinou CR, a.s. (Operator on the electricity
market CR)

Certification authority which issues IS OTE certificates
Operator of the distribution network

Operator of the transfer network

Registered entitled customer

Registered participant on the market

Software

User Interface

Version: C  23.10.2007CDS D4 _Instalace_OutlookEsgSettings_Eng.doc Page 3/11



soluziona - OMEL
106ICCI CMGC  eon.:

1 Introduction & Summary

This document describes how to set up MS Outloogréss to establish secure
electronic mail. The setting up is also a way &t &nd install support for high
encryption for Outlook Express. The steps for agunfing Outlook Express.

1.1 Registration of the recipient’s certificate under te relevant contact in
MS Outlook Express.

In this Chapter it is necessary to create a comd&che recipient of the encrypted
message and a contact for the sender in MS OuHapkess. When these
contacts have been created, it is essential toringpatificates, in which their
email address corresponds to the email addre$® aetevant contact.

In our case you will need to create contacts anmbmrthe CDS certificate.

a) Creation of the CDS contact (own contact)New — Contact” in MS
Outlook by performing the following steps. The amitmust include the
correct email address which must correspond temh&il address included in
the certificate, which we will import in the follamg step.

™ Address Book - Main Identity H=1E3

File Edit View Tools Help
- X B .
New Properties Delete  Find People Print Action
Shared Contacts ~| Type name or select from list:
{3 Main Identity's Cnnta. MName E-Mail Address Business Phone Home Phone
EAcds@otedev.cz cds@otedev.cz
ESEncryption User cdsadmin@otedev.cz
< 2|[€ >
2items
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kvetoslav pazourek Properties

Name | Home'| Business | Personal 'Other Netl'dlaeting' :i .Digital IDs || 'Online

ﬁ Enter name and e-mail information about this contact here.

First; | Middle; | | Last: | pazourek |

Title: Display: | kvetoslav pazourek Vl pMickname: |

E-Mail Addresses: | |

=] kvetoslav.pazourek@logicacmg.com (Default E-Mail)

[]5end E-Mail using plain text only.

[ oK ]I_ Cancel ]

b) To import the certificate of the relevant contactthe Certificates tab, we
selectimport and locate the file with the certificate of théexant contact.

kvetoslav pazourek Properties

|-Name { Home.| Business | Personal Cther Netl'na’laeting-l Digital 108 | Drline

[%] Add, remove, and view Digital IDs for this contact.

Select an E-Mail address:

|kvetoslav.pazourek@ogicauﬂg.com v |

Digital IDs associated with the selected E-Mail address:

'8 Kvetoslav Pazourek (Default) Properties

Remove

Set az Default

oK ][ Cancel ]

Note:
a) If you do not register the certificate of the recipient with the relevant contact in
MS Outlook Express you will not be able to send an encrypted message to this
recipient.
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b) The email address field specified in the recipient contact must be the same as
the email address listed in the certificate of the recipient.

1.2 Testing whether Outlook Express enables 128-bit engtion

Since the level of encryption in Outlook Expresbased on Internet Explorer, it is necessary
to test the level of encryption in MS Internet Eoqelr.

To determine whether the application uses 128 bitneryption do the following:

1. Open MS Internet Explorer

2. In the menu select Help and click on “About Intéragplorer”

2 About Internet Explorer

18]
" interet

Version: 6.0,2900.2180.xpsp_sp2_qdr.070227-2254
Cipher Strength: 128-bit

Product ID:55274-640-0604542-23575

Update Versions:; SP2;

Based on NCSA Mosaic, MCSA Maosaic(TM); was ~
developed at the National Center for Supercomputing
Applications at the University of Ilinois at Urbana-
Champaign.

f;ff Copyright ©1995-2004 Microsoft Corp.

3. If you see the item“Cipher Strength 128-bit” under the headingVersion:
XX XXXXXXXXYY , then your copy of Internet Explorer is using I#8encryption.
Therefore Outlook Express is using high encryptiba level of 128-bits.

1.3 To increase the encryption level in Outlook Exprest 128 bits

If your copy of Internet Explorer does not supggirong encryption at a level of 128
bits, you will need to increase this encryptionifstalling a service pack for high
encryption“High Encryption Service Pack”.

The type of installation depends on the versiolDadind is available on the public
website of Microsoft alhttp://www.microsoft.com/

Version: C  23.10.2007CDS D4 _Instalace_OutlookEsgSettings_Eng.doc Page 6 /11



soluziona - OMEL
106ICCI CMGC  eon.:

2 Setting up your own private key for the electronicsigning of
messages and the certificate for sent encrypted nsages.

a) Open MS Outlook Express

b) On the menu selediools — itemOptions — and the tab labelleSecurity.
Select theSettingsbutton and adjust the settings so that they aredhee as in
the following illustration. The name of the selettertificate will depend on
the user and the profile used.

General Read | Receipts Send Compose | Signatures
| Spelling , Security | Connection | Maintenanoe
Winus Protection

Select the Intemet Explorer securty zone to use:
intemet zone (Less secure, but more functional)
(%) Restricted stes zone {More securs)

Wam me when other applications try to send mail as me.

Do not allow attachments to be saved or opened that could
potentially be a virus.

Download Images —
Block images and other extemal content in HTML e-mail.

Secure Mail -
i Digital 105 (alzo called cerdificates) are special
% documents that allow you to prove youridentity in
electronic transactions, Digital 1Ds...
To digttally sign messages or receive encrypted
messages, you must have a digital 1D. Get Digital 1D...

Encrypt contents and attachments for all outgoing messages
Digtally sign all outgoing messages
Advanced...

[ ok ][ cace |[ sopy |

Click on “Advanced” and perform additional settiragsin the following
figure.
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Advanced Security Settings

Encrypted messages
% Wam on encrypting messages with less than this strength:
| KT |

Abways encrypt to mysell when sending encrypted mail

Digttally Signed messages
Include my digital 1D when sending signed messages
[ Encode message before signing {opaque signing)
Add senders’ certfficates to my address book.
Rewvocation Checking

% Check for revoked Digital |Ds:
® () Only when online

(#) Never

[ CK H Cancel ]

Confirm by clicking “OK”.

c) In the menu of Outlook Express select “Tools”, tAecounts” item and the
“Mail” tab. Select the account for the sending aeceipt of mail and click on
“Properties”.

Internet Accounts

Al | Mail |News Directory Service Add [ 2

Account Type Connection Remove

%cdsadmin@cﬁed... mail (default) Ay Available

Impart...

Il

Export...

Close

d) A window will appear with the settings of the sééztconnection and under
the “Security” tab you should perform the followiagtting up of the signature
certificate for sending mail and the encryption kaysent mail in the “Sent
Items” folder. At the same time select the “3DE&t®yption algorithm.
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¥E cdsadmin@otedey.cz Properties

.Geneml Servers Connedion| Securty !:ﬁ‘dvanced

Signing certficate

Select the signing certfficate below. This will determine the digital
10 used when signing messages with this account.

Cettficate:  |EncryptedReportUser CZ | [ Select...

Encrypting preferences

Select the encryption cerfficate and algorthm. These are
included with your digitally signed messages so others can send
encrypted mail to you with these settings:

Certificate: %-E_ncryrpted- ﬁeﬁﬁé{éz ] | Select...

Mgorthm: | 3DES v

[ ok || cancel |

Confirm using the “OK” button and close using tl@&dse” button.

The signature and encryption certificate used délpend on the user.
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3 Testing of encryption and electronic signature funtonality in
MS Outlook Express

Open MS Outlook Express and send yourself a mesBagere sending the message
under Tools make sure that the “Sign” and “Encrygitions are selected. Then send
the message.

S

Bh bt famt Dot [+]

3% BAao|a v 0 o 253
@

2
8

=
Pokusny text zprdvy 1|

If everything is ok the message will be sent anltibvé received shortly thereafter, and

once the message has been opened you will seexthaf the message as you would
normally, however with the addition of a blue laukd red seal in the message header.

|
If you click on the blue lock, the following messagshould appear.
General | Details SGCU”G'I
Digital Signature
Digitally signed by:  [edsadmin@otedev.cz
Contents not altered: e
Signature trusted: Ve
Secure retuin receipt requested: No
Digital ID' revocation checked: Mo
Revocation status "v'ou have tuned off revocation ;I
checking.
H|
Security label: ;I
|
Encryption
Enciypted contents and attachments: Ve
Enciypted using: 3DES
Wiew Cerlificates. Tell Me Moare. I
Caneel
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If you click on the red seal the following messagewing the relevant information about
the author who electronically signed the messagaldtappear:
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