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Abbreviation

CDS
EAN
EDI
GUI
HW
1D

IS OTE
MS
OPM
OTE
OTECA
PDS
PPS
ROZ
RUT
SW
Ul

Version: B

Abbreviations Used

Meaning

Centre for Data Services

Global system for encoding and identifying goods, services and organisations
International format for electronic data interchange (Electronic Data Interchange)
Graphical user interface

Hardware

Identifier (general)

Infrastructure of an operator on the electricity market

Microsoft

Place of supply/delivery

Company: Operator trhu s elektiinou CR, a.s. (Operator on the electricity market CR)
Certification authority which issues IS OTE certificates

Operator of the distribution network

Operator of the transfer network

Registered entitled customer

Registered participant on the market

Software

User Interface
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1 Introduction & Summary

This document describes how to set up MS Outlook 2003 to establish secure
electronic mail.

1.1 Registration of the recipient’s certificate under the relevant
contact in MS Outlook 2003.

In this Chapter it is necessary to create a contact for the recipient of the encrypted
message and a contact for the sender in MS Outlook 2003. When these contacts
have been created, it is essential to import certificates, in which their email
address corresponds to the email address of the relevant contact.

In our case you will need to create contacts and import the CDS certificate and
your personal certificate for communication with the CDS.

a) Creation of the CDS contact (own contact) in “New — Contact” in MS
Outlook by performing the following steps

Inbox - Microsoft Outlook

! File Edit W¥ew Go Tools Actions

| i Mew - =4 5 > | daReply (4F

i Mail Message Ctrl+h
= Appointment Cirl+Shift+A
[ _,—:1 Meeting Reguest  Ctrl+5hift+Q 3
|89 contact Chl+Shift+C |
<] Task Cirl+5hift+¢

Choose Form...

L

b) The contact must include the correct email address which must correspond to
the email address included in the certificate, which we will import in the
following step
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I CDS - Contact (=13

! Fle Edit View Insert Format Tools Actions Help
i [ saveand Close [y | ) | ¥ 2 Dy &4 - o .|~.5)!

General | Detsils | Activites | Certificates | AlFieids |

[Fulpame... ] [oos | E-mail... E] csote@csote.ote-cr.cz
Job tite: g
Company:

Fie as: cos v M address: I |

Display as:

Web page address: | |

Phone numbers -

[Eusinessm ]B‘ |
e ) |
|
|

[Business Fax... J[=]|
[ =]

Addresses -

Business... B

[ This s the maiing
address

Contacts... Categories... Private
[ O

c) To import the certificate of the relevant contact in the Certificates tab, we
select Import and locate the file with the certificate of the relevant contact.

P (DS - Contact

i Fle Edit Wew Insert Format Tools Actions Help
i [ save and Close Ik | (S ] | ¥ B Ky B -] 4 - ;.|.;5)l
Generdl || Detals | Activites | Certificates | AllFiclds |

Outlook will use one of these certificates to send encrypted mail to this contact.
YYou can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file for this contact.

Certificates (Digital IDs):

CDS(Default)

Note:
a) If you do not register the certificate of the recipient with the relevant contact in MS

Outlook 2003 you will not be able to send an encrypted message to this recipient. In
that case the following message would be displayed.
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Encryption Problems E|

Microsoft Office Outlook had problems encrypting this message because
' the following recipients had missing or invalid certificates, or conflicting
or unsupported encryption capabilities:

Pazourek, Kvetoslav

Continue will encrypt and send the message but the listed recipients
may not be able to read it.

Send Unencrypted

b) The email address field specified in the recipient contact must be the same as the
email address listed in the certificate of the recipient.

Version: B 12.5.2011 D4 Instalace. MSOutlook2003Settings A Eng.doc Page 6/ 12



el 'Ioaica EV&

Version: B

OMEL

MERCADO DE
ELECTRICIDAD

Setting up your own private key for the electronic signing of
messages and the certificate for sent encrypted messages.

a) Open MS Outlook 2003

b) On the menu select Tools — item Options — and the tab labelled Security.

Select the Settings button.

Preferences || Mail Setup || Mail Format Spellingi Security IOmer Delegates

Encrypted e-mail

[JEncrypt contents and attachments for outgoing messages:
L [] add digital signature to outgoing messages

Send dear text signed message when sending signed messages
[ ] request 5/MIME receipt for all 5/MIME signed messages

Default Setting: ~ |My 5/MIME Settings (kvetoslav.p VI [Eettings...

Security Zones

/ Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone: |G Restricted sites v/ [ zone Settings...

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs {Certificates)

= Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ publish to GAL... | [ Import/Export... | [ Geta Digital ID...

I OK H Cancel ]

¢) Adjust the settings so that they are the same as in the following illustration
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Change Security Settings

Security Setting Preferences
Security Settings Mame:
| oS v/

Cryptography Format: |S,‘MIME Bt |

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[5ecgrity Labels... ] [ Mew ] [ Delete ]

Certificates and Algorithms

Signing Certiicate: | |[ Choose... |
Hash Algorithm: \5HAL v|
Encryption Certificate: | | | choose... |
Encryption Algorithm: | SN ~ |

Send these certificates with signed messages

I oK H Cancel ]

The signature and encryption certificate will depend on the user and the security
settings name of the profile may also be anything you chose.

Note:
The encryption certificate shown serves only to encrypt a “copy” of the message
which is saved under Sent Mail.

Version: B 12.5.2011 D4 Instalace. MSOutlook2003Settings A Eng.doc Page 8/ 12



Version: B

. OMEL
108ICCI CMG  eans.:

Testing of encryption and electronic signature functionality in MS

Outlook 2003

Open MS Outlook and send yourself a message. Before sending the message

under Tools in the Message Options and go to “Change security settings”,
Message Options E|

Message settings Security —

Importance: | Mormal w | % Change security settings for this message.
Sensitivity: @| | Security Settings..., |

Voting and Tracking options

[ Juse voting buttons: | e
[ JRequest a delivery receipt for this message

[JRequest a read receipt for this message
Delivery options -

@ [JHave replies sent to: |

Save sent message to: |Sent Items

Select Names... ]

l
l Browse... ]

[1Do not deliver before: |

|
[ Expires after: | |
Attachment format: |Default w |
Encoding: |.-'-\uto Select w |

Contacts... | |
Categories... |

Select Security Settings where you need to check the boxes to show that you wish

to encrypt and sign the message you are sending
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Security Properties

Encrypt message contents and attachments
Add digital signature to this message

Send this message as dear text signed

[ ]Request 5/MIME receipt for this message

Security Settings
Security setting:

<Automatic= % | | Change Settings...
| | {

Security Label
Policy Module: | <Mone = V| Configure

[ Ok, l [ Cancel ]

Version: B

then close the window by clicking on OK. Now send the message.

£ Zkouska nastaveni Outlook - Message
! fle Edit View Insert Format Tools Table Window Help

| & 91 0% ~ @ ,,355::!§Nurmal

NN~ W) L] = NN WO RNy A R WA ey W R
idsend | ) - | 8, |4 1 8 | ¥ |5 [ options... ~|HML v

i Ta... csote@csote.ote-cr.cz

Licc..

Subject: Zkouka nastaveni Outiook

Kontrolni zpréva i
|

.
iprawr s |Autoshapes~ N N O Al (g ld| - Z-A-=== @ jl
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If everything is ok the message will be sent and will be received shortly thereafter,
and once the message has been opened you will see the text of the message as you
would normally, however with the addition of a blue lock and red seal in the
message header.

If you click on the blue lock, the following message should appear.

Message Security Properties

E Subject: test

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.

Security Layers
Select a layer below to view its description.
w' Subject: test

«" Encryption Layer

+" Digital Signature Layer

Signer: Petr.Bunka @logicacmg. com

Description:

OK: Signed by Petr.Bunka@logicacmg. com using RSA/SHAL at 13:33:22
16, 10, 2006,

Click any of the following buttons to view maore information about or make
changes to the selected layer:

| EditTrust.. || viewDetails... || Trustcertificate Authority... |

[ |warn me about errors in digitally signed e-mail,
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If you click on the red seal the following message showing the relevant information
about the author who electronically signed the message should appear:

Digital Signature: Valid

Subject:  test
From; Bunka, Petr
Signed By: Petr.Bunka @logicacmg.com

R The digital signature on this message is Valid and Trusted.

For mare information about the certificate used to digitally sign

the message, dick Details,

[]warn me about errors in digitally signed e-mail before message opens.

Close
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