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1 Workstation configuration

Supported configuration for workstations for running CS OTE is following:

Windows 7 (32bit) + MS IE11.0/FireFox(32bit)+ SAC 10.x + 3pieces SafeNet USB tokens
(iKey 2032, eToken 5000 (earlier iKey 4000), eToken 5100) + Outlook 2016 /x86

Windows 7 (64bit) + MS IE11.0(32bit)/FireFox(32bit) + SAC 10.x + 3pieces SafeNet USB
tokens (iKey 2032, eToken 5000 (earlier iKey 4000), eToken 5100) + Outlook 2016/ x64

Windows 10 (32bit) + MS IE11.0/Edge/FireFox/Chrome-last version + SAC 10. x +
3pieces SafeNet USB tokens (iKey 2032, eToken 5000 (earlier iKey 4000), eToken 5100) +
Outlook 2016/ x86

Windows 10 (64bit) + MS IE11.0/Edge/FireFox/Chrome-last version + SAC 10. x +

3pieces SafeNet USB tokens (iKey 2032, eToken 5000 (earlier iKey 4000), eToken 5100) +
Outlook 2016/ x64

We recommend to use security updates from http://windowsupdate.microsoft.com.
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2 USB token iKey 2032, eToken 5000 (old iKey 4000) and eToken
5100 installation

2.1 SafeNet Token Utilities v10.x installation guide

Installation package for SafeNet Token Ultilities v10.x is available when user fills in certificate
order form from link below:

http://www.ote-cr.cz/registrace-a-smlouvy/files-registrace-a-smlouvy/objednavka-bezpecnostni-
prvky-cs-ote.pdf

Run SafeNet installation before iKey token inserted into workstation USB! Run file
SafeNetAuthenticationClient-x32-x64-10.0.exe (works for both, 32bit and 64bit OS) and follow
instructions below:

ﬁ SafeMet Authentication Client 10.0 Setup | 28 |

Welcome to the SafeNet Authentication
Client 10.0 Installation Wizard

The Setup wizard will install SafeNet Authentication
Client 10.0 on your computer. To continue, click
Next.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

<4

gemalto

< Back [ Next = H Cancel

SafeNet installation wizard.
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1) safeNet Authentication Client 10.0 Setup _ —
Interface Language 1
Selectthe interface language. Wtﬂ

Selectthe SafeMet Authentication Client 10.0 interface language:

English P v

InstallShield

| <Back | Next> || Cancel |

Choose the language from dropdown list, if neccessary.

1) safeNet Authentication Client 10.0 Setup _ —
License Agreement t w
Please read the following license agreement carefully. w o
SAFENET SOFTWARE LICENSE TERMS -
SafeNet Authentication Client E‘

Legal notice:

SafeMet software is not sold; rather, copies of SafeMet software are licensed
all the way through the distribution channel to the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT CONTROLS
AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET SOFTWARE, THE
TERMS AND CONDITIONS OF THE APPLICABLE LICENSE AGREEMENTS BELOW

ANNDI Y T Wl Nlamsm emm P Y g Sy |-y [y [ Y I (e Sya———

@ | accept the license agreement
(7)1 do not accept the license agreement

InstallShield
< Back “ Next > | [ Cancel
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ﬁ SafeNet Authentication Client 10.0 Setup E

Destination Folder

u
Click Next to instal to this folder, or click Change to install o JEIMAILO
a different folder. ; b

[:7 Install SafeMet Authentication Client 10.0 to:

C:\Program Files\SafeNet\Authentication\

InstallShield

| <Back | Nexd> || Cancel |

Change a different folder if necessary.

2 SafeNet Authentication Client 10.0 Setup —
Setup Type

)|
Select the installation type. wto

-@} Typical
Standard installation. Includes implementation and user
interface for all eToken and iKey tokens.

@ Use this option to choose which middleware features
you want installed. Recommended for advanced users.

InstallShield

| <Back | Next> || Cancel

Choose Standard installation type.
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7 safeNet Authentication Client 10.0 Setup _ S

|
The wizard is ready to begin installation. wtu

Click Install to begin the installation.

If vou want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstallShield

| <Back || “instal || Cancel |

Press install. The installation process may take several minutes.

5 SafeNet Authentication Client 10.0 Setup —

SafeNet Authentication Client
10.0 has been successfully
installed.

Click Finish to exit Setup.

< Back Cancel

After the (successful) installation following screen will display.
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2.2 Internet Explorer browser settings
2.2.1 Root autority OTECA installation

If you see warning showed below during accessing https://portal.ote-cr.cz/otemarket you need
to install root certificate of OTECA certificate authority (and for access to sand environment
you need to install OTECATEST certificate authority). These certificates are available on OTE
public web site:

http://www.ote-cr.cz/registration-and-agreements/access-to-cs-ote/konfigurace-pc
Double click on OTECA .cer file and follow the steps below:

Certificate - - &J

General |DE13i|S | Certification F‘aﬁ1|

ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» 4l issuance polices
 All application policies L

Issued to: COTECA

Issued by: OTECA

Valid from 3. 9, 2010 to 31. 3, 2020

| Install Certificate. .. || Issuer Statement

Press ,,Install certificates” button to install it on your workstation.

L
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Certificate Import Wizard P p—

Welcome to the Certificate Import
Wizard

Vo This wizard helps you copy certificates, certificate trust
== lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Mext = ] [ Cancel

-~

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

F‘Ia::e all certificates in the following store
Certificate store:

Learn mare about cerfificate stores

< Back “ Mext = ][ Cancel
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-
Select Certificate Store M

& -

Select the certificate store you want to use,

oo Personal -
. ] Tru E|
il | Enterprise Trust

| Intermediate Certification Authorities
il 7| Trusted Publishers

L7 L imtristed Cartifirstes
< | ] | ¢

[ show physical stores

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
i@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authaorities

Learn mare about cerfificate stores

<t

A B . B 2
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| Certificate Import Wizard e

Completing the Certificate Import

Wizard
(,-—: | The certificate will be imported after you dick Finish.
| C;:;f/ You have spedfied the following settings:
Certificate Store Selected by User [REgF=1s D=0 4@ g ile
Content Certificate
4 1 3
|
<gack || Fnsh | | cancel |
i e s e

FSEEUI;it}’ Wamiﬁl l&r

You are about to install a certificate from a certification authority (CA)
claiming to represent:

OTECA

Windows cannot validate that the certificate is actually from "OTECA",
You should confirm its origin by contacting "OTECA", The following
nurnber will assist you in this process:

Thumbprint (shal): 4CD02717 88845314 BEASMISE 28770ACE TCRBOSTCT

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thurmbprint is a security risk, If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?
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-

-
Certificate Import Wizard u

i e

The import was successful,
k- -

——

When the import is successful, root certificates is presented in the list of , Trusted Root
Certification Authorities*.

-

Certificates o — * —— u

Intended purpose: <Al = v]
Intermediate Certification Aumuriﬁesl Trusted Root Certification Authorities I Trusted Publ * | * |
Issued To Issued By Expiratio...  Friendly Mame -

= |OTECATEST OTECATEST <Mone=

- OTE-EX01 OTE-EX01 16.7.2015  <MNone:=

SloTEINTCA OTEINTCA 18.7.2022  <None>

CrloTEINTCA OTEINTCA 13.4.2021  <MNone> A
[5lPersonallD Trustwo... PersonallD Trustwort... 19,2041 PersonallD Trust...
@Pust.Trust Root CA Post. Trust Root CA 5.7.2022 Post. Trust Root CA
@Pust.Trust Root CA Post.Trust Root CA 20.8.2010  Post.Trust Root CA
@Pusm CA Root Posta CA Root 20.10,2028 Posta CA Root 57

[ Import... ] [ Export... Remowve

Certificate intended purposes
<All=

Learn more about certificates
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2.2.2  Setup of Trusted sites

Internet browser settings should be standard but some functions may require adding the site
https://portal.ote-cr.cz/otemarket into ,, Trusted sites* (Tools/Options; see pictures below).

i e
Internet Options r ‘ m

e

General | Security | Privacy | Content | Connections | Programs | Advan::edl

1.

Select a zone to view or change security settings.

@ & | /|0

Internet Local intranet | jEiE=: === | Restricted

sites
e
J This zone contains websites that you
: trust not to damage your computer or
your files, 4 .
You have websites in this zone.
Security level for this zone
Allowed levels for this zone: Al
T Medium
- Prompts before downloading potentially unsafe
[ content

- Unsigned ActiveX controls will not be downloaded

[|Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

@ Some settings are managed by your system administrator,

[ K. ] [ Cancel Apply

2016 OTE, a.s.
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F 5
Trusted sites u
You can add and remove websites from this zone. All websites in
i this zone will use the zone's security settings.
Add this website to the zone:
https://portal.ote-cr.cz Add
Websites: U
https:/fportal .ote-cr.cz Remove
Require server verification (https:) for all sites in this zone
2016 OTE, a.s.
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2.2.3 Check ActiveX component settings

Download of ActiveX components on your workstation has to be set up for the properly CS
OTE functionality. Please use the following instructions:

- W
Internet Opticns M

| General | Security |Privacy | Content | Connections | Programs | Ad'uan::edl

Internet Local intranet] gEifEiE: == | Restricted
sites

e e o
J This zone contains websites that you __

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, didk Default level, I

[ |Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

[ K. ] [ Cancel Apply

2016 OTE, a.s.
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-
Security Settings - Trusted Sites Zone A——

=2

Settings

(7) Enable
Prompt
Download unsigned ActiveX controls
Disable
i) Enable
) Prompt

L]

(7) Disable
(1 _Fpable

Ii'l Initialize and script ActiveX controls not marked as safe for s

|#| Only allow approved domains to use ActiveX without prompt

[

Disable
i) Enable i
Ii'l Run ActiveX controls and plug-ins
) Administrator approved |
i Mieshla T
N ] |
*Takes effect after you restart your computer
Reset custom settings
Resetto: [Medium (default) »| | Reset.. |
| ok || cancel |
2016 OTE, a.s.
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2.2.4 Compatibility view setting in Internet Explorer (IE)

Browser IEv11 should be configured the following recommendation. Go to browser menu Tools
— Compatibility View settings

“

@I W http://www.ote-cr.cz/
File Edii View [Fovories Help

Delete browsing history... Ctrl+5hift+ Del

InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection

ActiveX Filtering

Fix connection problems...

Reocpen last browsing session

Add site to Start menu

View downloads Ctrl+]
Pop-up Blocker [
SmartScreen Filter 3

Manage add-ons

Compatibility View settings

Subscribe to this feed...
Feed discovery [

Windows Update

Performance dashboard Ctrl+5hift+ LU
F12 Developer Tools

Report website problems

Internet options

2016 OTE, a.s.
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Remove implicit checkbox ,,Display intranet sites in Compatibility view*, as presented below.

| - T — ¥
Compatibility View Settings 5|

[/_\h Change Compatibility View Settings

A
Add this wehsite:
Add
Websites you've added to Compatibility View:
Remowve

Display intranet sites in Compatibility View
IUse Microsoft compatibility lists

Learn mare by reading the Internet Explorer privacy statement

Close the dialog.

2016 OTE, a.s.

Date of revision: Document name: Document version:
20.12.2016 Client station configuration EAF2315



OTEW

19

2.2.5 Secure communication setting configuration

Check the secure setting configuration, menu Internet Option — Advanced. See screen copy

below.
| |

| General I Security | Privacy | Content | Connections | Programs Advanced

Internet Options

Settings

Enable Integrated Windows Authentication™ E
Enable memaory protection to help mitigate online attacks™
Enable native XMLHTTP support

[] Enable SmartScreen Filter

Chedk for publisher's certificate revocation

Chedk for server certificate revocation™

Chedk for signatures on downloaded programs

] Use 551 3.0
Use TLS 1.0

Use TLS 1.1 H

Use TLS 1.2

Warn about certificate address mismatch™® ol

[7] warn if changing between secure and not secure mode |ﬂ
' m | b

*Takes effect after you restart Internet Explarer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition, =

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator,

| ok || cancel || apoiy

Let the TLS setting and remove checkboxes from SSL and confirm change by press OK button.

2.2.6 CGI PKI package installation for Internet Explore

CGI PKI package has to be installed on a local workstation. How to install this is described in
chapters below. User has to have admin rights to install these new components in system
registry. Admin rights are mandatory!

When user logins into CS OTE portal (https://portal.ote-cr.cz/otemarket), new dialog for
download CGI PKI package ActiveX appears.

2016 OTE, a.s.
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Message from webpage
. Thesignature package CGI PEl is not installed. It will be offered when
/ I %, this dialog close. Please refresh the page after installation.
Ok
Press ,,OK* button and then press ,,Run® button
Do you want to run o save OtePortalPki.exe from 10.20.254.1257 swve v conce B
Press ,,Yes“ button
L] User Account Control

%7 Do you want to allow the following program to make

W

<" changes to this computer?

(Z-'*“- Program name:  CGI PKI.MET component
¢ Verified publisher: OTE a.s.
File origin: Hard drive on this computer

(V) Show details

Change when these notifications appear

Press ,,Install* button

2016 OTE, a.s.
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& CGI PKI .NET Component Setup -

Instalace CGI PKI NET v.2.0.1

Myni se bude instalovat CGI PKI komponenta pro OTE portal.

© CGI IT Czech Republic s.r.o, 2015

Cancel
Press ,,Close* button
¥ CGI PKI .NET Component Setup =
Completed
|
Show details

. Back . Close ¢ Cance

After these steps CGI PKI component is successfully installed.

2016 OTE, a.s.
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2.2.7

Manual installation of CGI PKI sign package for Internet Explorer

In case of any technical problems with, CGI PKI sign package can be downloaded directly from
site below and manually installed.

2.3

Download installation package from link below

https://www.ote-cr.cz/registrace-a-smlouvy/pristup-do-cs-ote/files-konfigurace-
pc/OtePortalPki.exe

Close all Internet Explorer windows
Run the installation wizard

Follow the installation wizard

The sign process should work now.

FireFox browser setting

Please follow instructions below for setting access elements in Firefox.

231

Import of the root certificate authority

Only for access to sand environment you need to install OTECATEST certificate authority.
These certificates are available on OTE public web site: http://www.ote-cr.cz/registration-and-
agreements/access-to-cs-ote/konfigurace-pc?set _language=en

Press = icon in menu, select Options, section Advanced, sheet Certificates.

Press ,,View Certificates* button.

2016 OTE, a.s.
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-:-Ehg
1k Options X\_+
€ | L) sirefon | aboutpreferences®advanced c || Q search wBE ¥+ A& E
Cut Copy Paste
@ - 100% +
- Advanced
Q- _ , O < ®§
General Data Choices Network Update Certificates NewWindow  New Private  Save Page
5 Window
& ‘ a
N/ Requests B ©»
o When a server requests my personal certificate: Print History Full Screen
S
9‘ -
- o A Ty p C
f) Find Options Add-ons

v | Query OCSP responder servers to confirm the current validity of certificates

Advanced ’ ‘

I View Certificates I Security Devices Developer  Synced Tabs

>

{2 Signin te Sync

Customize (7] 0

Select ,,Authorities sheet.

Press ,,Import* button to find root authority certificate in one of format *.pem,*.cer or *.der.

2016 OTE, a.s.
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Fa

Certificate Manager

Your Certificates | People | Servers Others

You have certificates on file that identify these certificate authorities:

Certificate Mame Security Device
aAC Camerfirma 5.A.

Chambers of Cormmerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
AAC Camerfirma 54 CIF AB2743287

Chambers of Cornmerce Root Builtin Object Token

Glebal Chambersign Root Builtin Object Token
aACCY

ACCYRAIT Builtin Object Token

View... Edit Trust... Export... Delete or Distrust...

Check Trust this CA to identify websites and Trust this CA to identify email users options.

Press OK button.

7

Downloading Certificate ——— -

S=X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "OTECATEST" for the following purposes?
rust this CA to identify websites,

rust this CA to identify email users,

[] Trust this CA to identify software developers.

procedures (if available).

Wiew Examine CA certificate

Before trusting this CA for any purpose, you should examine its certificate and its policy and

L

When the import is successfully completed (OTECATEST), the following link will display as

on enclosed screen-copy.

2016 OTE, a.s.
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Fa

Certificate Manager

Your Certificatal Peuplel Serl.rers| Authorities | Dthers|

You have certificates on file that identify these certificate authorities:

Certificate Mame

akrajowa Izba Rozliczeniowa 5.4.
SZAFIR ROOT CAZ

alogica

Security Device

ApplicationCA - Japanese Government Builtin Object Token

Builtin Object Token

a

OTECATEST

Software Security Device

aMicrosec Ltd,
Microsec e-5zigno Root CA 2009
Microsec e-5zigno Root CA

Builtin Object Token
Builtin Object Token

’ — ] lgditTmst...l [ Import

l ’ Export... l ’Qeleteur[}istrust...l

2016 OTE, a.s.
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2.4  Google Chrome/Microsoft Edge browser setting
2.4.1 Import of the root certificate authority

Only for access to sand environment you need to install OTECATEST certificate authority.
These certificates are available on OTE public web site: http://www.ote-cr.cz/registration-and-
agreements/access-to-cs-ote/konfigurace-pc?set language=en

Press Start button.

T € B ®m & O

Enter certmgr.msc command into command line. Press on certmgr.msc program icon. Enter
your account login and password. Then you should see certificates management window.

Programs (1)

|ﬁ certmgr.msc

)
4 See more results

certmgr.mscl

2016 OTE, a.s.
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Select ,, Trusted Root Certification Authorities “ sheet, section ,,Certificates”.

-% certmgr - [Certificates - Current User\Trusted Root Certification Authoriﬁes\CertiﬁcahE]—Elélg

File Action View Help
L A4 o = ARERETN 7o
Gl Certificates - Current User Issued To Issued By Expirati *

b [ Personal __ _ 5] AddTrust External CA Root AddTrust External CA Root 30.5.20

< IUStEd _R_OOt Certification Authorities | 5] Baltimore CyberTrust Root Baltimore CyberTrust Root 13.5.20.

; jlﬁm 5] Certumn CA Certum CA 11620 ||l

b [ Intermediate Certification Authorities Sl Certum Trusted Metwork CA Certumn Trusted MNetwork CA 31122

» [ Active Directory User Object 5] CGI-Web-Gateway2 CGI-Web-Gateway2 251.20

& [ Trusted Publishers 5] CGl-Web-Gateway2 CGI-Web-Gateway2 251.20.

b [ Untrusted Certificates [5) Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. 2.8.202

5 [] Third-Party Root Certification Authorities || = Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  31.12.1!

¢ (] Trusted People [ ] DigiCert Assured ID Root CA DigiCert Assured ID Root CA 10112

1+ [7] Other People @Digi(er‘t Global Root CA DigiCert Global Root CA 10112

i [] McAfee Trust |5 DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ..  10.11.2

i [] Certificate Enrollment Requests [ Entrust Root Certification Auth...  Entrust Root Certification Authority  2711.2/

i [ Smart Card Trusted Roots [ Entrust Root Certification Auth... Entrust Root Certification Authori... 71220
[SJEntrust.net Certification Author... Entrust.net Certification Authority... 24.7.20
[ Equifax Secure Certificate Auth... Equifax Secure Certificate Authority  22.8.20
5 GeoTrust Global CA GeoTrust Global CA 21.5.20
5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au... 17.7.20
(5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au... 21220 _
4 1 ] +

Trusted Root Certification Authorities store contains 45 certificates.

Press right mouse button on ,,Certificates” section, then press ,,All Tasks”, ,,Import”

E certmgr - [Certificates - Current User\Trusted Root Certification Auﬂ'loriﬁes\Cerﬁ'ﬁcatE:-EI_lg

File Action View Help
= 2@ olc=HE
5 Certificates - Current User Issued To Issued By Expirati *

" J Persanal o - (5] AddTrust External CA Root AddTrust External CA Raot 30.5.20,

‘ J|wlﬂtmcatlm Authorities [ Baltimare CyberTrust Root Baltimore CyberTrust Root 13.5.20,

b 5 ?ter: r All Tasks >I| |  Import. Certum CA 11.6.20. e |

b B Interm i - preerwarm rrosted Network CA Certum Trusted Network CA 31122

b B Active View D 5] CGl-Web-Gateway2 CGI-Web-Gateway2 25.1.20,

b O Truste Refresh 5] CGl-Web-Gateway2 CGI-Web-Gateway2 251.20.

5 9 Untrusf Export List.. @Clasﬂ. Public Prlmarg.,r Certificat... CIassBI Public Prlmarg.,r Certificatio.. 2.8.202

> 7 Third- rities || Sal Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  3112.1!

i [ Truste Help 5 DigiCert Assured ID Root CA DigiCert Assured ID Root CA 10112

1+ [Z] Other People @Digi(ert Global Root CA DigiCert Global Root CA 10112

[ McAfee Trust [ DigiCert High Assurance EV Ro...  DigiCert High Assurance EV Root ... 10.11.2

i+ [ Certificate Enrollment Requests S Entrust Root Certification Auth.. Entrust Root Certification Authority  27.11.2/

i [] Smart Card Trusted Roots [l Entrust Root Certification Auth... Entrust Root Certification Authori... 71220
[ZJEntrust.net Certification Author... Entrust.net Certification Authority... 24.7.20.
|5l Equifax Secure Certificate Auth...  Equifax Secure Certificate Authority  22.8.20
5] GeoTrust Global CA GeoTrust Global CA 21.5.20.
|5 GeoTrust Primary Certification ... GeoTrust Primary Certification Au... 17.7.20.
5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au... 21220 _
4—| T | 3

Add a certificate to a store
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Press Next button.

Press ,,Browse” button. Choose root certificate authority OTECATEST in your filesystem.
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Certificate Import Wizard ﬁ

Welcome to the Certificate Import
Wizard

p= E This wizard helps you copy certificates, certificate trust
< ___%_. lists, and certificate revocation lists from your disk to a
— certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Cancel

-

Certificate Import Wizard - ﬁ

File to Import
Spedify the file you want to import.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back I Next = I Cancel
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Leave setting in default state — check ,, Place all certificates in the following store” option.

Certificate Import Wizard ﬂ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store:

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

Press Finish button.

Certificate Import Wizard ﬂ

Completing the Certificate Import
Wizard

Y The certificate will be imported after you dick Finish.

L You have specified the following settings:

Certificate Store Selected by Lser QI Tl dol il il

Content Certificate
File Mame C:\Usersihrebicekp'D

L i 3

< Back I Finish I Cancel
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Press Yes button

s

Security Warning /R -

You are about to install a certificate from a certification authority (CA)
claiming to represent:

OTECA

Windows cannot validate that the certificate is actually from "OTECA",
You should confirm its origin by contacting "OTECA". The following
nurmber will assist you in this process:

Thumbprint (shal): 4CD02717 888A531 A B6AS415E 28770ACE 7CBOSTCY

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Press OK button.

2016 OTE, a.s.
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Certificate Import Wizard g

:I The import was successful.
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If import was successful, you should see OTECATEST certificate in certificates list.
ﬁ certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] E=niE
Eile  Action View Help
o= HE L LIXED = HE
[ Certificates - Current User Iesued To Issued By Expirz *
P —_I _Fl’—ersondalR Certification Authoriti 5 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 10.5.2
4 ‘r.uscterff.oo: ertification Authorities i Microsoft Root Certificate Auth... Microsoft Root Certificate Authori...  23.6.2
= EJt E .I IC_? Ezt 5 Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 22.3.2
B nterprise Tru
by B Interrﬁediate Certification Autharities @Microsof't Root Certificate Auth... Microsoft Root Certificate Authori.. 223.2
»
» [ Active Directory User Object 5/ NO LIABILITY ACCEPTED, ()97 .. NO LIABILITY ACCEPTED, ()97 V.. 81.20
i+ ] Trusted Publishers I OTECA OTECA 3182
b [ Untrusted Certificates -l otecadevtest otecadevtest 16.1.2
[+ || Third-Party Root Certification Authorities E OTECATEST OTECATEST
& [ Trusted People 5 QuoVadis Root CA 2 QuoVadis Root CA 2 2411,
&[] Other People @ QuoVadis Root Certification Au... QuoVadis Root Certification Auth... 17.3.2
[+ || McAfee Trust [/ starfield Root Certificate Autho...  Starfield Root Certificate Authorit..  1.1.20—
i [ Certificate Enrollment Requests 5] Thawte Premium Server CA Thawte Premium Server CA 1.1.20
i [ Smart Card Trusted Roots [Sthawte Primary Root CA thawte Primary Root CA 17.7.2
5 Thawte Timestamping CA Thawte Timestamping CA 1120 =
5] UTN-USERFirst- Object UTN-USERFirst-Object 9.7.20
[ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 17.7.2
[5)VeriSign Universal Root Certific...  VeriSign Universal Root Certificati... 212.2) |
4 1 | 3
Trusted Root Certification Authorities store contains 45 certificates,
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