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Setup Guide for Outlook 2010 for sending encrypted and signed emails to
the CS OTE

Open Outlook 2010. Click File — Options.
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Click Trust Center — Trust Center Settings.
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Choose E-mail Security — Settings.

Trust Center

Trusted Publishers e e

Attachment Handling Default Setting:

Automatic Download

Digital IDs (Certificates)
Macro Settings

| import/Export... | | Geta Digital ID...

Read as Plain Text

|:| Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

|:| Allow script in shared folders
|:| Allow script in Public Folders

DEP Settings
9& |:| Encrypt contents and attachments for outgoing messages
Privacy Options 1 . 1 [7] add digital signature to outgoing messages
I E-mail Security I Send clear text signed message when sending signed messages

|:| Bequest 5/MIME receipt for all 5/MIME signed messages

[acos- ]2.

. = Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access

OK ] [ Cancel

Use Choose button to select your private certificate. Private certificate could be stored in a file
(software certificate with the extension *.pfx or *.p12) or could be stored on hardware storage

(hardware certificate on chip card or on the USB iKeyToken).

Change Security Settings @

Security Setting Preferences
Security Settings Mame:

Cryptography Format: | 5/MIME

Default Security Setting for this cryptographic message format
Default Security Setting for all aryptographic messages

[ Security Labels. .. ] [ MHew ] Delete Password. ..

Certificates and Algorithms

Signing Certificate:

Encryption Certificate:

Send these certificates with sioned messages
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Choose your private certificate and click OK.

Windows Security Iﬁ

Confirm Certificate

Confirm this certificate by clicking O, If this is not the correct certificate,
click Cancel.

=
| Issuer: PostSignum Qualified CA 2
o Valid Fror: [

—_— Click here to view certificate prope...

Save the settings by clicking OK and close all settings Outlook windows.
Change Security Settings @
Security Setting Preferences

Security Settings Mame:

| -

Cryptography Format: | 5/MIME

Default Security Setting for this cryptographic message farmat
Default Security Setting for all cryptographic messages

[ Security Labels. .. ] [ Mew Delete Pasaw

Certificates and Algorithms
Signing Certificate: | Choose. ..

Encryption Certificate: | NN Choose. ..

Send these certificates with signed messages
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Contact creation for message sending to the production environment CS OTE

Download public part of the certificate S/MIME for message encrypting to your computer. The

dowload link: CS OTE S/MIME (1 KB).

Click Home — New Items — Contact.
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Name the new contact suitably (for example Production_CSOTE) and put the email:

csote@csote.ote-cr.cz
Then click on Certificates.
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o Show social network updates in Outlook.
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Now import the public part of the certificate S/MIME. Choose Import.

BEEHY U+ % |s Produkce CSOTE - Contact s = 52
WG | Contact Insert Format Text Review & e

l i x Save & New ~ 8; L%E‘ [83 Activities 3?]. 8=, @, ggﬂ @l I@ } W] Y % \

5% Forward - #-] Certificates iz = | (i L
Save & Delete | General Details § E-mail Meeting More | Address Check | Business Picture | Categorize Follow Private = Zoom
Close @O”EN“E EA”F'EMS - Book Mames Card - - Up~
Actions Show Communicate Mames Options Tags Zoom

Qutlook will use one of these certificates to send encrypted mail to this contact.

You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,

Certificates (Digital IDs):

Properties...

Set as Default

Export...

Remove

o Show social network updates in Outlook.
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After the window pops up find the place where public part of the certificate was saved. Select the

certificate and click Open.
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Imported certificate preview.
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QOutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact,
Certificates [Digital IDs):

Properties...

Set as Default
Import...
Export..

Remove

@ Show social network updates in Outlook.
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Sending of the encrypted and signed e-mail to the CS OTE

In the new mail message select Options and then Encrypt and Sign.
Click To... and choose created contact with imported certificate S/MIME from the directory.

il EJ ¥ B « + |+ Sending encrypted and signed e-mail to the production environment CS OTE - Message (HTML) o B2
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I To.. I |Produkce CSOTE (csote@csote,ote-cr.cz) |
=1 .
Send . 3 - |

Subject: |Sending encrypted and signed e-mail to the production environment C5 OTE |
Good day, o
send you an encrypted and signed e-mail to the production environment CS OTE.
Regards, 1
Rostislav Buchta
OTE, a.s.
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o Show social network updates in Qutlook,




