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1.1 Creating mobile access request
Install the mobile app IM Gas.
App Store -iOs

https://apps.apple.com/us/app/ote-img-sandbox/id1483897722

Google Play — OS Android

https://play.google.com/store/apps/details?id=cz.otecr.mobile.vdp.sandbox.

@ OTE IMG Sandbox

OTE
OTE a.s.
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Connect to SANDBOX — secure testing platform (https://portal.sand.ote-cr.cz/otemarket/).

To create Mobile Access request the access to portal CS OTE (https://portal.sand.ote-
cr.cz/otemarket/) with valid certificate is required. This is either by the user requesting access or
by the RMP master data administrator. In addition, on-line access for mobile devices is essential
(Wi-Fi, GPRS, ...).

The basic method is Direct activation - 1.1.1 with immediate access from the mobile application.
This method is applicable to an already existing user with a valid certificate who will establish
access for himself.

Direct activation is possible for persons registered in the CS OTE portal. Roles linked with the IM
gas App are listed below:

Roles related to IM gas Application

Passive access - EmtasGMImTsAcc - Pfistup k VDT plyn prostfednictvim mobilni aplikace/ Access to
IM via IM gas app
- EmtasGImTsAcc - Pristup k obchodovaci obrazovce VDT / Access to IM trading
screen
Active access - EmtasGMImTsAcc - Pristup k VDT plyn prostiednictvim mobilni aplikace/ Access to
IM gas via IM gas app
- EmtasGImTsAcc - Pfistup k obchodovaci obrazovce VDT / Access to IM gas trading
screen
- EmtasGMImTsMod - Modifikace dat pro VDT plyn prostfednictvim mobilni aplikace/
Modification of IM gas data via IM gas app
- EmtasGImTsMod - Modifikace dat na obchodovaci obrazovce VDT/ Modifying data on
the IM trading screen

Access to reports - Sfvotreporty - PFfistup na reporty / Access to reports

- SfvotreportyOTE - Pfistup na reporty OTE / Access to OTE reports

Another option is Activation by the administrator - 1.1.2 (person with RMP Administrator role).
It is also applicable to users who do not have a valid certificate in CS OTE provided that the
activating administrator has a valid certificate registered in CS OTE.

Note: It is not possible to use the IM gas application without transferring the certificate from CS
OTE (description of local storage activation is described in chapter 1.2.2 Activating Local Storage).
In the case of using a certificate on a Token or other hardware storage, the export of the certificate
is not possible and must be uploaded to the storage first (chapter 1.2.2 Activating Local Storage).

2019 OTE, a.s.
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Fig. 1 — Mobile access request creation scheme

1.1.1 Direct activation with access to CS OTE portal

e To create mobile access by direct activation, first login to the CS OTE web portal
(ttps://portal.sand.ote-cr.cz/otemarket/).

e Menu Registration choose Mobile access — Device management.

| | - . 2 5 ® 3 = #
p—__ P Logged: 25122 25122 - 25263 28.11.2019 09:19:37 =) 8

Registration

Master data

@ losout | BeEE

Certificate management

Administration Cerificate Export

OTE News

Contact | Up | News | Printpage

©2018 OTE, a.s., all rights reserved OTEAY

Fig. 2 — Direct activation — Web portal CS OTE — Device management

e Now press the button New Activation. You will see Device Detail, where your user account will be
listed in the Person ID. If you have the RMP Data Manager role, you can click on the Person ID and
select another person from your company under which an editable email will be listed.

e To start activating your mobile device, click the Activation Wizard (Fig. 3 — Direct activation — Web
portal CS OTE — Activation wizard).
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UTE ELECTRICTTY & ®  Logged: 25122 25122 - 25263 ®  28.11.2019 09:37:30

W logout B

Devices management
@ List of mobile devices/requests -

W Device detail -]

Adding a device needs pairing. For pairing the device continue by clicking on Activation wizard.

Person id 25122 - 25122 25122 ¥

I ="

Contact | Up | Mews | Printpage

©2018 OTE, a.s., al rights reserved OTENY

Fig. 3 — Direct activation — Web portal CS OTE — Activation wizard

e After pressing the Activation Wizard button a page with generated QR code will be displayed for
activating Moble device:

UTE eI G ®  Logged: 2512225122 - 25263 ™ 28.11.2019 09:40:24

Registration | POZE

Devices management
W List of mobile devices/requests

=
W Activation wizard -

Step 1 Activate device with generated code or gr code. Page will automatically refresh.

Generated code SDUIBV7W3BAXHSZC

[=]

QR code

Activation valid unti 11/28/2019 10:40:22
Person id 25122 - 25122 25122
Email

Fig. 4 — Direct activation — Web portal CS OTE

¢ Now you need to transfer your activation QR code to your mobile device until certain time, which is
listed in the field Activation valid until (Fig. 4).

2019 OTE, a.s.
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Mobile device — mobile application IM gas

¢ Open the IM gas mobile app on your mobile device.

) OTE IMG Sandbox
OTE (Early Access)

OTE a.s.

Uninstall

When you start a newly installed application, you are asked to agree to the License Terms
(Fig. 5 — Acceptance of license terms). These terms is necessary to confirm otherwise it will not be
allowed to access the application:

OTE-\\-COM

License

END USER MOBILE SOFTWARE APPLICATION
AGREEMENT

This License Agreement governs the relationship
between a natural or legal person (the ,USER") and
OTE, a.s. (,OTE") with regards to the OTE Mobile
Application (the ,SOFTWARE PRODUCT").

By installing and using the SOFTWARE PRODUCT,
you acknowledge and agree to be bound by the
terms of this License Agreement as well as by the
user documentation applicable not only for this
product but also for the OTE system and its parts
("CS OTE") and by the OTE Business Terms and
Conditions for the Gas Sector. Without your implicit
acknowledgement with the above stated you may
not use this SOFTWARE PRODUCT. This license
agreement also applies to the use of any updates
to the SOFTWARE PRODUCT that will replace or
supplement the original SOFTWARE PRODUCT,
unless such update is associated with a separate
license anvaamant w hich the tecmsanauid take
prece

The X CANCEL ,ft. +/ I AGREE
PROD. .ne cok

nneteant ol e ISHAR S Rin with NTE and fha

Fig. 5 — Acceptance of license terms
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e The User profiles screen is then displayed (Fig. 6 — Direct activation — Mobile app — ), where we
click New Profile.

OTE\-ComMm

+ NEW PROFILE

Fig. 6 — Direct activation — Mobile app — Login screen

2019 OTE, a.s.
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New profile

Type or scan the activation code
Unique name of the profile registration
Password for application login

Retype password for verification

Fig. 7 — Direct activation — Mobile app — New profile

e Enter the generated QR code in the Activation code field .

This code can be detected by the camera or entered manually:
~
o Press “ - . Your mobile device's camera will start (Fig. 8). Point the camera at the QR code

screen. The mobile device records the code, which is usually reflected in the device's vibration.

o The second option is to type the Activation Code itself (located on CS OTE web portal) to the
field Activation code.

2019 OTE, a.s.
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Activation Code

@

I

R2PU32QNTAD7VOEV

Fig. 8 — Direct activation — Mobile app — Activation code

e Enter a name for the new profile in the Profile Name field.

o Create a Password that contains at least 4 characters and repeat it in the Password field again.
The password you enter is used to secure your profile and certificate against unauthorized use.

e Clicking Create profile (Fig. 7) you create new, not yet approved profile in the VDP mobile app
(Fig. 9 — Direct activation — Mobile app —).

2019 OTE, a.s.
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rofile Activation

Profile name

Registration status
INACTIVE

Info

Profile is not active, finish registration at CS
OTE web portal

Hash

13F9681C0C96CA3CEBATE82D84492B030FD
1F9D0

X CLOSE

Fig. 9 — Direct activation — Mobile app — Creating profile

e After you create a new profile on a mobile device, the Activation Wizard page on the web portal
automatically goes to a point that requires accepting or rejecting the link for that mobile device to
this account on CS OTE(Fig. 10 — Direct activation — Web portal — step 2)

2019 OTE, a.s.
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Devices management
@ Filter [N
@ List of mobile devices/requests [~
Wl Activation wizard =
Step 2 Device was detected. Check principals and decide for approval.
Application IM wiith gas
EE:”WdEtE and 11/29/2019 09:20:44
Ip address 91.213.10.2
Public key SHA-1 I 13F9681C0CI6CAICEBALER2DB4492B030FDIFIDD I
Device unigue id 7cae253224cdB3fc
Manufacturer samsung
Model SM-A300FU
Profile name rotas
Person id 205001 - Geo .rge
Email

Fig. 10 — Direct activation — Web portal — step 2

e Itis recommended to check that the red-framed codes in Fig. 9 and Fig. 10 are the same on the
mobile device and in the CS OTE web portal

e Click Accept (Fig. 10) and sign with certificate .

e After pressing the Accept button and confirmation by signature the mobile device is paired and
from now is clearly identifiable for CS OTE. Now your account is in the "Suspended" status and
your mobile device can't sign in to the mobile app yet. The Mobile Device Detail appears on the
portal: (Fig. 11 — Direct activation — Web portal — Device detail)

W Device detail

Person id
Email*
Phone model
Profile name
Application
Model

Creation date and
time

Deactivation time

Public key SHA-1

=
L\
MSMB916 Device unique id 7cae253224cd83fc
I Brand samsung
IM with gas Access Type A
SM-A300FU Manufacturer samsung

11/29/2019 09:20:44

Activation date and

time 11/29/2019 09:22:07

Last login time

13F9681C0OCIECASCEBA1ES2D84492B030FD1FID0 Status Paused

Aowsoons— Paree ]

Fig. 11 — Direct activation — Web portal — Device detail

e Having the RMP Administrator role, you now see the Allow Access button. Press it to allow the
mobile device access the VDP network. Continuation — 1.1.3 User login

2019 OTE, a.s.
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Note: If you don't see the Allow Access button on the page, please contact the RMP Administrator
for your company who can activate this account by clicking Allow Access on the Mobile Detail

page.

person with role RMP Administrator

Log in to CS OTE, menu Registration / Mobile access / Device management

Clicking on the record will display the Mobile Device Detail and

at the bottom of the screen, you can see the Allow access button, which when pressed will give
your account an "Approved" status and mobile device can be used normally in mobile VDP.

Public key SHA-1 193D94A103AD124D9AEB3ACFA37F8BCA48ACF778 Status Paused

Allowaccess [ | Cancel ¥

Pressing button Allow access activate possiblities for Access suspension, Account deactivation, or Certificate export -
see below.

Now the account is in the Approved status and the direct activation is completed successfully. The
mobile application can be logged in and after the import of a valid qualified certificate registered in
CS OTE, the mobile application can be fully used.

1.1.2 Administrator Activation (user with role RMP Administrator)

Administrator activation for another user registered in master data is applicable to a user who may or
may not have a certificate to access CS OTE. Activation is performed in three steps.

1st step — Administrator

Log in to the portal CS OTE (https://portal.sand.ote-cr.cz/otemarket/).

Menu Registration choose Mobile access — Device management.

Markets & -
| .

. Ld =26
— ELECTRICITY GAs Logged: 28.11.2019 12:26:15

Code lists
e e @ oo @ mh W@ v @ Lo DR

| Registration rsquests
DAY AHEAD MARKET BLOCK MARKET - DB191129

Certificate management Opened trade day: 11/29/2019 1:30:00 PM CET Opened
|
Mobile access Device Management

Eru license Certificate Export REGISTRATION OF REALTZATION DIAGRAMS
- Main Session 1D}

Administration Opened trade day: 11/29/2019
OTE Hews 1:20:00 PM CET Opened

BLOCK MARKET - DB191201

8:00:00 PM CET Opened

Fig. 12 — Administrator Activation — Web portal — Device management
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o After selecting New activation, the Device detail is displayed on the page .

e Select a person from the list: Person ID - the ID of the person for whom you are creating mobile
access. When you select the desired user, an email field appears that can be left or changed (Fig. 13
— Administrator Activation — Web portal—-).

5 — —

| | . L N—
UTE Imbalances " ELECTRICITY Logged: 28.11.2019 12:21:21 Iﬁ' (J g

@  Repors @ Inbox g help @ logout [RlEES

Devices management

W Filter <]
Organization name _ Person id v
Registration number ] EAN | ]

@ List of mobile devices/requests

W Device detail
Adding a device needs pairing. For pairing the device continue by clicking on Activation wizard.

Person id

Email* I

Acoaon wesrs——— I caneo

Contact | Up | Mews | Print page

OTEAY

©2018 OTE, a.s., all rights reserved

Fig. 13 — Administrator Activation — Web portal- Devices management

e After selecting the person and possibly changing the email, click on the Activation Wizard (Fig. 13).

e A message containing a QR code designed to activate your mobile device has been sent to the
email. The system now waits for one hour to retrieve the QR code of the selected user as the second
part of the activating new profile in the mobile app (Fig. 14).

3 = —

- L]
Imbalances  * ELECTRICITY Logged: 28.11.2019 12:31:39

Devices management
W Filter -1
@ List of mobile devices/requests n

W Activation wizard

Wait until participant activate device with generated code or gr code sent to the email. Page will

Step 1
ep automatically refresh.

Activation valid unti 11/28/2019 13:31:33

person 4 I
Emal I

Contact | Up | News | Print page

OTEA

©2018 OTE, a.s., all rights reserved

Fig. 14 — Administrator Activation — Web portal
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The person with the mobile device must transfer the QR code (2nd step - lower) from the activation email
to the activation process of the mobile application (see above). The code must be loaded and paired with
CS OTE within one hour, otherwise the activation will expire and the activation process must be repeated.

2nd step — user setting up a profile on their mobile device

e Open the IM gas mobile app.

OTE VDP Sandbox

OTEa.s. Byznys

0TE

Aplikace je dosud ve vyvaoji

ve vyvoji @ nemusi byt stabilni.
Tato aplikace je kompatibilni s v

s vasim zafizenim

When launching the newly installed application, the screen Acceptance of Licence terms will be

displayed (See figure 5 — Acceptance of Licence Terms). The access to the app is not possible unless
the acceptance of Licences terms is confirmed.

Click New profile.

2019 OTE, a.s.
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OTE\-COm

User profiles

X con OTE

Fig. 15 —User Activation with support of the Administrator - Mobile App — New profile

New profile

Activation Code
I'E‘s'l
[La}
Profile Name

Password

Password Verification

Fig. 16 — User Activation with support of the Administrator - Mobile App — Profile information

¢ Inthe Activation Code field, enter the QR code from the email sent by your administrator (Fig. 17):

2019 OTE, a.s.
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Device activation
Activate device with generated activation code or gr code.

Activation code : EV5VDCP4GOVA7PB2

[=] ;25 [=]

I
-,

E 7
|
Fig. 17 — Administrator Activation — E-mail with Activation QR code

.
e Click - - onthe mobile device to launch the camera of your mobile device (Fig. 16 — User Activation
with support of the Administrator - Mobile App — Profile information). Point the camera at the QR code
screen. The mobile device records the code, which is usually reflected in the device's vibration

Activation Code

Fig. 18 — Scanning QR code Screen

The second option is to copy the Activation Code itself (from the CS OTE web portal) to the field
Activation code.

2019 OTE, a.s.
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New profile

Activation Coc

y L
EVSVDCP4GOVATPB2 5
L]

Device activation

Activate device with generated activation code or qr coder

Password

Activation code i EV5VDCP4AGOVA7PB2

[=] %% [=]

Password Verfication

Fig. 19 — Administrator Activation — New profile — Typing QR code

e Enter a name for the new profile in the Profile Name field .

e Create a Password that contains at least 4 characters and repeat it in the Password field again.
The password you enter is used to secure your profile and certificate against unauthorized use.

Clicking Create profile (Fig. 7) you create a new, not yet approved profile in the VDP mobile app.

- -~ u

Profile Activation

foto
INACTIVE
Profile Is not active, finish registration at CS

OTE web portal

2DSEASBE7FFD3BABBBFFBABBFBFEES892EB
S6ACF

X CLOSE

Fig. 20 — New Profile Information (suspended yet)

3rd step — Administrator

2019 OTE, a.s.
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After you create New profile on a maobile device, the Activation Wizard page on the RMP master data
web portal automatically goes to the point where it can be checked which application was triggered
and the public key fingerprint on the mobile device and CS OTE portal:

4 - & &
UTE Imbalances + lELEcm\crrvl @ ®  Logged: ® 28.11.2019 12:41:43 N ON."

GAS

@  Reports @ Inbox g Help & Logout |eelEE

Devices management

W Filter (-]
W List of mobile devices/requests ﬂ
W Activation wizard “
Step 2 1_ Device was detected. Check principals and decide for approval.

I Application IM with gas I

Creation date and

time 11/28/2019 12:39:39

Ip address 2 89.24.34.187
.

I Public key SHA-1 0046C1BD10393549D50F47EDAG1EEAG396FECEY I
Device unique id 6BE4345A-1BDE-4096-0¢
Manufacturer Apple
Model iPhone SE
Profile name 2611
Person id 35927 - Jifi DvoraZek
Email

Fig. 21 — Administrator Activation — Web portal

e We recommend checking

- 1. Application —whether it contains the desired application for which the activation is to be
performed

- 2. If the red-framed codes (Fig. 20 — New Profile Information (suspended yet) and 2 (Fig. 21 —
Administrator Activation — Web portal) displaying the public key fingerprint are identical on the
mobile device and in the CS OTE web portal.

e By clicking on Accept (Fig. 21 — Administrator Activation — Web portal) and signing with certificate,
the mobile device of the user for whom you approve mobile access is clearly identifiable for CS OTE.
However, this profile is currently suspended and cannot be signed in.

2019 OTE, a.s.
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¢ At the same time, CS OTE also displays the Mobile Device Detail in Device Manager, where after

CaGl

checking the linked application it is possible to allow access of the mobile device to the VDP network
by clicking on the Allow access (Fig. 22 — Administrator Activation — Device detall).

W Device detail

Person id
Email*
Phone model
Profile name
Application
Model

Creation date and
time

Deactivation time

Public key SHA-1

2019 OTE, a.s.

Date of revision:
3.12.2019

I

M5M8916 Device unique id 7cae253224cd83fc
| Brand samsung

IM with gas Access Type A

SM-A300FU Manufacturer samsung

Activation date and

11/29/2019 09:20:44 time

11/29/2019 09:22:07

Last login time

13F9681C0C96CA3CEBA1ES2D84492B030FD1FSD0 Status Paused

Fig. 22 — Administrator Activation — Device detail

Document name:
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1.1.3 User login

When you start a newly installed application, you are asked to agree to the License Terms. These
terms have to be confirmed otherwise it will not be allowed to access the application:

OTE/-COM

Licence

X ZRUSIT v/ SOUHLASIM

Fig. 23 — Acceptance of licence terms of IM Gas application

1.1.4 Profile Login

To sign in to the app, select your profile and enter your password on the mobile app home screen.

OTE/\-COm

User profiles

User >

. OTE~

Fig. 24 — Available Profiles

e The first time you start the application, the Setup Wizard is launched automatically after login. You
need to set the PIN - by entering and repeating it on the displayed numeric keypad and import the

2019 OTE, a.s.
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certificate (Transfer of the signing certificate to the mobile device). If this process is not completed,
it will automatically start the next time IM gas app is started until both steps are performed correctly.

1.2 Transfer of Signing Certificate to the mobile device

The process of certificate transfer from the CS OTE system requires simultaneous use of both PC and
mobile device.

The following chapters describe how to upload a signing certificate to Local Storage and transfer it to a
VDP mobile device.

1.2.1 Preparing to export a certificate stored in master data on a PC

e Log in to the web portal CS OTE (https://portal.sand.ote-cr.cz/otemarket/).

e To transfer certificate to a mobile device, it is necessary to have the certificate uploaded to Local
Storage. (,how to“ is described below).

e Menu Registration choose Mobile Access — Certfificate Export:

Markets. r | P P
®  Logged: ® 28112019 13:02:36 =) )

Imbalances  * ELECTRICITY G

AS

Code lists

Master data

| Registration rsquests
BLOCK MARKET - DB191129 INTRADAY MARKET - IM_28112019

Cerfificate management
1:30:00 PM CET Opened 5:00:00 AM CET Opened

: -30:
Mobile access Device Management

Eru license REGISTRATION OF REALIZATION DIAGRAMS INTRADAY MARKET - IM_29112019

i Opened trade day: 11]29/2019 - Main Session ID
Administration s pamt 5:00:00 AM CET Opened

1:30:00 PM CET Opened

2:00:00 PM CET Opened
OTE News

INTRADAY MARKET - Hour16 BLOCK MARKET - DB191201

2:00:00 PM CET Opened 8:00:00 PM CET Opened

Fig. 25 — Certificate Export — Web portal

e Enter your local storage password — LS (in case the LS is not used, a message about unsetted
W A password to the local storage not set

paSSWO rds IS d IS p Iayed - You do not have set any password right now. For work with certificates at the local storage you must have set a password. )

e To transfer the certificate to the mobile device, the LS must be activated - see the following

chapter.
2019 OTE, a.s.
Date of revision: Document name:
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(In case of logging into LS and displaying the statement of certificates please skip 1.2.2 Local Storage
activation.)

1.2.2 Activating Local Storage

Menu Registration choose Certificate management — Settings of certificates

- At the bottom of the page, click the Initialize local storage bar ; * ===

- After entering, repeating the Password and saving, the local storage page is displayed .

Now it is necessary to upload a qualified certificate that is registered in CS OTE and is to be transferred
to the mobile device by clicking on 1.Select file. After selecting the file xxxxx.p12 and entering the
password for this certificate, click 2.Add.

DTE Markets ¥ uB )
1 - . L4 =28 b
Imbalances ELECTRICITY GAS Logged: 28.11.2019 13:28:00 = D Q

‘ Reports ‘ Inbox ‘ Help ‘ Logout [S(sug]

W OTE PKI Component -

W Add new certificate -

1.

Certificate's PRIVATE KEY - format p12/pfx I Choose file |

Password of the certificate's private key *

The private key is not uploaded on server into CS OTE system. It is stored in local storage of your browser only and it is protected by PKCS#12 file.

W Imported certificates in local storage -

Default certificate DN Valid from Valid to Serial number Certification authority

Show certificate selection when signing 4

W Password change for local certificate storage -

Canfart N | News | Prinf nane

Fig. 26 — Importing qualified certificate into Local Storage

2019 OTE, a.s.
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e The following screen lists the certificates that can be transferred from the Local Certificate Store to

your mobile device (Fig. 27 — Certificate Export - Entering the password for certificate transmission).

¢ Clicking Export QR, which is located in the last column of the table for the given certificate, will start
the process of transfer using QR codes .

You will then be prompted to enter the password and repeat it to transfer the certificate. The

password is required when saving the certificate to a mobile device and is used to secure the
certificate against unauthorized use.

UTE Markets 2 ) A -

- » } -
Y e T s Logged: 28.11.2010 13:36:36 = S =

W Registered certificates from local storage

Valid from valid to
(C=CZ, QU=P593122, CN=Bc,Ing Jifi Dvoatek, SN=Dvoracek, G=Jilf, 04/30/2019 05/19/2020 ludbbaz C=CZ, 0=Ceskd posta, s.p. [IC 47114983], CN=PostSignum Qualified Export QR 5
serialName=P593122 09:43:21 109:43:21 CA3

W QR codes

Due to safety reasons it is necessary to protect the certificate by the password. You will be asked for this password while storing the certificare inte mobile app. In the case of pressing button "Next" the same password
as for your Local Certificate Storage in CSOTE is used.

Password

Password again
setpssevors Jsup |

Contact | Up | News | Printpage

©2018 OTE, a.s., all rights reserved

OTEW

Fig. 27 — Certificate Export - Entering the password for certificate transmission

o If Skip is selected, the same password will be used for the given certificate as set in the Local certificate

store on the PC.

2019 OTE, a.s.
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e The following screens will contain a specified number of QR codes containing the certificate
information that must be transferred to the mobile device.

By clicking menu 4 - above the first displayed QR code we can increase the number of generated
codes and thus ensure the possibility of reading the codes even to older mobile devices that are not
able to read this code.

¥

nTE Markets - 1 _
| o ' o
ELECTRICITY GRS Logged: il 28.11.2019 13:43:27 9 O &

Imbalances  »

W Reports g Inbox Help s logout RdERE

Wl Registered certificates from local storage B
DN Valid from Valid to Serial Certification authority
number - .
- AR 17 e
W QR codes

Fig. 28 — Certificate Export — QR codes generated by computer

2019 OTE, a.s.
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1.2.3 Importing certificate to the mobile device

Mobile application requires signing certfificate for the work, If you first open the app, as the second
step of the Setup Wizard is import Certificate. By clicking the Import button the certificate could
be imported do Mobile Device

¢ If you want to replace an already uploaded certificate with another certificate registered in CS OTE
(eg. when renewing the certificate ) we can do this by selecting Certificate from the menu
application VDP.

¢ Information about the saved certificate is displayed, if one has already been imported (Fig. 29 —
Imported Certificate information)

e The buttons for Import new certificate and Test validity of saved certificate are also displayed (Fig.
29 — Imported Certificate information)

Certificate

Your certificate is valid
o
< I
& Ceskd posta, s.p. [IC 47114983]
o}
04/30/2019 1o 05/19/2020

N

£ TEST &) IMPORT

Fig. 29 — Imported Certificate information

2019 OTE, a.s.
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e To upload another certificate, choose IMPORT.

Certificate Import € Certificate Import

Fig. 30 — Certificate Export — Mobile app — Scaning QR codes

o To move between QR codes, use the “<” “>” icons next to the QR code in the CS OTE portal .

e The mobile device automatically detects which QR code it is and therefore the reading can be
performed even in different order .

o After the import process is complete, you are prompted for the password that was used to transfer
the certificate.

2019 OTE, a.s.
Date of revision: Document name:
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Information about new imported certificate now will be displayed (Fig. 31 —):

Certificate import

Your certificate is valid
o
=

04/30/2019 to 05/19/2020

D_

Fig. 31 — Imported certificate

o After pressing TEST and successfully validating the certificate the Save button will be enabled.

Clicking Save Certificate, you store this certificate in the device and it could be used to sign reports
and the VDP application is ready to use.

2019 OTE, a.s.
Date of revision: Document name:
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1.3 Screens headers

Cal

The header of each primary screen of the application contains following icons: System menu, Market

name, Connection status and identification of the logged user, News, Content refresh.

°—> IM GAS  Online(VKr) Q 4—0

Contract TBid (Buy) Ask (SEII) a
€/MWh 56.00

~ e MWh 440

TotOwnQty 29.8 69.0 >

Wh
MWh

Aggr. MWh 240 Aggr. MWh 69.0

€/MWh €/MWh —
MWh MWh =

Aggr. MWh 29.0 Aggr. MWh =

€/MWh —
MWh -

Aggr. MWh 30.6 Aggr. MWh =

A~ 19/11 €/MWh 2.01 €/MWh —
MWh 1.1 MWh -
2.1 ->

TotOwnQty
E/MWh €/MWh —
MWh MWh =
Aggr. MWh 2.1  Aggr. MWh =
ks e © B
Reports Trades Orders Audit Log

Fig. 32 — Screens headers

1 System menu — guide to information and settings screens Profile Details, Certificate, Settings, About

Application, Contact Support, Logout

N

Market name — currently active market to which the displayed information and operations are related

3 Connection status and identification of the logged user — connection status of the mobile application

(Online/Offline), shortcut of logged user is written in the brackets

4 News — contains information messages, also signals new VIP news (colored icon indicates unread

messages)

5 Content refresh — button for manual refresh of screen content (A — indicates auto refresh enabled)

1.4 Control elements

e Back button
previous screen

o~
e Return to the top of the list

2019 OTE, a.s.
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1.5 Market screen

Cal

After logging to the application the Market screen is displayed. This screen provides the user with up-to-
date information about the status of active orders and about the market depth (the next 3 orders with the
lowest price for sale and three orders with the highest price for purchase; the price and quantity values for
own orders are color-coded), which can be "collapsed" by the user. The orders are shown as aggregated,
sorted by price, and the quantity is also shown in the cumulative quantity (Aggr. MWh.).

IM GAS  Online(VKr) al
Contract Bid (Buy) Ask (Sell)
» A 18/11 €/MWh 16.00 €/MWh 56.00
MWh 16.0 MWh 44.0
TotOwnQty 29.8 69.0 > <—°
[‘,‘_]\’/,
Aggr. MWh 24.0 Aggr. MWh 69.0 4—_9
MWh €/MWh —
MWh =
Aggr. MWh 29.0 Aggr. MWh -
€/MWh —
MWH MWh =
Aggr. MWh 30.6 Aggr. MWh -
A~ 19/11 €/MWh 2.01 €/MWh —
MWh 1.1 MWh =
TotOwnQty 2 =35>
€/MWh €/MWh —
MWh MWh =
Aggr. MWh 2:1 Aggr. MWh =
lade < ) o
Reports Trades Orders Audit Log

Fig. 33 — Market screen

1
2
Quick Accept
3
Quick Accept
4
5 Aggregated quantity (MWh)

2019 OTE, a.s.

Date of revision:
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The name of the contract with the possibility of collapsing market depth (after clicking)
Best order to buy — after clicking user is forwarded to the Create Order screen — create order Sell /

Best order to sell - after clicking user is forwarded to the Create Order screen — create order Buy /

Total Own Quantity — after clicking user is forwarded to Orders by contract screen
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1.5.1 Create Order screen

The Create Order screen allows users to enter their own orders or take advantage of the quick acceptance
option. Quick Accept serves for a buy / sell operation through predefined values that correspond to the
opposite operation (sell / buy) entered by another user. If the contract does not contain any active order,
the Create Order form opens with blank price and quantity parameters.

° o

Create Orde Onling(VKr)
Date Contract >
November 18,2019 1B/11
v v
Order to Type (Restriction) State
0 —> | 'LMT (NON i
BUY SELL ( ) Active
Price (€/MWh) ——
16.00 | =
e s Quantity (MWh) : e
16.0 e | =
Bid (Buy) Ask (Sell)
Qty MWh Price €/ MWh Price €/ MWh Qty MWh
16.0 16.00 56.00 44.0 7
8.0 8.00 566.00 25.0
°_> 5.0 5.00
1.6 1.00
W Buy

Fig. 34 — Create Order screen

Date and name of the contract — possibility of contract selection

Order to — switch button to select the buy/ sell operation

Type — display of order type and its restriction (LMT/ICB, (NON)/(FOK)/(10C))
State — switch button for setting the active / inactive order

10 Quantity / price setting field using the keypad

11 Quantity / price setting buttons

12 Update content manually

13 View of a maximum five best orders to buy and sell

2019 OTE, a.s.
Date of revision: Document name:
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1.6 Reports Screen

Provides list of all reports in the mobile app.

14
15
16
17
18

IM GAS  Online(VKr) n

Report - Current Limit Status - Gas
Current status of subject financial security limits.

Report - Orders Overview
Participants orders by contract >
(and optionally by order direction or by state).

Report - Trades Overview

Trades by trading period
(and optionally by order direction or by state).

Report - IM Gas Results

Market results by delivery day
(and optionally by contract).

T

Report - Subject position on Gas market >
Subject position by delivery day.

< ~” (] G

Trades Market Orders Audit Log

Fig. 35 — Reports screen

Report — Current Limit Status — Gas — displays an overview of the current BRP limits
Report — Orders Overview — displays the order data related to the selected contract
Report — Trades Overview — displays trades data

Report — IM Gas Results — displays the summary results of the intraday gas market
Report — Subject position on Gas market — displays the current position of BRP

1.6.1 Reports control

Click the report to view its content with default values. Each report has its own selection parameters. These
include: Date selection, Contract selection, Order Direction, Order Status. Some parameters are used only
in certain reports.

2019 OTE, a.s.
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“  Orders Report Online{VKr)

Orders Overview

State:
ACTIVE INACTIVE DELETEDR CLOSED
Order to
BLUY SELL
Fig. 36 — Report Orders Overview - header

2019 OTE, a.s.
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1.7 Trades screen

It is used for monitoring the progress of trading and current trading results. Only contracts opened for
trading are displayed on the screen.

IM GAS  Online(VKr|

Contract  Last trade TotalQty TotOwnQty
€/MWh 2.84 S 182.4
——> 8
e_ 18/11 MWh 4.9 1624 B 177.4
€/MWh — S =
—> =
19/11  ywn = 8
T8 ~ O a8
Reports Market Orders Audit Log

Fig. 37 — Trades screen

19 TotalQty — quantity of all trades created during the session in MWh
20 TotOwnQty — Total own quantity

e The total quantity sold, calculated as the sum of all trades for a given contract where the

participant acts on the sales side in MWh.

The total quantity purchased, calculated as the sum of the quantity of all trades for a given
contract where the participant acts on the purchase side in MWh.

21 Click the contract for displaying the Trading History screen

2019 OTE, a.s.
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1.8 Trading History screen

Displays trading data related to the contract selected on the Trades screen.

22
23
24
25

26
27

28

Trading History  Online(VKr)

Date Contract
November 18, 2019 18/11
> €/MWh 16.00 €/MWh 56.00
MWh  16.0 MWh 440
R Last price (€/MWh) Total quantity (MWh)
2.84 5 182.4 o
Last quantity (MWh) Own quantity (MWh)
a~ Sell 182.4
3 4.9 Buy 177.4
Price ligh: 55.00 Low: 2.44 Quantity
) 200.0
45.0 180.0
160.0
140.0
3 120.0
25.00 - 100.0
v 80.0
60.0
40.0
) 20.0
) 0.0
09:0013:50-18:4023:30—04:20 09:1014:00
ALL
Price Quantity i
°—> Ag. €/MWh MWh Realized TotOwnQty
arsoss B177.4
S 2.84 49 11/18/19 13:04:27 $182.4

Fig. 38 — Trading History

Best order to buy - after clicking user is forwarded to the Create Order screen — create order Sell /

Quick Accept

Best order to sell - after clicking user is forwarded to the Create Order screen — create order Buy /

Quick Accept

Last price (E/MWh) — price of the last trade in EUR / MWh with trend indication

Last quantity (MWh) - quantity of the most recent trade in MWh

Total quantity (MWh) - quantity of all trades created during the session in MWh

Own quantity (MWh) — displays:

e Total quantity sold, calculated as the sum of all trades for a given contract where the participant
acts on the sales side in MWh.

e The total quantity purchased, calculated as the sum of the quantity of all trades for the given
contract, where the participant acts on the purchase side in MWh.

Graph — used for displaying progress of the prices and traded quantities of the selected contract in
time

e Points curve — price progression

e Columns — quantity progression

2019 OTE, a.s.
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29 Timeframe — time span of graph, 2D (2 gas days), 1D (1 gas day), 4H (4 hours), 1H (1 hour), 15M
(15 minutes)
30 Information about trades of a chosen contract (select all or own)

Ag. - Aggressor — accepting party of the trade (buyer / seller), if the value is not filled, it means
that the trade was created in the auction

Price (€/MWh) — Price of the created trade in Eur / MWh

Quantity (MWh) - The quantity of the created trade in MWh

Realized — Time stamp of trade creation

TotOwnQty — The cumulative own quantity at a time point in MWh — calculated as the sum of
the quantity of all trades for a given contract and the direction of a given trade where the
participant acts on the sale / purchase side in MWh.

2019 OTE, a.s.
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1.9 Orders screen

Cal

It provides an overview of all orders created by a logged market participant and related to currently open
contracts. Allows you to go to the Modify Order screen.

IM GAS  Online(VKr)

"—V ACTIVE

D Contract

18/11
18/11
18/11

18/11

|

i O i R e

18/11

18/11

19/11

O| 0|0

19/11

las

B/S
Type

BUY
LMT

BUY
LMT

BUY
LMT

SELL
LMT

SELL
LMT

BUY
LMT

BUY
ICB

BUY
ICB

&

Reports Trades

INACTIVE

ALL

Price €/MWh Created

Qty MWh

16.00
16.0

8.00
8.0

5.00
5.0

566.00
25.0

56.00
44.0

1.00
0.8

M
Market

Valid To

11/18/19 13:06:04 A e

11/18/19 13:05:45

11/18/19 13:05:33

11/18/19 13:04:17

11/18/19 09:41:20

11/18/19 09:16:15

11/18/1912:07:13

11/18/19 12:07:00
11/20/19 05:00:00

i)

Audit Log

Fig. 39 — Orders screen

31 Filters orders according to whether they are active / inactive or both

32 Selection of order/orders for their activation/deactivation/delete -> after selection, the confirmation
buttons for these operations are displayed

33  After click the order form Modify Order is opened

1.9.1 Modify Order screen

This screen allows the logged user to adjust the orders.

Limit order modification allows the user for changing only following attributes:

e order state (Active/lnactive),
e order quantity,

e order price.

Iceberg order modification allows the user for changing only following attributes:

e Order state (Active/lnactive).
2019 OTE, as.
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An order cannot be modified if:

34
35
36
37
38
39
40
41
42
43

it is deleted or withdrawn from trading (has expired);
ID order is invalid;

Max. version of the bid in the system does not match with the required bid version for
modification.

Modify Order Online(VKr)
m Date Contract
November 18,2019 18/11
& P 1d (Ver): 2002466 (0) Created: 11/18/19 13:05:33
Order to Valid To | Type (Restriction) State
& " BUY LMT (NON) Active | o
a Price (€/MWh) E
5.00 + | =
e Quantity (MWh) a
5.0 | —
Bid (Buy) Ask (Sell)
Qty MWh Price €/ MWh Price €/ MWh Qty MWh
e 16.0 16.00 56.00 44.0
e » 80 8.00 566.00 25.0
5.0 5.00

1° —
# DELETE W vooiry P @

Fig. 40 — Modify Order screen

Cal

The identification number, version, date and time of the created order that the user wants to modify

Operation — information about the order direction (Buy / Sell)

Valid to — time period of order validity for trading (time restriction)
Activity — switch button for setting the active / inactive order

Type — type of order and its restriction (LMT/ICB, (NON)/(FOK)/(I0C))
Quantity / price setting field using the keypad

Quantity / price setting buttons

Update content of the best orders table (Automatic or Manual)

View of a maximum five best orders to buy and sell

Buttons for delete order or its modification

2019 OTE, a.s.
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1.10 Audit log screen

Informs user of the following events:

e Order reception

e Order modification

¢ Order activation/deactivation

e Order deletion

e System order deletion

e Trade creation

e Contract generation

¢ Change state of contract

e Change the deactivation flag of contract
¢ Modification of market settings

e Acceptance/cancelation of VIP news (see chapter 1.3)

IM GAS  Online(VKr) n
0—’ ALL PRIVATE PUBLIC
Priority: ‘ ‘ <
Date Time Event type Priority
11/15/19  05:00:04 Public V¥ Low

Contract IM_14112019 was closed.

11/14/19  16:24:00 Public ¥ Low

New trade 401148 was successfully created,
contract IM_14112019.

11/14/19 16:24:00 Public ¥ Low

New trade 401147 was successfully created,
contract IM_14112019.

11/14/19  16:24:00 Public ¥ Low

New trade 401146 was successfully created,
contract IM_14112019.

11/14/19  16:24:00 Public ¥ Low

New trade 401145 was successfully createt 9P
contract IM_14112019.

las e ~ O

Reports Trades Market Orders

Fig. 41 — Screen Audit log

44  Filter by message type — ALL/PRIVATE/PUBLIC
45  Filter by message priority — HIGH, MEDIUM, LOW

2019 OTE, a.s.
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1.11 User logout

e To log out of the profile, select Logout from the application menu and then confirm Logout.

» Q

OTEW-COM [ s

® Profile Details

|:] Certificate

3= Settings

@ About Application

.  Contact Support

-E] Logout
] o)
ars Audit Loa

Fig. 42 — User Log out
2019 OTE, a.s.
Date of revision: Date of revision:

3.12..2019 3.12..2019



